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1 Overview

The platform offers a comprehensive security solution tailored for general small to medium-sized campus
environments. It leverages advanced modular technology, enabling seamless integration of edge loT devices

for unified access, data processing, forwarding and storage. Additionally, it facilitates rapid integration of
various campus management subsystems, encompassing video management, pedestrian and vehicular traffic
monitoring, and overall security operations. The platform supports the integration and management of various
devices such as IPCs, NVRs, SmartBoxes, decoders, face recognition terminals, general access control devices,
video intercom devices, and third-party devices (alarms, access control). Beyond basic video services, it extends
to pedestrian management, vehicle management, and alarm management for fundamental campus applications.
Additionally, it offers comprehensive security functions including attendance management, guard patrol,
advanced operations and maintenance, and map. Its simple deployment, flexible scalability, and reliable stability
make it suitable for a wide range of applications, from local-area network (like campuses, buildings, schools,
hotels, venues) to wide-area network (such as networked retail).

e Efficient deployment: The platform integrates complete functions and does not require complex networking
setup. Simply power it on and connect to network.

e Simple operations: The platform provide visual business management through an intuitive client interface.
Based on different user roles and computer configuration, operations can be performed on B/S client, C/S
client and APP respectively to meet the use needs of different users.

2 B/S Login and Initial Configuration

Log in to the B/S client using a browser, and change the default password after the first login to ensure system
security.

Note:
Please use Google Chrome 89 or later.
1. Open a browser and enter the server IP address in the address bar.
[®> Note:
e The default IP addresses are as follows. Modify according to the actual networking:
* Network interface1 : 192.168.1.60
* Network interface2 : 192.168.2.60
* Network interface3 : 192.168.3.60
e Network interface4 : 192.168.4.60
e After login, you can change the IP address at System > Network >TCP/IP.

e If you want to log in via HTTPS, please enable HTTPS in System Config > Network Management >
Security Config.



Email Addrass

2. Enter the username and password.

e Login as system user: Select User Login.

Default administrator

The system initially defaults to 2 administrator accounts: admin / loadmin;
the default password: admin_123.

E> Note:
e The administrator accounts have full privileges over the system.

e Upon first login with the default password, "admin" must follow the
security guide to change the password. For the loadmin, you can
Change Password in the upper-right corner after login.

Other users

See user information in User Management.

¢ Loginas AD Domain user: Select AD Domain Login, and enter the domain user ID and password.

@ Note:

Please first complete the configuration of AD Domain User and import the AD domain user accounts.

3. Select | have read and agree to Privacy Policy. Click Login.

2.1 (For First Login) Set admin Password

When log in to the B/S client for the first time, please follow the instructions below to set a strong password for

the admin user to ensure security.

1. When open the login page for the first time, a page as shown below appears.




Create Password

) Please set the admin password at your first login

Username: admin

* New Password: Please enter the password et
Weak Medium Strong

* Confirm Password: | Please enter the confirmation password ot

9-32 characters, and include at least three of the four types: uppercase letters, lowercase
letters, digits, and special characters (&% . _# @)

Next

2. Set a password and confirm it.

@ Note:

For security concerns, you must set a strong password with 9-32 characters, including uppercase and
lowercase letters, digits, and special characters.

3. Click Next.

4. Set a verification method for security verification when resetting the password.
If not required, click Skip to complete the configuration. If skipped, the system will prompt admin to set up an
authentication method at each login, until one is configured.

Verification Method

) Please select a verification method and fill in the information in case you need to
reset the password

Email Address ;
Set an email address to receive the verification code

= Security Questions

o

i Set security questions for identity verification

Skip
Verification Operation Steps
Method
Email Click Email. A dialog box as shown below appears.




Verification
Method

Operation Steps

Email Address X

() Please set an email address in case you need to reset the password

* Email Address: | Please enter your email ad

Cancel Back

(1) Enter your email address and click Send Code.
(2) Enter the verification code you received in your email inbox.

(3) Click OK, and you will see a message confirming the successful setup.

Security Questions

Click Security Questions. A dialog box as shown below appears.
Set questions and answers, click OK.

Security Questions X

* Question1: | Where do you often use this platform? v
* Answerl: Please ente e @
# Question2: | What is the model of the computer you use for work? v
* Answer2: Please ente B @
* Question3: | In what situations do you usually use this platform? v
* Answer3: | Please enter your answer @)

2.2 (Optional) Reset admin Password

You can reset admin password via a security verification if you forgot the password.

@ Note:

e If you have not provided an email address or security problems for admin, you will not be able to reset
admin password here.

¢ If a non-admin user forgets password, they can contact admin user to modify in User Management.

e All users can click Change Password in the upper-right corner to change the password after login.

4




1. Click Forgot Password in the lower-right corner of the login page.

2. Select the verification method: Email or security problems.

Forgot Password

) Please select a verification method and fill in the information in case you need to reset the

password
" Email Address
>
Use email verification to reset the password

Security Questions

P
Answer security questions to reset the password
Closed
Verification Operation Steps
Method
Email Click Send Code to send a verification code to the reserved email address. Enter the

verification code you received in your email inbox.

Email Address

@ To reset the password, enter the verification code that we sent to your email

* Email Addr...

* Verification .. | plaase enter the verification code. Send Code

Cancel Back

Security Questions | Input questions and answers, click OK.




Verification Operation Steps

Method
Security Questions X

) You can answer security questions to reset the password

* Question: ers gt often use this platiorm i
* Answer?: Please enter your answer @
* Question2: atis the 2l af tha c = c& for work? b
* Answerd! Fleaze enter your answer @
* Question3: at situations ATE s2 this platforms: M
* Answer3! Fleaze enter your answer @

Cancel Back

3. Reset the password.

Reset Password

* New Password: Please enter th

& Dassworec et
Weak Medium Strong
* Confirm Password: Please enter the confirmation password et

9-32 characters, and include at least three of the four types: uppercase letters, lowercase |etters,
digits, and special characters (& *. _# @)

3 C/S Client

You can install the C/S client on your PC.

Computer System Requirements

The C/S client can be installed on the following computers:



Item Requirements

Operating System | e Windows 11 64-bit
e Windows 10 64-bit

Memory 16GB or more, with at least 10 GB free memory.

Install C/S Client
1. Click Download Center in the upper-right corner of the login page of the Web interface.
2. After downloading the C/S client, double-click the .exe file to install.

3. Once installed, a shortcut will appear on your desktop. Double-click the shortcut to open the login window.

English
Welcome [
Server: V32171200 » - .
Server Configuration
User Login
Protccol
5, loadmin HTTP
T anssenan & P port
ip port

have read and a... Privacy Palicy

4. Click {63. Select the login protocol (HTTP/HTTPS), enter the IP address and port (default: 80) of the server.
[ Note:
e If you want to log in via HTTPS, please enable HTTPS on the B/S client.
e The server IP address is the IP address of the computer on which the B/S client is installed.

5. Enter the username and password.

@ Note:

e User Login: The username/password is same to the B/S client.

¢ AD Domain Login: enter the domain user ID and password. Please first complete the configuration of
AD Domain User and import the AD domain user accounts on the B/S client.

6. Select | have read and agree to Privacy Policy. Click Login.

3.1 Auxiliary Screen

Only the C/S client supports auxiliary screens.

On the C/S client, you can create auxiliary screens on any level-2 submenu page as independent video windows.
If your PC is connected to multiple monitors, you can drag the auxiliary screen to any of the connected monitors
to operate functions.

Click before the level-2 submenu to create an auxiliary screen.
The following uses the auxiliary screen of the Video Surveillance menu as an example:



¢ The Video Surveillance menu supports creating up to 3 auxiliary screens, while other menus support a
maximum of 1 auxiliary screen. Services on each screen operate independently.

¢ You can drag, maximize, restore, or close the auxiliary screen.
e Operations on the auxiliary screen are the same as those on the main screen.

e After exiting and restarting the client, previously opened auxiliary screens will be closed.

4 Homepage

The homepage appears when you are logged in successfully, which consists of some function menus and global
buttons.

@ Note:

The interface may vary based on the purchased license, software version, user permissions, and custom

settings(such as Custom Function Navigation, Style Personalization). The following takes the default
interface as an example.

Homepage Drvice Manasgement

Function Mavigation C

Configueation Wizard

Cluster Configuration

#tae Mansgament
Baslc Configuration

Alarm Cerite

ﬁi @ Video Applicatior

Storage Configuration

Lacal Disk Mutwerk Digk

. System Configuration
E B

Alarm Center

Access Control System

o

0l B

No. Description

@ Provides an overview of functions, including Function Navigation, Data Dashboard.




Description

Opened function menu. Click X to close it.

All functions: In any interface, use the drop-down list to display all level-1 and level-2 functions.
Supports keyword search for quick access.

Recording download task list: View the status of recording download tasks. You can also access the
download directory, start, stop, and delete tasks.

Alarm message: Displays the number of new alarms. Click the icon to enter the Real-time Alarm page.

@O ® ©OF

License
Management

Please refer to License Management.

Client
Configuration

Set real-time alarm notification methods, including pop-up alarm window and alarm
sound.

Language Change the system language.
Switching
Configuration| Show/hide Configuration Wizard.
Wizard
Customer View the customer service phone number.
Service
Center
Help View privacy policy, system version, user manual, etc.
@ Username The current logged-in user’s username.
Light/Dark Change the interface's background color: Choose Light (default) or Dark as needed.
Mode E Note:
All users can change the background color. The effective rules for the B/S client
and C/S client are different:
e B/SClient:
Modification is applied only to the current browser page. Refreshing or re-
logging in will revert the background color to the default setting.
e (/S Client:
Modification is permanently valid to the current client. Changing login user or
server address will not affect the set background color.
Change Modify the password for the currently logged-in user.
Password
Email Set the email address for identity verification if you want to reset the password.
Address
Security (For admin) Set security questions for identity verification if you want to reset the
Questions password.
Logout Log out the system and return to the login page.

4.1 Function Navigation

This page displays the function menus within the system. You can click on a function menu to enter the
corresponding function page.




Function Navigation 3z Custom Function Navigation

Récentiy Used: davice Manzgerant Attendanics Management

Basic Configuration Level-1 Function

33! iguratic

Level-2 Function Aanm Contar
i L . ﬂ E a Video Application
- o L o&M
Devics Managems User Managamant Siarage Configura... Map Configuration Parzannal Manage. Community Mana... P

Park Application
Alarm Center i

Feal-time Alarm History Alarr Alarer Configuretion

System Configuration

Video Application

¢ Function menu: Displays the functions supported by the system. Click on the level-2 function menu to enter
the corresponding page.

Note:

The function menus are displayed according to the License specification and user permission and can be
customized to show/hide.

e Search: Enter the keywords of the level-1/level-2 function in the search bar to search for the function.

e Recently used: Displays 5 most recently used functions, with the latest used function listed first.

4.2 Custom Function Navigation

You can customize the function navigation by specifying which functions to show/hide. For example, hiding less
frequently used functions can simplify the navigation.

Custom Function Navigation Restore Defaults m Cancel

Basic

Configuration

Video Application =
ppiicat 0 el Alarm Center

| Video Application
n. !EE o Q&M

AccesséAttendancs

Voo Survediance Madiia Canfigurati.. Semart Live View Videa Wall Data Saarch
Park Application
System Configuration
oM & Hide All
b —4 3
E == £
Operation Logs Oatabase Manags System Dlagnosls
AccessBAttendance A& Hide Al
i

1. Click Custom Function Navigation in the upper-right corner.

e Show: Click &3 in the upper-right corner of the card to show the menu; click Show All to show all menus
under the category.

¢ Hide: Click in the upper-right corner of the card to hide the menu; click Hide All to hide all menus
under the category.

¢ Adjust order: To reorder cards within a category, click and drag the card to the desired position. To swap
category positions, click and drag the category to the target location.

2. Click Save.
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Note:

To restore the system's default interface, click Restore Defaults, then save.

4.3 Configuration Wizard

On the right side of the homepage, a configuration wizard is provided, displaying the setup steps for commonly
used features. You can click on a setup step to navigate to the configuration page and configure the services.

Configuration Wizard

@ Cluster Configuration

Cluster Management

| Storage Configuration
Local Disk Network Disk

Server Management

Video Management System
Add Device  Configurs Storage Schedule

Configure Video Wall

Access Control System
Cloud-Edge Mode (7)
Add Device Add Personnel

Configure Access Permission

Configuration

Figure Service Configuration Steps
Module
Cluster Cluster Management

Storage
Configuration

Local Disk
Network Disk
Server Management

Video
Management
System

Add devices (Local Encoding Device, Cloud
Encoding Device, Local Decoding Device)
Configure storage schedule (Storage, Backup)
Configure video wall (Video Wall)

Access Control
System

¢ Cloud-edge mode: Cloud-Edge Configuration,
Add Device

¢ Non-Cloud-Edge mode: Add Device, Add
Personnel, Configure Access Permission
(Access Permission Config, Schedule Template)

Note:

The business modules displayed in the configuration wizard depend on license specifications, user
permissions, and Custom Function Navigation.

Show/Hide Configuration Wizard

You can show or hide the service modules displayed in the configuration wizard.

1. Click £3 in the top right corner of the configuration wizard.

@ Note:

If the configuration wizard is not displayed on the homepage, click @ in the top right corner and then

click Configuration Wizard.

2. Click the toggle to show or hide the service modules: @ ) (show,) or (hide).
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Configuration Wizard X

Configuration Wizard on Homepage (4/4) (D

@'@ Cluster Configuration ()

Cluster Management

| storage Configuration (:)
Local Disk MNetwork Disk Server Management
Video Management System (:)

Add Device Configure Storage Schedule Configure Video Wall

Access Control System (D
Cloud-Edge Mode (7)

Add Device Add Personnel Configure Accass Permission

@ Note:

For access control systems, please show or hide the cloud-edge mode based on whether it is integrated
with EZCloud.

3. Click OK.

5 Data Dashboard

Data dashboard integrates various types of service data in the system and displays data statistics in visual
diagrams. This facilitates users to view the status of service operations and enables users to take timely
management measures based on the data.

You can customize the data type and layout of the data dashboard to meet your needs.

5.1 Data Dashboard

After logging, click Data Dashboard Mode tab to switch to the dashboard view. To enlarge the dashboard to full
screen, click ! in the upper-right corner.
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Figure 5-1: Example 1

# Online Status Statistics

115 Be

People Staying

Figure 5-2: Example 2

# Real-time Alarm Statistics (Today)

Staying Vehicles In&Out Real-Time Alarms

Fa
l Systemn Diagnosis

- 10

l Device Management # Alarm Trend Statistics

n omsn 11

# Vehicle Snapshot Info

» Vehicle Flow Counting

C

»i Online Status Statistics More w: Viehicle Flow Counting I sy Vehicle Snapshot Info

G100 0200 0300 (4 ) w0 1100

Real-time Alarm Statistics (Today) . w People Flow Counting A s CPU Usage (%)

Laval 1

wn Real-time Visitor Records
Sign IngOiut Tima

20247

Data Charts Description

» RAM Usage (GB)

Category Statistical Item

Data Description

Access Real-time Visitor
Management Records

Displays real-time visitor access records, including visitor name, sign
in/out time, and visit status (visiting/signed out).

Visitor Statistics

Displays the total number of visitors today/staying/departed.
Data source: Visitor Management.

e Visitors Staying refers to the number of visitors who haven't signed
out.

e Visitor Departed refers to the number of visitors who have signed
out.

People Flow Counting

Displays the number of people entered/exited per hour today.
For example, the value at 12:00 represents the number of people
entered/exited from 11:00 to 12:00.
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Category

Statistical Item

Data Description

Data source: Smart Live View > People Counting, reported from smart
IPCs/NVRs.

Visitors Staying

Displays the current number of visitors, i.e. the number of visitors
who have signed in today but have not yet signed out.

Daily Entry/Exit
Statistics by Area

Based on the entry and exit records of access control devices in each
area for the day, counts the number of people entering and leaving
each area.

Daily Entry/Exit Statistics by Area

@ Entered @@ Exited

e Entered: The sum of entry records from access control devices
within the area.

e Exited: The sum of exit records from access control devices within
the area.

E Note:

e Configure the entry/exit direction of access control passages
in device management; passages without a direction are not
counted.

e Configure the access control devices under the area in Custom
Data Dashboard > Chart.

e Records that failed verification are not counted.

e Data refreshes approximately every 30 seconds.

Daily Department
Staff Count

Counts the number of on-duty and off-duty employees in each
department for the day.

¥ Daily Department Staff Count

Department Name

dept3

e Onduty: The last record is an entry.
e Off duty: The last record is an exit.

® Click {7 in the upper right corner of the chart to reset the
counting task, which sets all personnel to off-duty.
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Category

Statistical Item

Data Description

& Note:

e Configure the entry/exit direction of access control passages
in device management; passages without a direction are not
counted.

¢ Configure the access control devices under the department
and area in Custom Data Dashboard > Chart.

e Records that failed verification are not counted.
e Department data includes its sub-departments.

e Data refreshes approximately every 30 seconds.

Daily Entry/Exit
Statistics by Time
Period

Counts the number of people entering and leaving per hour for the
day. For example: The entering count for 10:00 is the sum of entry
records from 09:00:00 to 09:59:59.

Daily Entry/Exit Statistics by Time Period

@ Entered @ Exited

01:00 03:00 0500 07:00 09:00 11:00 13:00 1500 17:.00 19:00 21:00

E Note:

¢ Configure the entry/exit direction of access control passages
in device management; passages without a direction are not
counted.

e Configure the access control devices under the area in Custom
Data Dashboard > Chart.

e Records that failed verification are not counted.

e Data refreshes approximately every 30 seconds.

People
Management

People Snapshot Info

Displays the latest people snapshot, snapshot device, snapshot time,
and identity information. If there is a match between the captured
person and a person in the library, the dashboard will display the
matching record, the person name, and his/her department.

Data source: Smart Live View > Door Access Control and Smart Live
View > Face Recognition.

People Staying

Displays the current number of people across all areas.

Calculated as: People Staying = People Entered Today - People Exited
Today. If the result is negative, the value will display as 0.

Data source: Data Search > People Counting.

Vehicle
Management

Vehicle Snapshot Info

Displays the latest 2 snapshots of the vehicle, plate close-up, snapshot
device, plate number, and snapshot time.
Data source: Smart Live View > Vehicle Application.

Vehicle Flow
Statistics

Displays the number of vehicles entered/exited/violated per hour
today.

For example, the value at 12:00 represents the number of vehicles
from 11:00 to 12:00.

¢ Data source of vehicles entered/exited: Parking Management >
Vehicle Volume.

e Data source of vehicles violated: Comprehensive Search > Motor
Vehicle Search-By Violation.
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Category

Statistical Item

Data Description

Vehicles In&0ut

Displays the current number of motor vehicles.
Calculated as: Vehicles In&Out = Vehicles Entered Today - Vehicles
Exited Today. If the result is negative, the value will display as 0.

Alarm
Management

Real-Time Alarm
Statistics

Displays the total number of alarms today and alarms at different
levels.
Data source: Historical Alarm.

Alarm Trend Statistics

Displays the number of alarms generated per hour today.
For example, the value at 12:00 represents the number of alarms
generated from 11:00 to 12:00.

Real-Time Alarms

Displays the total number of alarms triggered today.

Device
Management

Device Status
Statistics

Displays the current number of online/offline devices(regardless of
the device type) and cameras, and the percentage of devices/cameras
online.

Central Recording
Storage Status

Statistics on the storage status of central recording schedules, with
data sourced from Storage.
»1: Central Recording Storage Status

® Recording © Not Recording

Today's Rating

Camera

e Today's Rating = 8.0 + [Recording / (Recording + Not Recording)] x
2; base score 8 points, full score 10 points.
e <9isFair
e <9.6isGood
e >9.6is Excellent
e The proportion of schedules that are Recording and Not Recording.
[E Note:
Even if a recording schedule is in an enabled state, if it is not

actually storing due to device offline/stream disconnection, etc., it
is counted as Not Recording.

Server
Performance

RAM Usage (GB)

Displays the real-time RAM usage trend. (Statistics start from entering
the dashboard)

CPU Usage (%)

Displays the real-time CPU usage trend. (Statistics start from entering
the dashboard)

@ Note:

¢ You can hover the mouse over the diagram to view the detailed numerical values.

* You can click More in the upper-right corner of the diagram to redirect to the corresponding data record

page.

Quick Access

If using the default system template (refer to Example Image 1), you can click on the function bubble to quickly
access the corresponding module for detailed data.
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Note:

Supported functions: Personnel Management, Access Control, Attendance Management, Device
Management, and System Diagnosis.

Users will only see the function bubbles they have permission for. For permission configuration, please refer

to User Management.

5.2 Custom Data Dashboard

You can configure the data types and layout styles (including the number of charts, layout, title, background
image, and chart borders) displayed on the dashboard.

Note:
Only the super admin can configure the data dashboard.

1. On the Data Dashboard page, click Custom Data Dashboard in the upper-right corner.

Custam Data Dashboard

Add Template

Data D;;I.-.b; ard

2. Add new templates or modify existing templates as needed.

e Add template: Click Add Template, enter the template name (the title of the dashboard), and then click
OK.

e Modify existing template: Hover the mouse over the template you want to modify and click Edit.

@ Note:

¢ For existing templates: Hover the mouse over the template. You can click Preview to preview its
effect, click to edit its name, and click to delete it.

e Up to 20 templates are allowed.

€] Data Deshbosrd B Reterence Lne  Ciscale o

Data Chart

" Online Status Statistics : ] " Real-tinme Alar Statisties (Tod

“ Allarm Trend Statistics

“Weticln Snapehat Infa

3. Click Reference Line. Choose a suitable reference line template (you can customize the Row x Column or
select a preset option: 3*3, 3*4, 4*4, 5*5, 6*8, 8*8) to set the layout for charts.

Note:
In the central editing area, you can drag a reference line to adjust its position.

4. On the left side of the page, you can select the chart you want to display and drag it to the central editing
area. The system can automatically adjust the chart size according to the layout.

5. On the right side of the page, you can set the background and chart properties.

¢ In the Background tab, you can choose an existing background image or add a custom image
(recommended resolution: 1920px*1080px; max. size: 20MB).
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¢ Inthe Chart tab, you can select the chart border style and set whether to display the chart title.

Background  Chart
l Style

Dark Blue v

Display Chart Title

Apply to All

Note:
By default, chart property settings only apply to the currently selected chart. You can click Apply to All

to apply the set style to all charts in the current editing area.

¢ The Daily Department Staff Count, Daily Entry/Exit Statistics by Time Period, Daily Entry/Exit Statistics by
Area charts require configuration of the statistical scope and table headers. For details, please refer to

Data Charts Description.
6. Click Save.

7. Click @ in the upper-left corner to exit. Click the tick (V) in the upper-right corner of the template to set it as
the active template. Now, you can call it in Data Dashboard.

6 User Management

Go to Basic Config > User Mgt.

Manage the users who log in and use the system, and assign the service permissions to individuals to achieve
refined permission management.

The concepts involved are explained below:

Organization
An organization is a virtual group used to manage various resources such as
users and devices in the system.

[ |

=l | User User 2
[ Userrole, and } Auseris anentity capable of managing and ?

( permission are j

operating the system. Once assigned a role, the

- boundtoeach | ;;\-:_,:, user can perform the corresponding system Ussr N
. other. managemeant and operations. o
S 4 s \
Role : Permission
Arole s a collection of operation 5 S —
g 3 CORGEHDI QT ORC LIS . Permission refers toa user's rights to
yermissions. When assigned toa user, ” .
P fons. W ssigned toa user, 7 view and operate resources such as
the user gains all the permissions : . o)
el BHEMMISSION3 i devices and services within the system,

defined within that role.
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6.1 Organization Management

Organization is a virtual concept used to group and manage various system resources, such as users and devices.
With organizations, you can precisely manage users' operational permissions for different resources. It is
recommended that organizations plan according to the actual permission divisions.

Add Organization

@ Note: Up to 26 levels of organizations under the local domain are allowed (including the local domain).

1. Select a parent organization and then click + next to Organization List.

Figure 6-1: Add Organization

Add Organization >

+Qrganiz... Please enter 0]
*Qrganiz... | Please enter @
*Parent ... | Local Doman

Descript...| Please enter @

2. Enter the organization name, ID, and description.

@ Note: The organization ID must be unique.
3. Click OK.

Edit Organization

Right-click on an organization in the local domain and click Edit to edit the organization name and description.

Figure 6-2: Edit Organization
cloud

AL
Add Sub-Organization

Delete

Delete Organization

Right-click on an organization in the local domain and click Delete to delete the organization.

@ Note: If there are any users, roles, or sub-organizations under the organization, it cannot be deleted.

6.2 Role Management

Manage roles and role permissions.

Role is a collection of operation permissions. After a role is assigned to a user, the user has all permissions
defined in the role. Role management facilitates the management and assignment of user permissions.
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Figure 6-3: Role Management

SAEAEaYion |6k + Add Search Sub-Organization;

B Uhser Management

Rele Narme Pole Deseription Operation

Cperator

AdA A, Admin Template

Normaillser

Permissions for role follow these principles:

Principle Description

Depth First If different permissions are configured for both the child and parent organizations
simultaneously, the permissions granted to the child organization take precedence
when authenticating the child organization.

Inheritance If a parent organization has permissions configured and its child organization does not,
the child organization inherits the permissions of the parent organization.

Union If a user is granted multiple role permissions, the user's permissions are the union of
all assigned roles, with the highest priority role determining the precedence.

Add Role

1. Inthe organization list, select an organization, and then select the Role tab. (Roles only apply to users and
resources within the organization.)

2. Click Add.

3. Enter the role name, select organization and priority.
Role priority: 1-63 levels, the lower the number the higher the priority. In resource preemption scenarios,
roles with higher priority have superior preemption permission.

4. Select permission(s).

e Menu permission: Permission to view and operate the system application management menu. Menu
permissions should be preferentially configured. If not pre-configured, the configured function
permissions are still invalid.

Figure 6-4: Add Role-Menu Permission

Menis Permission Global Permission Resource Permilssion

» @ Video Apphicatian

[al-17)

Cancel

¢ Global permission: Permission to operation functions and devices in the system, which includes the global
permission and resource permission.
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Figure 6-5: Add Role-Function Permission

+ Roke Name: (0] Diescription:

Crganization: Al ' Pricrity: [

Menu Permission Resource Permission

= B SelectAll

» @ Video Surveillance

- @ device
To Add
B cdit
Delete
faces face L wisitors, and resiclents)

e Resource Permission: Assign resource permissions to users by organization. If no organization is specified,
the user will have full access to all resources within the role's organization and its sub-organizations. If an
organization is specified, the user will only have access to resources within the specified organization and

its sub-organizations.
On the Resource Permission tab, click Configure Organization Resource Permission, and then select

organization(s).

@ Note:

Only organizations within the role's organization and its sub-organizations can be selected.

Figure 6-6: Add Role-Resource Permission

If notconfigured, all permissions will be granted, -~ o t_;_\ Local Domaln
#: Configure Rescurce Permission |~ 25 cloud
8 = aaa
* Role Mame: ease ente Drescription: Ease ENler |
Organization: = Pricilty: (] |

WMenu Permission Global Permmission

+ Add The current resource organization includes its subordinate orgenizations. I
Resource Name e — Opearation
& -
AAA 1]
5. Click OK.
Edit Role

Click /# in the Operation column to edit the role description and permissions.
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¥ Role Name: @) Description:

o

Organization; * Priority

Menu Permission Global Permission  Resource Permission

4 Basic Config
4 Alarm Center

3 a Video Application

4 O&M

4 Access@Attendance
3 Fark Application

» System Config

Delete Role
® Delete one by one: Click 7ii7 in the Operation column and confirm the deletion.
¢ Delete in batches: Select roles to delete, click Delete, and then confirm the deletion.

@ Note:

e The deleted role cannot be restored.

e Cannot delete roles that have been bound to any user.

6.3 User Management

Manage user information.

Users are entities that manage and operate the system. After being assigned role(s), user can log in to the system
and perform the allowed operations.

The system allows simultaneous login to the same account from multiple clients. This simplifies user
configuration and management, and allows normal operations with a small number of user accounts.
@ Note: The system has two default users: admin and loadmin.

e Both have the role of the super administrator and the highest privilege in the system.

e Admin can grant/revoke the super administrator privilege to/from other users.

e Neither admin nor loadmin can be deleted.

Figure 6-7: User Management
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Add User

1. Inthe organization list, select an organization, and then select the User tab.
2. Click Add.

o Basic Info Fermisston Configuratior

*Usemame: Pizase ente @ *User ID: Plesss enter @

*Password : Flease ente @ #Confirm Password:

Organization Phone Number: Please snle

Email: Flease ente @ Dascripticn Pleacs ente @

3. Enter the basic user information (fields with * are required), including username, user ID, password, and
confirm password.

@ Note:

e The username and user ID must be unique.

The password must be a strong password.

4. Click Next to go to the Permission Configuration page.
[ w ._' Basic Info o Permission Configuration

Link Role : Adminx -+

Menu Permission Global Permission  Resource Permission

- Videe Surveillance
Live
Playback
PTZ
Broadcast
Play Video on Wall

Recerding Download

Back Finish
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(1) click next to Link Role to expand the role list. Select role(s). To create a new role, click New Role (see
operations in Role Management).

Note:
Only roles within the same organization (including sub-organizations) as the user can be bound.

(2) Click OK to assign role(s).

5. (Only admin users can configure) Click Next to configure the allowed login time and login PCs for users.

" ) Basicinfo ——— [« ) Permission Configut @ Legin Config

| Login Time Settings

Vahd Days: Parmanently Yald 8 Custom = = day(s) 1)
Effective Time! Mon M Tue Wed Thu -~ Bzl Sat sun
Caily Login Feriod 1 £ : € Daily Login Period 2:
| Login Mgt
Binding Palicy Use Local Config * | B Bind IP Address Bind MAC Address
Login Method ® Multi-Client Login Login Preemption

Bind IP Address Bind MAC Address

+ add
Start IP End [P Opera...
Back Cancel
Valid Days e Permanently Valid: The user can always log in to the system.

e Custom: Enter a number. After saving the configuration, the user will
automatically become invalid after the specified number of days, and invalid
users will not be able to log in to the system.

Effective Time Select the dates when the user is allowed to log in.
E> Note:
At least one date must be selected, otherwise, the user will not be able to log in
even if the user is within the validity period.
Daily Login Period Set the time periods during which the user can log in each day (supports two time
periods).

If no time period is set, the user is allowed to log in throughout the day.

Login Mgt » Use Global Config: The settings will follow the Global Login Management global
configuration.

e Use Local Config: Configure the binding policy and login method for the user
here.

Binding Policy Only allows the user to log in from specific IP addresses and MAC addresses.

¢ Bind IP Address: Add the allowed IP address range for login.

¢ Bind MAC Address: Add the allowed MAC addresses for login.

Login Method e Multi-Client Login: The same username can log in on multiple PCs
simultaneously.

e Login Preemption: The same username can only log in on one PC at a time.
When the user logs in on one PC, the login session on the other PC will be
forcibly logged out.

6. Click Finish.
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Edit User

Click /' in the Operation column to edit the user information.

@ Note:

e The user ID and organization cannot be edited.
e Only admin can edit the user information of other super administrators.

e Editing AD domain users' username/password information is not supported in this system.

Batch Configure Permission
Assign role(s) to multiple users in batches.

1. Select users (22) and click Batch Configure Permission.

-+ Add Ti] Delete ¥ Batch Configure...
Username User 1D o
loadmin loadmin u
usr noo u
usrd 111 u
Batch Configure Permission

Link Role : Operator x  Admin x

Eff

ctive

m

Rules l Append (add in addition to an existing role)

Overwrite (replace a previously bound role, i.e., based on the currently selected role)

Menu Permission Global Permission  Resource Permission

»  Basic Config

» System Config

r Q&M

b Alarm Center

v Access8iAttendance
v Video Application

v Park Application

2. Click next to Link Role to expand the role list. Select role(s) as needed. To create a new role, click New
Role (see operations in Role Management).

3. Select an effect rule.
e Append: Retain the existing linked role(s) and add new role(s).
e Overwrite: Replace the linked role(s). i.e. The currently selected role(s) will take precedence.

4. Click OK.
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Lock/Unlock User

In the user list, click  in the Operation column to lock the user. Once locked, the user cannot log in to the

system. Click again to

Set as Super Adm

After logging in as an

Note:
Only admin cand

Username
Anna

Bob

Global Login Man

unlock.

inistrator

admin, click ( ©  for the user to set the user as a super administrator. Click again to revoke.

esignate other users as super administrators.

User Type Phone Number Lock Status Online Status Super Administr... Operation

Common Us.., | Unlocked | ® Online{1} Z B 1

Common Us... [ Untoeked | ® Offline () Z 6 m
agement

The system supports globally restricting user login methods and login PCs. When the user login policy is set to
Use Global Config, the settings here will take effect.

@ Note:

Only admin can configure the global login rules.

1. Loginasadmin,a

nd click Global Login Management.

2. Configure the login rules, and then click OK.

Global Login Mgt %

@ By default, the following settings apply to users using global configurations.

Login Method

Bind Address

Bind IP Address

(@) Multi-Client Login Login Preemption

Bind IP Address Bind MAC Addrass

Bind MAC Address

1] Delete
(=) Start IP End IP Operation
19211711 192.117.1.254

ase ente Plzase ente Save Cancel

Login Method

e Multi-Client Login: The same username can log in on multiple PCs
simultaneously.

e Login Preemption: The same username can only log in on one PC at a time.
When the user logs in on one PC, the login session on the other PC will be
forcibly logged out.

Bind Address

Only allows the user to log in from specific IP addresses and MAC addresses.

e Bind IP Address: Add the allowed IP address range for login.
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¢ Bind MAC Address: Add the allowed MAC addresses for login.

3. For non-admin users, after logging in, hovering over the Global Login Management button will show the login
method.
Manage Online Users

The system supports viewing the number of online users and forcing users offline.

1. Click the Online Status column corresponding to an online user to view the user's login IP and login time.

Usernamea Rola User Type FPhone Number Lock Status Online Status Cperation

loadmin Super Admi... Common Us... Untockss

User Online Information

Mo Username Login IP Login Time COperation
1 loadmin 192.160.183.103 2025-11-04 11:15:08 B

2 loadmin 1821151115 2025-11-04 11:1&:52

3 loadmin 192.115.1.56 2025-11-04 11:16:53

4 loadmin 192.115.1.138 2025-11-04 11:17:35

2. Click the corresponding to force a login session offline.

@ Note:

¢ If a user has logged in on multiple pages on the same PC, only the page corresponding to the login
time will be logged out. The login time is based on the server's time.

e After a user is forced offline, any further actions on the page will trigger an error message and
immediately log the user out. If no actions are taken, the user will be automatically logged out when
the page's keep-alive mechanism fails.

Delete User
* Delete one by one: Click [ii] in the Operation column and confirm the deletion.

e Delete in batches: Select user(s) to delete, click Delete, and then confirm the deletion.

@ Note:

e The deleted user cannot be restored.
¢ Only admin can delete other super administrators (excluding loadmin).

¢ Neither admin nor loadmin can be deleted.

6.4 AD Domain User

The system supports integration with AD Domain and importing AD Domain users, allowing login to the system
using AD domain user accounts.

AD Domain (Active Directory Domain) refers to the directory service used by Windows servers, which stores
company computer information, user accounts/passwords, groups, and other data. It acts as an organizational
unit. Companies can define security boundaries using AD Domain, and employees can authenticate and log in to
the company's domain system via domain accounts. While operating within the domain, employees must adhere
to the company's defined security policies. The domain manager allows remote management and configuration
across multiple regions, enabling centralized management.
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Once the company’s internal AD domain is integrated into this system, administrators can configure employee
permissions, allowing employees to log in to the system via domain accounts/passwords. This eliminates

the need for users to remember multiple usernames and passwords, facilitating secure and efficient login
management

Configure AD Domain

1. Go to User Management > User Management > Configure AD Domain.

MNote! After cenfiguring the AD domain, you can impart AD domain accounts into the plaiform for use. The DN needs to be obtained separately
User Management

* Domain Namew. oo oo iview.com
User Management

* Hastname 102899 55
Configure AD Domain

ort 389

Role Management

! Usermame: PG LLE]

t Password:

¥ PasedIN; OU=RD.OU=UsarRoot DC=0a DC=Cn-univie..  Get DN

Reset

2. Fill in the AD Domain information by referring to the table below.

Parameter Description

Domain Name AD Domain name, obtained from the AD domain side.

Hostname IP address or hostname of the AD domain server.

Port Port number of the AD domain server.

Username/Password Username and password of the AD domain administrator.
[ Note:

This user serves as the credential for interaction with the domain. Once
saved, do not modify the user's password in the AD domain, as this may
cause password errors when importing domain users.

Base DN Click Get DN to obtain the root directory name of the AD domain in order to
query the AD domain user list.
Once the base DN is correctly obtained, click Save to save the configuration.

3. After configuration, click Save to integrate with the AD domain.

Import Domain Users

1. Go to the User Management page.

2. Click Import Domain Users above the user list.

3. Follow the steps to add domain users, configure permissions, and set login rules.

(1) Add domain users: Select the domain users that need to be added to this system.
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o fasic Info

Crganization: LNV Guard

Domain Usar List Salected user(s): 1
£ Clear All

= W UserRoat
Username User ID Oyperation

> m RD

Cance| Mext

(2) Configure permissions: Bind roles to the domain users, granting them the permissions associated with
those roles.

mpart Domain Usar

Basc Info o Permission Configuration

Link Role © Admin

Menu Permission Global Perr Resource Permission

b Video Surveillance

device

Personnel {incleding departments, faces, face databases. visitors, and residents)

Wehicles including garage)

(3) (Only admin users can configure) Configure the allowed login time and login PCs for users.
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\ " | Basic Info |+ | Pemmission Configu) a Login Config

| Lagin Time Settings
Valid Days (@) Permanently Valid Custom
Effective Time Ion Tue B wed Thu Fri B sa Sun
faflyc bl Renocl 1 Daily Login Penod 2
| Login Mgt
Binding Policy Use Global Canfig
i BEERGE
Back Cancel

Domain User Login

On the login page, select AD Domain Login as the account type. Enter the imported AD domain user credentials
(user ID/password), and after successful verification, you can log in.

7 Device Management

Go to Basic Config > Device Mgt.

You can add various park devices to platform and configure them. For supported device types, see Supported
Devices.

7.1 Frontend Device

Frontend devices include cameras, access control devices, network video recorders, etc., which are used to
access the image and video data collected in the field, as well as the target attributes and alarm data generated

by intelligent analysis.
Choose a way to add your device:

e Device Discovery: Discover devices on the same LAN automatically and select them one by one or in batches
from the search results for adding.

e Add One by One: Enter information such as the device's IP address or device ID to add devices one by one.

e Batch Add: Import devices in batches using a template.

weirdh Swanch Reset

Ex

+ Ans Dencs L0 Refresh | Deuice DEcouEry ] Batch Export £ par it Edit Channel Info

e 1D 1P Adtireis Davica Type Device Madel Videa Status Enags Stats Dpsration

Note:
In the device list, the Video Status column displays the online status of the video channel, while the Image

Status column displays the online status of the image channel. For offline channels, hover over ? to view the
causes of the offline status.
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7.1.1 Device Discovery

Discover and add devices (camera, LPC, LPR, NVR, face recognition terminal, general access control device, access
controllers, indoor station, outdoor station, speed gate & turnstile, radar, radar vision) in specified network
segments on the same LAN as the platform.

1. Click Device Discovery.

2. Specify the network segment to search by setting the start and end IP address. Up to 8 network segments are
allowed, i.e., 192.168.1.1-192.168.9.255.

3. Click Search.

4. Click 4+ in the Operation column to add devices one by one or select multiple devices and click Batch Add to
add devices in batches.

e Protocol Type: ONVIF/Private.

e Username/Password: Username and password of device login.

Protocol type: OMNVIF Profocel

#Add to Organizet  ocsl Comain

= Ligar Mame

» Pasovnrd:

Cancel

7.1.2 Add One by One

Add frontend devices one by one.

Go to Device Mgt > Frontend Device. Select an organization for the device in the left-side organization tree and
click Add Device > Add Device.

7.1.2.1 Private Device

Add devices such as camera, LPC (license plate capture camera), LPR (license plate recognition camera), NVR
(network video recorder), Smart Box (intelligent edge computing server), EIA (intelligent edge analysis server),
Radar, indoor station, door station, face recognition terminal, general access control device, access controller,
elevator controller, speed gate & turnstile, etc., via Uniview’s private protocol (LAPI).

1. Onthe Add Frontend Device page, select Video Device.

2. Set Protocol Type to Private Protocol.
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I Basic Info

kDevice Name:

v Organization;

|1.1_q Info

Tag: | |

Private Device

Protocol Private Protoco

Transfer Protocol:

# Uzarname

# [P/Domain Name

PMayback/Downicad Servi Ad aplive

Stream Transmission Prot..

*Password:

Configure the required parameters. The parameters available may vary with device model. Please refer to the

actual interface.

Parameter

Description

Device Name

Device name.

Device ID

Unique device ID in the local domain. No format requirements.

[E> Note:
The device ID must match the one on Device's Web interface. Otherwise, the
device cannot go online.

Organization

Organization that the camera belongs to.

Device Type

IPC, LPC, LPR, NVR, Smart Box, EIA, Radar, Radar-Video fusion camera,indoor
station, outdoor station (door station/zone station), face recognition terminal,
general access control device, access controller, elevator controller, speed gate &
turnstile.

[ Note:

e General access control device: Refers to the OER-SR12/22/42 series access
controllers.

e Access controller: Refers to the OER-601/602/604/501/502/504 serials
access controllers.

e Speed gate & turnstile: Refers to the OFP-B3-8501 serials speed gates.

Models are subject to change. Please contact the technical support for details.

Create directory with
the same name

Configurable when the device type is NVR.

¢ Selected: A sub-organization, named after the device, will be created under
the parent organization. The NVR will then be added to this identically named
organization. This facilitates locating the NVR in the organization tree by
searching the organization name.
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Parameter Description
Device Type: | NVR
Create directory with the same name
- Add Device e

Z Edit Channel Info

Device Name

¢ Unselected: The NVR will be added directly under the parent organization.

Transfer Protocol

After selecting the device type, the system will show the transfer protocols
supported by the device.

e Regular radar/Radar-Video fusion camera: Select WebSocket.
¢ Visual intelligent alarm detector (ADRDV351, a radar device): Select HTTP.
e |PC/NVR and other devices: Select HTTP.
[ Note:
HTTP refers to ordinary network signaling interactions; while WebSocket

(also known as HTTP over WebSocket), is suitable for scenarios involving NAT
traversal.

Stream Transmission
Protocol

TCP or UDP. Please select it according to the actual network situations.

Username/Password

Username and password of device login (required).

IP Address/Domain
Name

IP address or domain name of the device.

Port No.

The registered port number of the device (default: 80).

4. Click Confirm.

5. (Optional) Click Next and fill in the optional information.

% Add Frontend Device

| Other Info

Private device IPC

Media Service Policy:

Parameter

Description

Media Service Policy

¢ The default is Adaption. All MSs share the load (except when the client player or
decoder in the local domain adopts the Direct Connection First policy). When an
MS is available but has insufficient forwarding capacity, the Direct Connection
First policy will be adopted.
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Parameter Description
¢ You can choose whether to bypass the specified MS as needed. If you want to
forward multiple media streams, specify the MS.
6. Click OK.

7. In the Frontend Device list, select the device, and its channels are displayed below.

[Eo

Channe| Name

® oo

Channel 1D Channel Typa Status Orperation

Ry FIZ Camera Smine

7.1.2.2 ONVIF Camera

Add cameras via the ONVIF protocol.

1. Onthe Add Frontend Device page, select Video Device.

2. Set Protocol Type to ONVIF.

I Basic Info

+ Device Name:

» Organization:
I Tag Info
Tag: | |
Video Device

Protocol:

#IP Address

#|jsername

Stream Transmizgion Prot.

TCP

* Device (D1

Camera Typa: Fixed Camera
*+Port:
*Paszword:

Playback/Download Servi..  Adaplive

3. Configure the required parameters.

Parameter

Description

Device Name

Device name.

Device ID

Custom a unique device ID in the local domain. No format requirements.

Organization

Organization that the camera belongs to.

Camera Type

14 types available (Fixed Camera, PTZ Camera, Fixed HD Camera, HD PTZ Camera,
In-Vehicle Camera, Uncontrollable SD Dome Camera, Uncontrollable HD Dome
Camera, Isolate Video Access, Motorized Lens Camera, Ultra Clear Face Capture
Camera, Multi-eye Splicing Camera, Access Control Device, Fixed Dome Camera,
Vari-Focal Fixed Dome Camera).

IP Address IP address of the camera.
Port No. Port number on which the camera receives messages.
Username Camera's username (required when authentication is enabled).
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Parameter

Description

Password

Camera password (required when authentication is enabled).

Stream Transmission
Protocol

TCP or UDP. Please select it according to the actual network situations.

Playback/Download
Service Policy

Auto-Adaptation (default): The MS server automatically load balances the
stream sent by the IPC to the client (unless the client player and decoder in
the local domain is configured as Direct Connection First). If the forwarding
capacity of the MS server is insufficient, the IPC will send the stream directly to
the client.

You can choose whether the stream is forwarded via the MS server as needed. It
is recommended to use the MS server for forwarding if there are multiple media
streams.

4. Click Confirm.

5. (Optional) Click Next and fill in the optional information.

I Other Info

Video device ONVIF

Longitu

Height{om]

R —

Latifuce

Live Video Media Sernce ... Adaphve

Protocal: ONVIFZ X
Parameter Description
Longitude Longitude of the camera’s location.
Latitude Latitude of the camera’s location.
Height Height of the camera’s location.

Live View Service
Policy

Auto-Adaptation (default): The MS server automatically load balances the
stream sent by the IPC to the client (unless the client player and decoder in
the local domain is configured as Direct Connection First). If the forwarding
capacity of the MS server is insufficient, the IPC will send the stream directly to
the client.

You can choose whether the stream is forwarded via the MS server as needed. It
is recommended to use the MS server for forwarding if there are multiple media
streams.

6. Click OK.

7.1.2.3 VSS Single-Channel Camera

Add single-channel cameras via the VSS protocol.

1. Onthe Add Frontend Device page, select Video Device.

2. Choose VSS Protocol and Single-Channel Camera, as shown in the figure below.
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I Basic Info

#Device Name

= Drganization:

I Tag Info
Tag: |
Video Device
Protocol;
Camera Type!
Camera Czpability

vUsermame:

Stream Transmission Prot.  TCF

TCP

*Devics ID:

tulti-channel ..

Playback/Townload Servi

3. Configure the required parameters.

Parameter

Description

Device Name

Device name.

Device ID

Unique device ID in the local domain.
E> Note:

¢ The device ID must match the one on the camera's Web interface. Otherwise,
the device cannot go online.

¢ Follow the VSS code rules: 20 digits, digits 11-13 must be 119-129, 131, or
132.

Organization

Organization that the camera belongs to.

Camera Type

14 types available (Fixed Camera, PTZ Camera, Fixed HD Camera, HD PTZ Camera, In-
Vehicle Camera, Uncontrollable SD Dome Camera, Uncontrollable HD Dome Camera,
Isolate Video Access, Motorized Lens Camera, Ultra Clear Face Capture Camera, Multi-
eye Splicing Camera, Access Control Device, Fixed Dome Camera, Vari-Focal Fixed
Dome Camera).

Camera Subtype

Choose common camera, deep learning camera (to recognize pedestrians, non-motor
vehicles, motor vehicles, and extract structured attributes), private camera (camera
connected via private protocol to capture image data; the corresponding image asset
information is required).

Camera Capability

Choose the camera capability: Common/Support Area People Counting/Support
Tripwire People Counting/Support Area and Tripwire People Counting.

Bitrate Encoding rate. Calculate storage space based on the bitrate.

Username Camera's username (required when authentication is enabled).

Password Camera password (required when authentication is enabled).

Stream The default is TCP. If you choose TCP, you need to choose the TCP type (VSS2014/
Transmission VSS52016) and TCP direction (IPC as Client or as Server). Please select it according to
Protocol the actual network situations.

Playback/Download
Service Policy

e The default is Auto-Adaption. All MSs share the load (except when the client
player or decoder in the local domain adopts the Direct Connection First policy).
When an MS is available but has insufficient forwarding capacity, the Direct
Connection First policy will be adopted.
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Parameter

Description

You can choose whether to bypass the specified MS (group) as needed. If you want
to forward multiple media streams, specify the MS (group).

This configuration takes effect only for playback and download.

Authentication

The default is Yes.

Yes (authentication enabled): The IPC verifies the username and password stored
on the server when connecting to the server; the IPC can go online only when the
authentication is successful.

No (authentication disabled): The IPC can go online without username and
password required.

4. (Optional) Click Next and fill in the optional information.

| Other Info

Video device WSS

Longitude:

Height.

Q-

Parameter Description

Longitude Longitude of the camera’s location.

Latitude Latitude of the camera’s location.

Height Height of the camera’s location.

NAT Config e Ifthe IPCis behind the NAT and the local domain is in front of the NAT, choose

IPC Behind the NAT.

If the local domain is behind the NAT and the IPC is in front of the NAT, choose
IPC in front of the NAT.

If IPC and the external domain are behind different NATs, choose IPC and Local
Domain Behind Different NATs.

If data streams of the IPC do not need to traverse the NAT, choose Without NAT.

Live Video Media
Service Policy

The default is Auto-Adaption. All MSs share the load (except when the client
player or decoder in the local domain adopts the Direct Connection First policy).
When an MS is available but has insufficient forwarding capacity, the Direct
Connection First policy will be adopted.

You can choose whether to bypass the specified MS as needed. If you want to
forward multiple media streams, specify the MS.

This configuration takes effect only for live videos.

5. Click Confirm.

7.1.2.4 VSS Multi-Channel Camera

Add multi-channel cameras via the VSS protocol. Multi-channel cameras have multiple video channels (multiple

lens).

1. Onthe Add Frontend Device page, select Video Device.

2. Choose VSS Protocol and Multi-Channel Camera, as shown in the figure below.
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I Basic Infa

= Device Nama:

< Organization:

l Tag Infa
Tag: &
Video Device
Protocol !
Camera Subtype:
*Isername;

Authentication:

* Device ID!

~mramon Camsrs #Camera Number

¥ Password:

3. Configure the required parameters.

Parameter

Description

Device Name

Device name.

Device ID

Unique device ID in the local domain.

[ Note: The device ID must match the one on the camera's Web interface.
Otherwise, the device cannot go online.

Organization

Organization that the camera belongs to.

Camera Subtype

Choose common camera, deep learning camera (to recognize pedestrians, non-
motor vehicles, motor vehicles, and extract structured attributes), private camera
(camera connected via private protocol to capture image data; the corresponding
image asset information is required).

Username

Camera's username (required when authentication is enabled).

Password

Camera password (required when authentication is enabled).

Authentication

The default is Yes.

* Yes (authentication enabled): The IPC verifies the username and password
stored on the server when connecting to the server; the IPC can go online only
when the authentication is successful.

¢ No (authentication disabled): The IPC can go online without username and
password required.

4. (Optional) Click Next and fill in the optional information.

| Othar Infa
Video device V35
NAT Config: sl NAT
Parameter Description
NAT Config e If the IPC is behind the NAT and the local domain is in front of the NAT, choose
IPC Behind the NAT.
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Parameter

Description

e [f the local domain is behind the NAT and the IPC is in front of the NAT, choose
IPC in front of the NAT.

e [fIPC and the external domain are behind different NATs, choose IPC and Local
Domain Behind Different NATs.

¢ |f data streams of the IPC do not need to traverse the NAT, choose Without NAT.

5. Click Confirm.

6. When the VSS multi-channel camera goes online successfully, click Obtain Resource to obtain the channels

under it.

Y 1

Configure Device
Reboot Device f5] 42

Obtain Resource

7. In the Frontend Device list, select the VSS multi-channel camera, and its channels are displayed below.

oy 1

Camera name
e 430

-

@ Note:

LClick hera 172208743 VES Mkt -chasit

&l 8 DnlinelYideo)

s DrlinelVidea)

Camera 1D Camera Type Device Status

e VSSsingle-channel camera has only one channel, so the channel configuration and device configuration
are integrated.

e VSS multi-channel camera has multiple channels, so the channel configuration and device configuration
are separate.

7.1.3 Batch Add

Import devices in batches using a template.

1. Go to Device Mgt > Frontend Device. Select an organization for the device in the left-side organization tree
and click Add Device > Batch Add.

+ Add Device | v . Refresh ("1 Device Discovery
Add Device

Batet A Device ID IP

Q@ 2 921271196 52

2. Click Download Template. Fill in the device information as instructed in the template.

39




@ Note:

e The template contains 2 sheets: onvif and private. Please enter the device information in the
appropriate sheet based on the protocol.

e Only xIsm files are allowed. Max. size: 10MB.

3. Click to upload the modified template from local, and click Import.
Batch Add X
o
Uplead File | | Import

v

rsf Download Template fill in the data according to the requirgd

mat, and then import the file.

2.0nly xlsx files are allowed. Max. size: T0MB. /

|#Device Name(LapiName}|#Device ID{LapiDevCode) Organization(0rgCode) #LAPT Device Type(la
1192, 140, 1. 196 1921211196 icesid 1
ez a1 202 A R icesid |

' | onvif |private @

4. The successfully imported devices are displayed in the device list. For devices that failed to import, you can
view the failure cause.

7.1.4 Edit Device Info

Edit device information one by one or in batches.

Edit One by One
1. In the device list, click ./ for the camera.

2. Edit the parameters as needed.

Batch Edit

1. Select devices in the device list, and click Batch Export to export the selected device information into a xIsm
file.

2. Modify the device information in the file.

3. Click Batch Edit. In the pop-up window, click Import File to upload the modified file from local, and then click
Import.

+ AddDeviee | v [ Detete . Refresh _| Device Discovery i+ Move L Batch Export I| £ Barcl v I ¢ Edit Channel Info

{21 Allocation Manzgement | Szarch 3

Device Nama Video Status Image Status  Operation

Q wnstie LExp
~]

mpor Fie mpaort Fis mpar the modified fiz

7.1.5 Edit Access Control Device Type

An access control device can be set to face recognition terminal mode or outdoor station mode (door station/
zone station). The device type can be modified on the platform for access control or video intercom purposes.
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* Edit one by one: Click the corresponding /~ for the access control device to change its type to Outdoor

Station or Face Recognition Terminal.

I Basic Infa

+Dievice Name: 1921171231 *Device ID:

+Organization:

I Tag Info
Tag: | |

Private Device

Protocal: Device Type: Dutdaar Station

Transter Protocol: Stream Transmission Prot. | Outdoor Station
+Username: admmir *Password: Tare Rl ot
+IP/Dorain Mame: 192.117.1.231 #Port: 20

Playback/Download Senvi., | Adsptive

e Edit in batches: Select multiple access control devices and click Batch Edit Access Control Device Type to set
their type to Outdoor Station or Face Recognition Terminal.

Batch Edit Access Contral Device Type X

* Device Type: | ‘

(]

utdoor Station

Face Recognition Termina

7.1.6 Edit Channel Info

Edit information for channels under device one by one or in batches.

Edit One by One
1. Inthe device list, select a device to display the channels under it.

= Device Mama Device ID |P Address Diavice Type Device Model Viden Stanis Image Status  Operation

o 22,1954.112 o 119 192 451118 FC FICE844 1 -FIW R4 1 -FI0-GB-YH ® Daline

Channed List

Channel Mame Channel ID Channel Type Status Operation

2. Click /# for the channel to edit its information.

@ Note:

e For video channels, you can edit its basic configuration and main/sub stream parameters.

e For access control channels, you can edit the channel name and entry/exit direction.

Batch Edit
1. Click Edit Channel Info.

2. Select the channel type (Video Channel/Access Control Channel) you want to edit, and then click Export to
export the corresponding channel information table into a file.
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3. Modify channel information in the file and save it.
[ Note:
¢ Video Channel: Only the channel name can be modified.
e Access control channel: Only the channel name and entry/exit direction can be modified.
¢ Do not modify the parameters displayed in gray in the table.

4. Click Import to upload the modified file.

+ Add Device | v T % Refresh () Device Discovery ] L Batch Export £ BatchEdit |~ # Edit Channel Info

|=) Allocation Management | Search Sub Organiza..
1
Device Name Device ID IP Address Device Type Device Model Video Status | Op
B 19z s Online

*Export Channels (®) Video Channel m o
Access Control Channel
Uplozd File o

Only sy files are allowed, Max. size: 10ME

7.1.7 Move Device

Move devices to another organization.

@ Note:

¢ You can only move devices to another organization within the same domain (excluding the cloud
organization and organizations under alarm controllers).

e Cannot move shared devices.
1. Select device(s) in the device list, and click Move.

2. Select the destination organization, and click OK.

4+ Add Device 1o 77 Refresh (1 Device Discovery ——® «» Move
sEv? Select an organization K .

Q 196

v 19 - 202
™ A

Cancel oK

7.1.8 Allocate Device

Allocate devices from one organization to another. After allocation, the device will exist in both the new
organization and the source organization.

Click Allocation Management above the device list.
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23
2
3

Camera name Camera 10 Camera Type Deyice Status Source of Resaure Operation

QBTE6T0E8-0-1

Allocate Resource
1. Select device(s) and then click Resource Allocation above the list; or click [ for the device.

2. Select a destination organization.

Resource Allocation x

Cancel Confirm
3. Click Confirm.

Cancel Allocation
For devices allocated from other organizations, you can also cancel the allocation.

1. In a destination organization (where the device has been allocated to), select device(s), and then click
Deallocate Resource; or click [ for the device.

2. Confirm the operation to remove device from the organization.

7.1.9 Others

Search, delete, export, and go to device web.

Search
e Search frontend devices by device type, device name, device ID, device model, and IP address.

¢ Select Search Sub Organization to search devices under sub organizations.

Delete

Select device(s) in the device list, and then click Delete.

Batch Export

Select device(s) in the device list, and then click Batch Export.

Go to Device Web

In the device list, click > corresponding to the device to access its web interface.



7.2 Cloud Device

Cloud devices refer to devices added on EZCloud Service, used in WAN networking scenario. After adding devices
such as IPC, NVR, and face recognition terminal to EZCloud, you can log in to the cloud account on the platform
and manage the devices under that cloud account (must be online).

aged-in chow sccounts: & online, DaMioe. | [ Cioud Account List | ML Log in 56 i EXCoud Official Wb

- eyios Name | FIIRGEE P Addres it il Dievice Type - | Al
i‘{, Deyics ) g ¥
cloud Resel
= tod
LR T Ado

i

Log In to Cloud Account

1. Click Log In in the center of the page. Enter the cloud account information and click Log In.

Cloud User Login X

Register Forgot Passw...

2. After successful login, the devices under the cloud account will be displayed in the list. Click Refresh to refresh
the device status.

@ Note:

You can also log in to multiple cloud accounts (no upper limit) to manage devices under them. When
logged in, you can click on the cloud account on the left organization tree to view the devices under it.

Manage Cloud Account
Click Cloud Account List to view the logged-in cloud accounts.

* Click C= to refresh the organization and device information under the cloud account (you need to log in to
the cloud account again).

e Click 17 tolog out from the cloud account.

Cloud Account

Name * Status & Operation

—_=

S S B Cnline =
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Add Cloud Device
You can add devices to online cloud accounts.
1. Click Add at the upper-left of the device list.
Add x

*Device Name:
= Register Code

*Cloud Account; | EPET

2. Enter the device name and register code (can be find on device body or device's Web interface).

3. Click OK. The successfully added devices are displayed in My Cloud Devices list.

Edit Cloud Device
1. Click / forthe device.

192 57 40.71-TIC2621

*Device Name:

*Cloud Account:)

S;‘ nc to Cloud

2. Edit the device name.

If Sync to Cloud is selected, the modified device name will be synced to cloud; otherwise, only the device
name on the platform will be modified.

3. Click OK.

Delete Cloud Device

Click 7] for the cloud device to delete it from the current cloud account.

7.3 Edge Device

7.3.1 VSS NVR

You can add NVRs (Network Video Recorders) via the VSS protocol and view the camera resources under the NVR
on the management platform.

Add NVR

1. Click Add and configure device parameters.
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| Basic Settings

* Device Name:

* Stream Transmission Protocol: Auto-A

Advanced Settings

* Authentication:
* User Name:
* Password:

Domain Name:

* Playback/Download Service Polic Bypass MS

* Device ID:

daptation * SPN:

(@) yes ala!

* Confirm Password :
NAT Canfig: Without NAT

* Media Service Policy :

Auto-Adaptation

Parameter

Description

Device Name

Customize the device name of the NVR for easy differentiation.

Device ID

Consistent with the device code of the NVR.

Stream Transmission
Protocol

e Auto-Adaption (default): This platform can receive TCP or UDP video streams
sent by the NVRs, which is determined by system negotiation.

e TCP: This platform can only receive TCP video streams sent by the NVR.

SPN

Select an SPN for NVR to push resources.

Authentication

If enabled, the username/password of the NVR will be authenticated.

Domain Name

Optional. For VSS protocol authentication. If configured, it should be the same as
the domain name configured on the NVR.

NAT Config

Select the corresponding scenario depending on whether the NVR and the cameras
under it are in the same network with this platform.

Playback/Download
Service Policy

Configure the service policy for playing back or downloading resources of the NVR
on this platform:

e Auto-Adaption (default): If there is no MS available, the policy of Bypass MS will
be followed. If there is MS available, the policy of Not Bypass MS First will be
followed.

e Bypass MS: The playback/download will bypass the MS.

Note: Whether the media streams bypass the MS is determined based on multiple
configurations and MS deployment. See details in Local Config > Video Parameters
> Advanced Config > Playback/Download Service Selection Policy.

Media Service Policy

e Auto-Adaption (default): Whether the video streams bypass the MS is
determined by the system according to the media service selection policy of the
NVR and the MS deployment.

e Specified MS: The video streams will not bypass the specified MS.

e Specified MS Group: The video streams will not bypass the MS in the specified
MS group.

e Bypass MS: The video streams bypass the MS.

[E> Note: If an MS is deployed but has insufficient forwarding capacity, then the
Bypass MS policy will be adopted.

46




View/Delete Device Resources

Click |Z| on the left-side of the NVR to expand the list of cameras under it.

Device Name Device ID Deyite IP SPN Status Directory Subscription Alarm Subscripion  Operation
test 34020000001 1. 1723081235 sposenver Cinfine subscribed subceribed
CameraList Refresh
Camera name Camera 1D Operation

| 13 / page

In the camera list, click Delete in the Operation column to delete the camera from the list and synchronously
delete the camera from the NVR.

Search Device Resource
You can manually obtain camera resources under the NVR.
Click in the Operation column and select Search Device Resource to obtain the latest device resources under

Device Name Device 1D Device IP 5PN Status Directory Subscriptien Alarm Subscription Operation

Lest 340200033211, 1722081225 SPISEIves Onine sulpserieg

Subscribe to Directories
You can subscribe to directories to synchronize the status and name of the camera resources under the NVR.
Subscription Description

Click in the Operation column and select Subscribe to Directories.
Device Name Device ID Device 1P SPN Status Directory Subscription Alarm Subscription Dperation

tes 340200000971, 1722081225 SPIEENVE:

Cancel Subscription

To cancel the subscription to directories, click in the Operation column and select Cancel Subscription to
Directories.

Subscribe to Alarms

You can subscribe to the alarms generated by the NVR and the cameras under it.

Subscription Description

Click in the Operation column and select Subscribe to Alarms.

Cancel Subscription

To cancel the subscription to directories, click in the Operation column and select Cancel Subscription to
Alarms.
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Edit NVR

Click === in the Operation column and select Configure; or double-click on the device name to edit the basic
parameters.

Delete NVR

Click === in the Operation column and select Delete; or select multiple NVRs and click Delete at the top of the
list.

7.3.2 Third-party Host

The platform supports connection with third-party alarm controllers to receive alarms from alarm devices and
allow user to control these alarm devices, including arming/disarming and opening/closing doors.

Host List

+ Ada 3 Batch Import Export Plaapa saitar keyware
= T | Security Device VM Device VM Device

] I-_' :‘:F‘LW : el Device Name Type Paint 1D Area 10 i Type Status  Operation

Type! 535 o o=

| e LGZO-5350 oot 001 Alarm Po. - - 01 vmp 20000 B i

Gat

- & ol ” 102 002 Al Po.. - = 00z wmp 20000 F

Type: SAMIN0

B meev)

7.3.2.1 Host Management
Add, edit, and delete hosts.
Add Host
Add one by one or in batches.
Add one by one

1. Click + in the upper-right corner of the host list.

Add Host X

Host Type: Alarm 4 * Host ID: Please enter
Host Vendor: ShangHai UCZ0 ~ * Host Name: Please enter
Host Model: UOZ0-S350 ~

Host Address: . . . Host Port:

Local Port:

The parameters are described below.

Parameter Description
Basic Host Type Includes alarm controllers, access controllers, intercom devices, and
configuration environmental sensors.

Host ID (required) | Enter a unique host ID.

Vendor Choose the vendor.
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Parameter

Description

Host Name
(required)

Enter the host name.

Host Model

Choose a model from the list.

Connection parameters

The parameters may vary depending on the type, manufacturer, and
model. Set according to the actual requirements.

2. Click OK. The added host appears.

Host List +

(Q Please enter keywords to search
B vozo £ T
1D: 789456

Type: UOZO-5350

B Gato
1D: 79897454

Type: SAM300

Batch import

1. click [, in the upper-right corner of the

host list.

Batch Import X

1. Please enter the data to be imported in the template.

<> Download Host Import Template

2. Please select the attachment to import.

T, Uploaded File | xlsx files only.

. Download the template.

Cancel

. Complete the required information according to the template.

2
3
4. Click Upload File and then select the file
5. Click to import the file.

Other Operations

you just completed.

* Edit host: Click / to modify the host information.

* Delete host: Click 7] to delete a host. If there are devices under the host, then the host cannot be deleted.
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7.3.2.2 Device Management

Add third-party security devices, for example, environmental sensors, access control devices, security scanners,
etc; and modify or delete devices.

Add Device
Add one by one

1. Choose the host for which you want to add the device.

2. Click Add.

Add Security Device

* Security Device ID: Please enter
* Security Device Name: | Please enter
Device Type: Alarm Point
Point ID: Please enter

Arez ID: Please enter

The parameters are described below.

Parameter Description
Security Device ID Enter a unique ID for the device.
(required)
Security Device Name | Enter a name for the device.
(required)
Device Type Choose the device type from the list.
Point ID Device’s area ID (zone ID), must be consistent with the area ID configured in the
host. Leave it empty if there’s no zone ID.
Area ID Host ID, must be consistent with the host ID configured in the host.
3. Click OK.

Batch import
1. Choose the host for which you want to add the device.

2. Click Batch Import.
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Batch Impee

1. Please enter the data to be Impeetad in the tempate
‘> Downioad Devics import Tinplate
2 Please select the attachment to lmpert,

T, Upleansd Fiie | s files oy,

. Download the device import template.

3
4. Complete the required information according to the template.
5. Click Upload File and then select the file you just completed.
6

. Click to import the file.

Other Operations
* Edit device: Click /' to modify the device information.

* Delete device: Click 7|/} to delete a device; or select devices and then click Delete.

7.4 Terminal Device

Terminal devices include decoders, video wall controllers, and network keyboards, which are used for playing
videos on video wall.

7.4.1 Decoder & Video Wall Controller

Decoders (DC & ADU87 series) can convert digital signals from cameras or local channels into analog signals and
output them to the video wall for display.

Add Device
1. Select an organization for the device in the local domain.

2. Click Add.
AddDX Device

#MName:

* Device ID:
Stream Transmission Pro... TCP
Media Service Selection ... Auto-Adaptation

Asset Info

51



3. Configure the parameters by referring to the table below.

Parameter Description
Name Device name.
Device ID Device ID.

Stream Transmission | ¢ TCP (default): The DX device only receives media streams carried by TCP.

Protocol . . . . .

e Auto-Adaptation: The DX device can receive media streams carried by UDP
or TCP, and the protocol is determined by the system through automatic
negotiation.

Media Service Choose whether IPC's media streams are forwarded to DX device via MS server.

Selection Policy e Adaptation (default): The system decides whether to forward IPC streams via

MS based on factors such as the forwarding capacity of MS server.

¢ Direct Connection First: IPC streams are directly sent to the DX device, bypassing
MS server.

7.4.2 Network Keyboard

Network keyboards are used with video wall and allow remote video control (such as play and pause) on the
video wall by associating keyboard keys with cameras.

Supported keyboard model: KB2100.

Note:
Enter the IP address of the platform on KB2100 to log in. When succeeded, the keyboard can obtain devices
and video wall resources from the platform directly, without adding the keyboard on the platform.

Keyboard Control Configuration
Camera Control Relationship

Set the correspondence between keyboard control numbers and camera IDs so users can control a camera with

a keyboard. One keyboard control number corresponds to one camera. For example, if set the number key 1 to
correspond to camera 1, then when you press the number key 1, the keyboard will control camera 1. You can also
press other function keys on the keyboard to perform operations such as playing live video on wall.

1. Go to the Camera Control Relationship tab.
2. Click Add.
Add X

rd control number Camera name Camera ID Operztion

(1]

3. Enter the keyboard control number. Select a camera, and the camera ID will be filled in automatically. To add
more items, click Add.

@ Note:

¢ The keyboard control number must be a number; the camera ID is the ID of the camera you want to
control using the keyboard.

¢ One keyboard control number corresponds to one camera ID.
4. Click Confirm.

Keyboard Key Description

The diagram below is for illustrative purpose only. The device functions may vary with version or model. Please
refer to the latest device document.
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No. Name Description
1 Function e PRESET: Set presets.
key .
e ADD: Play video on wall.
e Other keys are reserved. Please refer to the device's document.
2 Number key | e Digit (0-9) and decimal point.
e C(Clear: Clear input.
3 Touch View video on the touch screen or mirror video to an HDMI-connected display
screen device.
4 Dial Rotate the outer wheel to adjust the focus.
Rotate the inner wheel to adjust the iris.
5 4D joystick | Move the joystick up/down/left/right/upper-left/lower-left/upper-right/lower-
right to control the PTZ camera to rotate in all directions and quickly locate objects.

8 Video Storage Configuration

Go to Basic Config > Storage Config.

Configure video storage for cameras. Videos will be stored in the local disks or external storage devices connected
to the platform. During playback, the stored videos can be retrieved for viewing.

Scheduled storage, alarm-triggered storage, manual storage, and scheduled recording backup are supported.

@ Note:

e This chapter describes how to configure central recording storage (stored in the local disks or the external
storage devices).

* You can also configure storage on IPC or NVR if you don't want to use the central recording storage.

8.1 Add Storage Resource

The platform can use the local disks or external storage devices to provide recording storage for IPCs.

Configuration Steps
Please first configure local disks/RAID or add external IPSAN in System Config >Disk Configuration .
After configuration, the system will automatically create a storage resource for the usage.

At the Device Mgt > Server Mgt page, the following servers will be automatically added to the system:
Cloud Direct Storage (for storage management), Video on Demand Server (for video playback), and Backup
Management Server (for recording backup).
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+ Add v || O Refrest

w Cloud Direct Storage(5/5)

o] 182115226 feoe) 192.115.2.29
o EEEN o
—
> Media Server(2/2]
v Video on Demand Server(6/6}
m VODLIPSAN.192.... m VODIPSAN.192.... m- VODIPSAM.192.... m VODUPSAN.192....
' Backup Management Server(6/5)
(51 ™ BMLIPSAN.132.1... ['En BM.IPSAN.192.1,.. Ea BMIPSAN.192.1... e BMLIPSAM.192.1...

8.2 Storage

Go to Basic Config > Storage Config > Storage Config. You can allocate the size of the storage resource space to
cameras and configure different storage methods for cameras.

The following storage modes are available: manual storage, alarm-triggered storage, and scheduled storage.
e Manual storage: User starts/stops central recording manually.
e Alarm-triggered storage: Storage is triggered by alarms. You need to configure post-alarm recording time.

e Scheduled storage: Configure a storage schedule for the camera.

Configure Storage Resource

1. On the left-side organization tree, choose an organization, choose the target camera, click /*, or select

multiple cameras of the same type (IPC or EC) and then click Batch Add.
A page as shown below appears. (The parameters displayed may vary with camera. The figure below is an
example.)

Camera Direct Storage Configuration

Storage Device Type:

e Cloud Direct Storage
Scheduled Recording ... ® Main Stream Sub Stream
Manual Recording Str... @ piain Stream Subs Stream
Alarm Recarding Stre... ® Main Stream Sub Stream
“Storage Device:
Available Capacity: GR
“Allocated Capacity: Go
Data Overwrite Policy: @ Overwrite on Fu
Capacity Allocating M... ® Ey Capacity By Day
M s-heduled Dirert Storane Confinnuration

2. Configure the parameters by referring to the table below.
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Parameter

Description

Storage Device Type

Only support Cloud Storage.

Scheduled Recording
Stream

Choose main stream or sub stream. The selected stream type will be used for
scheduled storage.

Manual Recording
Stream

Choose main stream or sub stream. The selected stream type will be used for
manual storage.

Alarm Recording
Stream

Choose the stream type for alarm-triggered recording.

[E» Note: Choose main stream or sub stream according to the encoding
parameters of the IPC or the encoder connected to the camera.

Direct Storage Device

Select recording storage resource (created in Disk Configuration).

Available Capacity

Available capacity on the storage device. The system reads the capacity
automatically after you select a direct storage device.

Allocated Capacity

Storage space assigned to the camera.

When HDD Full

Overwrite: When the storage space assigned to the camera is used up, new data
will overwrite the old data from the beginning repeatedly.

Capacity Allocating
Mode

e By Capacity: Allocate storage resource to the camera according to the allocated
space.

e By Day: Calculate the space to be allocated based on stream type, storage
days, and scheduled storage settings, and then allocate storage resource to the
camera.

[ Note: This parameter is displayed only when you are configuring a single
camera.

Storage Days

This parameter is required if you are configuring for a single camera and the
capacity allocating mode is By Day.

Set the storage days and then click Calculate. The system automatically calculates
the needed forward-and-storage space and displays it in “allocate capacity” or
“expansion capacity”.

[E» Note: The video storage space needed by a camera is calculated using this
formula:
Needed space = N (hours) * 3600 (seconds) * encoder stream / IPC (bps) *
(1.08) / 8, where 1.08 is the needed space plus 8% margin.

For example, assume each video channel is 2M, so the space needed every hour

is 2048*3600*1.08/(8*%1024*1024)=0.95GB, so 22.8GB is needed for 24-hour
recording. If each camera records 30 days, then one VX1600 with 16 1TB HDDs can
satisfy space requirements of 16000/(22.8*30)=24 cameras at most.

3. Enable/disable scheduled recording (when enabled, the camera records video according to the schedule).
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Camera Direct Storage Configuration *

Scheduled Direct Storage Configuration
Time Period: By Dai
Mao. Start Time End Time Operation
0o:00:00 ]
Enable E.. 1=
Exceptionl  2025-04-01

—
m Ceho

4. (Optional) If scheduled direct storage is enabled, configure scheduled direct storage by referring to the table
below.

Parameter Description

Time Period You can set the storage schedule by day or by week.

[ Note: After completing the storage schedule for a day, you can click Copy to
copy and apply the schedule to other days.

Enable Exception If necessary, enable exception to set special time periods and perform special
storage during these periods. On special days, the system performs storage during
the set periods only; on other days, the system performs storage according to the
schedule.

[ Note:

¢ Click Add Exception to add an exception. Up to 16 exceptions are allowed.

* Click i to delete an exception.

® After completing the storage schedule for a day, you can click (] to copy
and apply the schedule to other days.

5. Click Confirm.

Capacity Expansion/Reduction
1. Choose the target camera, click /# in the Operation column.

2. In expansion capacity, enter the capacity you want to expand or reduce. A positive number means expansion.
A negative number means reduction.

@ Note:

¢ For capacity expansion, make sure the expansion is less than or equal to the capacity available.
¢ To reduce cloud storage capacity, make sure the modified capacity is greater than or equal to 16GB.

3. Click Confirm.

Start/Stop Storage

You can start or stop storage after completing storage resource configuration for a camera.
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Storage Type

Operation

Scheduled Storage

1. Click the organization on the left-side organization list, and then select the target
camera in the organization.

2. Click Start Scheduled Storage/Stop Scheduled Storage.

o

m|

E> Note:

The system automatically starts the recording schedule when scheduled recording
is configured.

Manual Storage

You can perform manual storage after configuring storage resources for the camera.

[EHC
ARRA ;

8.3 Backup

Go to Basic Config > Storage Config > Backup Config. Backup refers to storing the existing stored recordings
again, the purpose is to prevent the original recordings from being written or deleted, or the video data is very
important and needs to be stored twice.

Prerequisites

Please bind the backup server with recording backup resource first.

1. Go to Device Mgt > Server Mgt.

2. Click More > Configuring Storage Resource for a backup server.

3. Click Add.
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v Backup Management Server(1/1)

bmserver

EM TN
== Configuring Storage Resource
Edit

Delete Moare

Add Storage resource of BM server

*Resource Nam.., Please Enter Resource Name
#Resource Type: Cloud Direct Storage

#Resource Usag... Common resources

#Select Storage...

Available Capa...
* Allocated Cap...

Resource Path:

Cancel

Item Description
Resource Name Enter a custom resource name.
Resource Type Choose Cloud Direct Storage.

Select Storage Device | Select recording backup resource (created in Disk Configuration).

Available Capacity Automatically read by the system after selecting the storage device.

Allocated Capacity The capacity allocated to the backup resource.

Backup Configuration
1. Go to Storage Configuration > Backup.

2. Click the target organization on the left-side organization list.

3. Select multiple cameras (at least 2) in the organization, click Batch Add; or click /~ for the camera. A page as
shown below appears.
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4.

Backup Configuration >4

#Select Backup Davice!

*Resource Occupying Med.

*Plan Backup Policy: (® Full-Frame Backup | Frame Backup Only
Maximum Storage Days: 0 Day(s) @
Backup Duration: 0 Day(s) @
Time Period: By Day
Time Period1 00:00:00 -~ Time Pericd2: -
Time Period3: ~ Time Period4: =
Parameter Description

Select Backup Device

Select a backup server to assign recording backup resources to the camera.

Resource Occupying
Mode

How the camera uses BM backup resources.

e Shared (only supported): All the cameras that are specified to use the BM device
share the backup resource.

Select whether to enable

scheduled backup (Scheduled backup creates a backup schedule for recordings,

periodically backing up recordings from specified time periods).
If scheduled backup is enabled, configure the parameters by referring to the table below.

Parameter

Description

Plan Backup Policy

¢ Full-Frame Backup: Back up continuous frames. This option requires the
maximum space. Cameras shared by an external domain only support this
option.

e | Frame Backup Only: Back up | frames only. This option requires the minimum
space, but playback images will be discontinuous.

Backup Duration

Used with Maximum Storage Days to determine the backup start time. If it is set to
Y, it means that after the schedule is created, BM will start backup from the video
recorded Y days ago.

[ Note:

¢ Valid range: 0-45. Must be greater than or equal to the maximum storage
days. The same value is used by default.

e The backup time span takes effect only when the backup schedule is
configured for the first time. Once saved, the setting cannot be changed.

Maximum Storage
Days

Used with Backup Duration, it defines the backup end time. If set to X, it means the
BM will stop backup after X days from the start time.
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Parameter

Description

[ Note: Valid range: 0; 3-45. Setting it to O indicates continuous backup. Setting
it to a value that is greater than or equal to 3 indicates backup for the specified
number of days.

Time Period

You can configure the backup schedule by day or by week. The system will
periodically back up recordings from the specified time periods according to this
schedule.

5. Click OK to save the settings.

@ Note: The system starts the backup schedule by default after the configuration is completed.

Start/Stop Backup Schedule

® To start or stop the backup schedule for a camera, click Stop /()Enable for the camera.

e To start or stop backup schedules for multiple cameras at a time, select the cameras and then click Start or

Stop.

9 Video Application

Based on the live videos collected from front-end devices, this function provides various options for live and
playback viewing and scenario-based applications. This allows users to view real-time situations and review past
events, replacing on-site security patrols and improving the efficiency of security management.

Functions

Menu

Description

Live View

Allows users to view real-time audio and video information collected by cameras
in video windows for on-site status and timely detection of any anomalies. You
can view the live video from a single camera or call the preset scene using camera
sequence, group display, and group sequence. During live view, operations such as
PTZ control, patrol, and video intercom are supported.

Playback

Allows users to search and download recordings stored on the storage resources
of the platform, camera's SD cards, and NVR disks, as well as backtrack historical
events with anomalies.

Video Wall

Allows users to create video wall layout on the client and bind video output
channels of decoders to play video images on a physical video wall.

Smart Live View

Allows users to view live videos of video channels under smart IPCs and NVRs, as
well as access control devices. The real-time snapshot data and alarms (face match
records, vehicle match records, and person/motor vehicle/non-motor vehicle data
from multi-target detection) are displayed when playing smart live view.

@ Note:

The Live View and Playback functions are integrated in the Video Surveillance page. For the same camera,
the unified right-click operation allows you to start live view or search recordings. Additionally, live videos
and recordings can be displayed on one screen simultaneously. The client display screen supports up to
64 split screens and allows for customized screen layouts, allowing you view more videos from different
channels at various times.

9.1 Live View

Go to Video Application > Video Surveillance.

View real-time audio and video information collected by cameras in video windows for on-site status and timely

detection of any anomalies.
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Workflow

1. Add cameras. See Device Management > Private Device or ONVIF Camera.

2. Start live view. See Camera Live View.

Camern Favenites.

Preset Scene

9.1.1 Camera Live View

View real-time live videos collected from cameras.

Capture the live scene

with camera(s)

Bpiy, Py

Play live videos on the monitor

Media Stream

Start Live View of Single Channel

e Select a window and double-click on an online camera.

e Dragthe online camera to a window.

Figure 9-1: Start Live View

Camera

Favorites

v i‘- Local Domain

v 192
B 192
B 19212

150

B 19217
B 192,15

w192
@® 1921

Preset Scene

e Select a window, right-click on an online camera, click Start Live View, and then select Start Live View or
Auto-Adaptation.
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Figure 9-2: Right-Click Menu
o 1921511180 1

$ 1923210220

Start Live View Start Live View
L= 192.12

Start Playback Auto-Adaptation
(@) 19212

Batch Start Live View

Select cameras, right-click on cameras, select Batch Start Live View, and then live videos of the selected cameras
will be played in an adaptive layout.

9.1.2 Camera Sequence

Play live videos of cameras in one window in sequence.

IPC2

IPC1 IPC3

IPCn
Add Camera Sequence Resource

1. Click 4+ in the upper-right corner of the camera sequence resource list.

Figure 9-3: Add Camera Sequence

Add Camara Sequence X

“Camerz Sequencs Name:

Camers List Selected Cameras Delete Stay Time: 105 Stream Type: | Autc-Sdaptation /A
~}
» Camera Mame Stay Timels) Stream Type Operation
g =12 . T
72 dies 10 Auto-Adagtation F W=
B 12345
s 5
- 15 TN T2 =T 21 0 Auto-fdeptaten & W =
= ¢ )
@1 N ot » o=
® - 172, 1212 1o Aute-Adaptation F U=

i‘ 17EEE 185,120 LAPL1
@ iimmsaz
@) 172521 2

@ 1TLIm556 1

(@) 1781

Organization:

“ Canet

2. Set the camera sequence name (max 20 characters and must not contain & <> |)
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3. Select cameras from the left-side list (you can also select organization for batch selection) and then click {f—)f
to add them to the camera sequence group.

@ Note:

* You can also set the stay time and stream type display interval and stream type for them. When
added, you can click #* in the Selected Camera List to modify.

=

You can click [ii to delete the camera or select cameras and click Delete to delete them in batches.

®* Youcandrag = to adjust its display order.

4. Choose an organization for the camera sequence resource.

5. Click OK.

Start Camera Sequence
Choose a way to start camera sequence:

¢ Select a window, and then double-click on the camera sequence resource.

¢ Dragthe camera sequence resource to a window.

¢ Select a window, right-click on the camera sequence resource, and then select Start.
Figure 9-4: Camera Sequence

Camera Favorites Preset Scene

Camera Sequence List +

Camera...

ED - 4% towut s

Group ... = CameraSequencel

=

Group ...

After double-clicking to enlarge a window in the camera sequence, you can click in the toolbar to
switch to the previous/next camera.
Manage Camera Sequence

Right-click on a camera sequence resource to edit, delete, or add to favorites.

9.1.3 Group Display

Group display is a kind of view in which multiple cameras are playing live videos in specific windows. By saving
commonly used video views as group displays, you can easily call them with one-click, allowing for quick and
convenient access to your preferred camera combinations.

Add Group Display

When live videos are playing, you can click . on the toolbar to save the ongoing live view services as a group
display.

@ Note:

If a camera sequence/group sequence is playing in the window, only the currently active live view services in
the window will be saved.

Start Group Display

Choose a way to start group display:
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¢ Double-click on a group display resource.

¢ Right-click on a group display resource and choose Start.

Figure 9-5: Group Display

Camens Faviries Prose

=] Gioup Disgilay List

e [ GroupBisplay

B pi GroupCisplaye

After double-clicking to enlarge a window in the group display, you can click in the toolbar to switch to

the previous/next camera.

Manage Group Display

Right-click on a group display resource to delete or add to favorites.

9.1.4 Group Sequence

Cycle through live videos of multiple group displays at set intervals in multiple windows.

Add Sequence Resource
1. Click 4+ in the upper-right corner of the sequence resource list.

2. Set sequence parameters such as sequence name, and also create sequence groups.

@ Note:

The sequence name allows up to 20 characters and must not contain % <> |

Table 9-1: Sequence Configuration Description

Sequence Type Description

Group Display Sequence | Play multiple camera groups in sequence.

E> Note:
Prerequisite: You have Group Display resources configured.
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Sequence Type

Description

Groug Displey List

Group Display Nams Stay Tirme{s) Operation

(1) Select group display resources from the left-side list, set the duration of the

live video per group, and then click ( > 'to add them to the sequence group.

(2) In the right-side list, you can: click to edit the group display stay time;
click to delete the group display from the group sequence group; drag

to adjust the group display order.

3. Click OK.

Start Group Sequence

In the group sequence list, double-click on a group sequence resource to start.

Figure 9-6: Group Sequence

Gioup Sequence List $

Manage Group Sequence

Right-click on a group sequence resource to edit, delete, or add to favorites.
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9.1.5 Live View Operations

Use the right-click menu, live view toolbar, PTZ control panel to set live video parameters, take snapshots, etc.

Live View Right-Click Menu Operations

You can right-click on a live view window and then use the pop-up menu to close the window, close all windows,
maximize/restore the window.

Close Current Window

Close All Windows

MWaximize

Play Video on Wall

Live View Toolbar Operations

The toolbar appears when you hover the mouse over a window.

Figure 9-7: Window Toolbar

For toolbar buttons, please refer to the actual page.

Table 9-2: Toolbar Operations

Icon Function Description
@ Snapshot Capture the current image(s) in the window and save to local.
@ Continuous
Snapshots
) Digital Zoom Zoom in on the area of interest on the image.
Er Note: Use the scroll wheel to zoom in or out.
Preset Buttons for No.1 and other presets. Click to call the corresponding

preset and view images of the desired scene instantly.

3D Positioning

Perform 3D positioning, including click-to-position and drag-to-zoom.

e Click to position: Click anywhere on the image, and the camera
automatically centers on the point that you clicked to display the
image.

e Drag to zoom: Drag on the image from top left to bottom right to
zoom in, and drag in the opposite direction to zoom out.

Volume control

Click to use the slider to adjust the volume of the video.

Start/Stop Local
Recording

Record the live record a live window the live view image, and save it
to.

AcuSearch/AcuTrack

When a target of interest is identified in the live video you can select
the motor vehicle/non-motor vehicle/pedestrian target in the current
image to search the full video and image data for scenes where the
target appeared.

1. Click to freeze the current frame.
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Icon

Function

Description

2. Select the target to search for:

Hold down the mouse and drag the area within the green box
to move its position.

Hover the mouse over the edges or corners of the green box,
when the cursor changes to an arrow, hold and drag to resize
the green box.

To exit the search, click X.

3. Choose a search mode. Two modes are available:

Click the AcuSearch button at the top right corner of the

green box to go to the SeekFree page, where the system will
automatically search for all capture records of the target within
the green box (see Search by Image).

Click the AcuTrack button at the top right corner of the green
box to go to the AcuTrack page, where you can search for
recordings containing the target in the green box.

Start/Stop Broadcast

Click the icon to start one-to-one audio broadcast to the camera. The
broadcast is one-way.

Broadcast List

Device name

192.115.1.89 2; Broadcasting: 00:00:04

Two-way audio

Click the icon to start one-to-one audio intercom with the camera. The
intercom is two-way.
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Icon Function Description

Audio bidireccional

192.115.1.89_2

e Audio: Sound from the camera to the client.
e Microphone: Sound from the client to the camera.

¢ Click Hang Up to end the two-way audio.

You may also use the toolbar at the bottom:

* -: Change the window layout. You can customize the number of windows, or choose

1/4/6/8/9/10/13/16/17/25/36/64 windows or corridor mode (intended for narrow scenes such as a corridor)
as needed.

Custom @

— . . :
. Save the current widow services as a group display.

¢ : Close all videos.

E: Play local videos in the window.

: View the broadcast records from the client to the camera.

PTZ Control Panel Operations

For PTZ cameras, you can click in the live view toolbar to open the PTZ control panel.
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Figure 9-8: PTZ Control Panel

— Zoom-+

— Focus-

— M|

FTZ Rota=!

Table 9-3: PTZ Control Panel Operations

Icon Description

m/m Lock or unlock the PTZ.

e When the PTZ is locked, only the super admin can control the PTZ. Other users must wait till
the PTZ is unlocked or till the auto release time expired.

e  When the PTZ is unlocked, a high-level user can preempt control from a low-level user.

e For parent and child domains that are connected via GB/T28181, the parent domain can lock
the PTZ in the child domain.

E> Note:

e Any user can control an idle PTZ. Default policy of PTZ control: a high-priority user can
preempt control from a low-priority user; a user in the parent domain can preempt
control from a user of the same priority level in the child domain; in other cases, the first
user operating the PTZ gains the control. The priority level of a local-domain user is the
priority level of the user’s role; the priority level of the external-domain user is priority
level of the user’s role in the external domain.

e The policy of PTZ control and PTZ auto release time are configured in the PTZ.

Release PTZ.
e The PTZ s idle after being released and can be controlled by any user.

e The locked PTZ is automatically unlocked after being released.

Preset Preset: You can set desired shooting angles or positions as presets to focus on areas of interest.
After being idle (without user action) for a certain length of time, the PTZ automatically goes to a
specified preset to view the key area.

Go to a preset.

Rotate the camera to a specified preset.

Add a preset.
Add a preset for cameras in the local or external domain, that is, adding the
current pan/tilt status to the preset list.

(i) Attention: Make sure the preset ID is not in use; otherwise, the current
preset status of the preset ID will be replaced by the new preset status.

Sync with front-end presets.

E> Note: This function is available to cameras connected via private, not to
cameras connected via ONVIF.

Delete a preset.

g E

Set the home position: Choose a preset position that the camera automatically
returns to after PTZ control is released.
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Icon

Description

e Setanidle time before the camera returns to the home position. By default,
the newly added preset is the home position; you may also choose an existing
preset as the home position.

e The camera automatically returns to the home position after PTZ control is
released and the idle time expired (no user operation during the specified
period).

e The home position mode can be single-home mode or multi-home mode. For
multi-home mode, you need to set a schedule (up to 8 periods) and assign a
period for each home position.

¢ If a home position already exists, it will be replaced by the new home position.

Patrol

Patrol route: The camera pans and tilts according to a sequence of preset actions.

Start patrol.

m

Stop patrol.

Add a patrol route.

Click the icon, and then add a patrol route in the pop-up window.

Achien et Sy Time  dpasd  Kmepfeisitg  Cursen. Cmarban
Bt P i1 1 W e

Goto P L R [ S

¢ To rotate the camera to a preset, you need to set the preset ID/description,
and the length of time that the camera stays at the preset.

¢ To rotate up/down/left/right, you need to set the rotation speed, whether to
keep rotating, and the rotation duration.
E> Note:

e A patrol route includes at least two actions, including going to a preset
and rotating up/down/left/right. It may include one action only when the
action is rotating up/down/left/right all the time.

e If the action is set to rotating up/down/left/right all the time, then actions
following it will not be performed.

Delete a patrol route.

Edit a patrol route.

E DA

Configure a patrol schedule.

Click the icon, and then add a patrol schedule in the pop-up window.
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Icon

Description

Schedule & Time '

Patrol Resuming Time
When fire is detected and fire alarm is reported, the camera pausesfor | 0 seconds before

continuing patrol

Patrol schedule

Patrol schedule: (1

# Schedulz Name!

Schedulz Template:

Time Period: | By Day

Ne Start Time End Time Patrol Route Operation

00:00:00 23:5%:59 Cancel

=R

Home Position

Set whether to enable home position.

To enable home position, click Set and then set the home position.

Set Home Position X

‘ @) Please s=t home position. Up to 8 pressts are allowed. The time periods of pressts must not overlap. ‘

Add Deiete
Operatio
No. Preset Start Time End Time a-
1 14:23:35 1 14:24:35 i}
Auto Back 300 s * Must enter an integer in the range of 10-3600.
Home Time:
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Icon Description

Control rotation directions (by clicking triangle buttons) and stop patrol (by
clicking the square button in the center).

Zoom in/out.

Focus far/near.

Increase/decrease iris.

is the fastest.

B> Note: The rotation speed supports 9 levels from 1 to 9. 1 is the slowest and 9

Turn on/off the light.

o Turn on /off the wiper.
m Turn on/off the IR.
H Turn on/off the heater.

9.1.6 Live View Resource Management

View information about camera resources, rename cameras, edit camera attributes, and view resource statistics.

Rename Camera
Right-click on the camera on the resource list and then choose Change Name to rename the camera.

Figure 9-9: Change Name
Rename X |

Camera Mame:

oo

* New Name: | 192

View Camera Information

Right-click a camera on the resource list (or map), and then choose View Detailed Information to view the
camera name, type, device IP, organization, PTZ control protocol and PTZ address code (for PTZ camera).
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Figure 9-10: Detailed Camera Attributes

i

Details

Camera Name | 192.1J8.1.180_1
Camera Type
Device [P

Oroanizatio .
rganizaton Local Domain

Resource Statistics
View the statistical information of camera/camera sequence/group display/group sequence resources.

Right-click on an organization, and then choose Resource Statistics to view camera statistics of the organization,
including the number of online cameras, the total number of cameras in the organization. After resources have
been changed, you need to perform this operation again to update the statistics.

Figure 9-11: Resource Statistics

T 4t Localpomain(16/28)

B> 1921211180 1
&> 1921811181

9.1.7 Favorites

Add resources such as cameras, camera sequences, group displays, sequences to favorites to find them easily.

Create New Favorites Folder
Up to 3 levels of favorites folders (including the parent favorites folder) are allowed.

1. Right-click on the parent folder, select Add Folder, enter the folder name, and then click OK.
2. When created, right-click on the parent folder, and then select Refresh to refresh the resource tree manually.

Figure 9-12: Create New Favorites Folder

Camera Favorites Preset Scene

v {L\ loadmin

, Add Folder

Refresh

Add Resources to Favorites

Right-click on the resource in the corresponding resource tree and select Add to Favorites.

Favorites Folder Operations

For resources added to favorites, you can perform the operations below. The following takes camera as an
example.
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Table 9-4: Favorites Folder Operations

Item Description

Edit Name Right-click on the folder, and then select Change Folder to rename the folder.

Delete Folder Right-click on the folder, and then select Delete Folder to delete the folder from the list.
Refresh Folder Click (% to refresh the favorites folder.

Remove from Right-click on the camera, and then select Remove from Favorites to remove the camera
Favorites from the favorites folder.

Batch Start Live Select cameras, right-click on any camera, and then select Batch Start Live View to play the

View live videos of the selected cameras simultaneously.

Synchronous Select cameras, right-click on any camera, and then select Synchronous Playback to play the
Playback recordings of the selected cameras simultaneously.

Auto Camera Select cameras, right-click on any camera, select Auto Camera Sequence, and then
Sequence configure parameters such as camera sequence interval and order, the live videos of the

selected cameras will be played in single window in sequence.

Auto Group Select cameras, right-click on any camera, select Auto Group Sequence, and then configure
Sequence parameters such as group sequence interval and order, the live videos of the selected
cameras will be played in all windows in sequence.

9.2 Playback

Go to Video Application > Video Surveillance.

You can search recordings stored on the storage resources of the platform, camera's SD cards, and NVR disks, as
well as backtrack historical events with anomalies.

Workflow
1. Add cameras. See Device Management > Private Device and ONVIF Camera.

2. Configure storage resources for cameras. See Video Storage Configuration. You can also configure storage on
cameras or NVRs.

3. Search recordings for playback. See Recording Playback.

9.2.1 Recording Playback

You can search recordings stored on storage resources for playback.

@ Note:

Prerequisite: You need to configure storage resources for cameras. See Storage.

Search and Playback

1. On the Video Surveillance page, right-click on a camera and select Start Playback; or select multiple cameras,
right-click and select Synchronous Playback.
W 192.121.1.180 1

o A 1

Start Live View ® 162121, Batch Start Live View
%
Start Playback N 192.121. |Synchronous Playback
’ wmis:
a1 192.121. Search Backup Recording
Single camera Multiple cameras

2. Set the recording start and end time and other criteria (storage location, domain, and recording type).
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Playback X
Start Time: 2024-07-02 00:00:00
End Time ;| 2024-07-02 23:59:59 Today
Storage L...: Edge Reco.. (®) Central Re Fuzzy Sear
Search D... : Search Re... Search Cur...(®) Search Clo
Recordin... Scheduled... Alarm Rec... Manual Re...(®) All Recordi...
Item Description
Start Time Start time of the recording.
End Time End time of the recording.
Domain Registered Search recordings saved on the storage resources of the platform
Domain where the camera is registered.

Current Domain

Search recordings saved on the storage resources in the local
domain.

Cloud Retrieval

Search recordings across all storage resources.

Storage Location

Edge Recording

Recordings saved on storage resources of IPC/NVR.

Central Recording

Recordings saved on central storage resources of the platform, for
example, IPSAN, CDS.

Fuzzy Retrieval

Search all recordings, including edge recording and central
recording.

Recording Type

Scheduled
Recording

Recordings that are saved according to the set schedule.

Alarm Recording

Alarm-triggered recordings.

Manual Recording

Recordings that are saved manually.

All Recordings

Includes scheduled recording, alarm recording, and manual
recording.

3. Click OK to start the playback.

By 1920 a0

By 1930 a1
w 18RI
& 152 22210
PRt 2211
et 1322 12
P 1222 43
wl 1222 14
-0 V722
& 18 2223
CRE 224
® 192121 122
[l 3336
(R a7
& I 28
| " 1322
W1 R

You can use the window toolbar, playback toolbar, and playback progress bar to control the playback.
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172.20.133.123 1 {

Recor... (172.20.133.123_

=130 mins[Z]

Window Toolbar

The toolbar appears when you hover the mouse over a windows.

Table 9-5: Window Toolbar Operations

Icon Function Description
Snapshot Capture the current image(s) in the window and save to local.
Continuous
Snapshots
Digital Zoom Zoom in on an area of interest on the image in the window. Use

the scroll wheel to zoom in or out, and click again to stop digital
zoom.

Volume control

Click to use the slider to adjust the volume of the video.

AcuSearch/AcuTrack

When a target of interest is identified in the recording, you can
select the motor vehicle/non-motor vehicle/pedestrian target
in the current image to search the full video and image data for
scenes where the target appeared.

1. Click [B] to freeze the current frame.

Drag to select the person or vehicle you want to search for
£ — = - - T

AcuSearch

\ AcuTrack

.

=

-

- - e o

2. Select the target to search for:

e Hold down the mouse and drag the area within the green

box to move its position.
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Icon

Function

Description

e Hover the mouse over the edges or corners of the green
box, when the cursor changes to an arrow, hold and drag
to resize the green box.

¢ To exit the search, click X.
3. Choose a search mode. Two modes are available:

e Click the AcuSearch button at the top right corner of the
green box to go to the SeekFree page, where the system
will automatically search for all capture records of the
target within the green box (see Search by Image).

e Click the AcuTrack button at the top right corner of the
green box to go to the AcuTrack page, where you can
search for recordings containing the target in the green
box.

Bottom Toolbar

Icon

Function

Description

Switch Window
Layout

Change the window layout. You can customize the number of windows,
or choose 1/4/6/8/9/10/13/16/17/25/36/64 windows or corridor mode
(intended for narrow scenes such as a corridor) as needed.

Close all videos

Close the video in all current windows.

Play local
recording

Select a video file from the computer to play.

Search locked

Search for locked recordings, and unlock them if necessary.

recordings B Note:
For descriptions about how to lock recordings, see Playback Toolbar.
Backup View the successful backup recording search results during the current

recording search
results

login session. See Search Backup Recording.

Recording search
results

View the successful recording search results during the current login
session.

You can select a video clip and then perform the following operations:
play, download, backup, zoom in on the timeline, lock

Playback Toolbar
Click the window to display the playback toolbar.

Table 9-6: Playback Toolbar Operations

Icon Function Description
@ @ Play/Pause Play/pause the video.
@ 10 s D Forward/Rewind | Play the previous/next segment at the set interval (1-999s, default is 30s)

Next Frame

Play next frame.
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Icon Function Description

Forward Frame | Play one frame of image per second. Local recording does not support

by Frame this function.
Adjust Speed Choose a desired playback speed: ¥:x, 1x, 2x, 4x, 8x, 16x.
= Start screen Click to record the currently playing recordings. Click again to finish.
o recording The recorded file will be saved to the browser's designated download
directory.
= Back up Create a recording backup task to back up recordings within a specified
e Recording time period.

Lock Recording | When locked, other users cannot perform any operations to recordings.

Add Tag See Tag.

Playback Progress Bar
The playback progress bar shows the playback progress of recordings in the selected window.
Figure 9-13: Progress Bar

Recor... (172.20.133.123_1)

=130 mins(#] » Nor..

¢ Drag to adjust the playback progress, or double-click to skip to the time point, or click the current time (blue
text) to select a specific time point and skit to it.

*  Use [EEMINTHEIMM to adjust the time scale on the progress bar.

Alarm Recording

If you have configured recording storage function in Alarm Linkage, you can view recordings of alarm moments
here.

Select Alarm. The alarm linkages will be marked in red on the progress bar. Double-click on a red marker to locate
the recording.
Tag

You can tag recordings of significant moments, allowing for quick retrieval of recordings using these tags later on.

® Add tag: Click

+ Enter a tag name for this recording time period.

Tag Name:

e View tag: Select Tag. The added tags will be marked in green on the progress bar. Double-click a green tag to

locate the recording. You can also click F( >7‘ to switch to the previous/next tag.
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=130 mins(*] | Nor...

Previous MNext Double click to locate

9.2.2 Search Backup Recording

Search for recordings stored in backup resources.

@ Note:

Prerequisite: You need to configure backup tasks for cameras. See Backup.

1. Right-click on the camera in the camera list and then choose Search Backup Recording.

2. Specify a time period (cannot exceed 14 days) , click Search Backup.
Backup Recording X

Start Time ;

End Time : 2025-06-24 05:32:49 Today
¥

3. The backup recording records are displayed by cameras.

Camera List

Start Time

End Time

Locked Status

Operation

B ONVIF158_11 2025-05-23 18:00:50 2025-06-23 18:30:50 ® Uniocked oL i

® 192.117.3.87_2 = - = .
2025-05-23 18:30:50 2025-06-23 19:00:50 ® Unlocked 0
2025-06-23 19:00:50 2025-06-23 19:30:50 ® Locked &y
2025-05-23 19:30:50 2025-06-23 20:00:50 ® Unlocked o T
2025-06-23 20:00:50 2025-06-23 20:30:50 ® Unlocked oy {0
2025-05-23 20:30:50 2025-06-23 21:00:50 ® Unlocked R w
2025-05-23 21:00:50 2025-06-23 21:30:50 ® Uniocked T

® Click [» to play the backup recording.

® Click to download the backup recording to local.

|L|

* Click  to lock the backup recording. Click again to unlock. When locked, others cannot perform any
operations on the backup recording.

* Click Tii] to delete the backup recording from the storage resource.

9.2.3 Recording Download
Download recordings to local.

Note:
Supported recording download formats: ts, mp4. To set the format, go to Media Config > Recording.

Recording Download

1. Right-click the camera on the camera list and then select Recording Download.
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@) 17220 T

Start Live View

e) 172.2

o Start Playback
Search Backup Recording
Start Broadcast
Start Two-way Audio
Trigger Emergency Event

View Details

Recording Backup

Recording Download

Live View on Videa Wall
Add to Favorites

Edit Name

2. Specify a recording time period for downloading in the pop-up window, and set other parameters as needed.

Figure 9-14: Recording Download

Recording Download X

* Start Time: 2024-10-28 00:00:00 =
* End Time: 2024-10-28 09:54:22 E
Storage Location: Central Recording

Domain: Search Cloud

Recording Type: All Recordings

Download Speed: Ay

Download Start Time:| Select date H (@

=] | S

Cancel m
@ Note:

To schedule downloads during idle periods, you can set a start time for the download. The system will
begin downloading at the specified time. Ensure the client is logged in at the set start time.

3. Click OK. For non-delayed tasks, the task starts immediately.
4. Click ., in the upper-right corner to enter the Recording Download Task List page.

¢ Download task list: You can view details of ongoing recording download tasks such as the progress and
status. Up to 2 tasks are allowed simultaneously. You can also click 7] to delete the task.

¢ Delayed task list: You can view details of the delayed recording download tasks such as the download start
time. You can also click [ji] to delete the task.
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Figure 9-15: Recording Download Task List

Recording Download Task List X

Download Task List  Delayed Task List

[i] Delete Dperations such as logout, refiesh or closing the page may ntermupt the downboed Up to 3 cameras &

B Camera Name Search Time Progress Status Action
= 2011 2024-10-28 0Cc00:00-2024-10-28 085422 L 1% Cownloading

Total 1items | 1 |

9.3 Video Wall

Go to Video Application > Video Wall.

You can create video wall layout on the client and bind video output channels of decoders to play video images
on a physical video wall.

e DC video wall: The video wall can only be bound to output channels of one decoder or video wall controller.

Playing live videos/recordings, local input, camera sequence, scene resources, and overlaying virtual LED are
supported.

e Multi-DC video wall: The video wall can be bound to output channels of more than one decoder or video wall
controller. Playing live videos/recordings and camera sequence are supported.

Workflow

1. Add decoders and video wall controllers. See Device Management > Decoder & Video Wall Controller.

2. Add videos and play videos on wall. See DX Video Wall and Multi-DC Video Wall.

9.3.1 DX Video Wall

Add a video wall and configure video resources to be played on it. The video wall can only be bound to output
channels of one decoder or video wall controller.

[ Note:
You need to first add decoders and video wall controllers in Device Management.
Add Video Wall

1. If no video wall has been created in the system, click S to create a video wall; otherwise, click

. on the top of the right-side pane to add a video wall. Choose DX Video Wall.
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Figure 9-16: With Existing Video Wall

v VidecWall - +

2. Set the video wall name, size, organization, output format, etc.

Figure 9-17: Create Video Wall

m =

¢ Video Wall Size: Number of video wall panels. After setting the video wall size, the panel below can show
the effect.

e Small Pixel Pitch LED: If the physical video wall consists of small pixel pitch LED displays, click Small Pixel
Pitch LED and then complete the settings.
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Figure 9-18: Small Pixel Pitch LED

Row: 2

Colummn: 2

(] Small pitch LED
LED Width: |0
LED Hight: |0
Special LED

width: 0

Special LED
high: 0

e OQutput Format: First select the decoders and video wall controllers in the output channel, then select the
output format.

e Output Positioning: When turned on, the actual channel name (in the format of "Device IP_Channel
Type_Channel Serial Number") will be displayed on the large physical screen, which is convenient for you
to configure the video wall intuitively.

3. Drag the unused channels from the left-side list to the right-side windows one by one.

@ Note:
Bind all channels with one-click: Select the video wall controller device on the left-side list, and then click

m in the lower-left corner. The idle channels of the device will be bound automatically to the video wall

windows. If some windows already have bound channels, the current bindings will be cleared. Click m
to delete all bindings.

4. Click OK. The video wall is created.

Note:
You can click the arrow right to the video wall name to edit, close, or delete the video wall.
Window Operations

¢ Open window: Drag a camera or sequence resource from the left-side tree to the video wall to open a
window; or drag with the right button on the video wall to open a window; or click EI on the toolbar to
open multiple windows.

® Close window: Click m in the window’s upper-right corner or click Close Window on the toolbar to close a
window; or click on the toolbar to close all windows.

* You can drag a window to move it, and drag the window border to resize the window.

Table 9-7: Other Toolbar Operations

Icon Description

Refresh the page.

Save the current video wall layout and video service (such as live video, sequence) as a
scene.
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Description

Audio control. Choose output audio to play in the channel.

T Open windows with one-click. Set the number of rows and columns to open windows
for the entire video wall or to split windows for the selected window.

Open Windows X

B 29 36 64

1 4 9 16 25 36 B4

custom: 2 Fow X 2 Column

Open on Wall Open in Window Cancel

. Open windows by setting coordinates, width, and height.

Er Note: This function is available when auto-alignment is disabled.
Open Window by Coordinates x

¥ Start Coordinatex:
¥ Start Coordinatey!
* Width:

¥ Height!

confirm

Close the window.

Close all windows.

Lock/unlock all windows. The position and shape of the locked windows cannot be
changed.

Enable/disable whether smart tripwires are displayed on the video screen.

Renumber all the windows according to their position (from top to bottom, left to
right). The window IDs after renumbering are displayed in the window’s upper-left
corner.

When selected, the new window automatically aligns with a grid line.

Choose a window layout: 1/2/3/4/5/6/7/8/9/10/13/16 windows.

Stop the video in the window.

Adjust sound volume in the selected window.

Start/stop live video in the selected window.

84




Description

Set a window to display at the bottom of multiple overlapping windows.

Lock/unlock a window. The position and shape of a locked window cannot be changed.

e If the window is not split, clicking the button magnifies the window to the full size
of the video wall.

e If the window is split into multiple windows, clicking the button magnifies the split
window to the full size of the whole window.

Enable/disable alarm linkage for the window.
Click to enable/disable alarm linkage for the selected window. When alarm linkage is

enabled, the E icon appears in the window's lower-right corner, and the window
starts to play live video when an alarm occurs. Click again to disable alarm linkage.

Er Note: You need to configure alarm-triggered live video for the video wall on the
configuration platform first.

Recording

Switch live view to playback for the selected window, and then set search criteria as
shown below to search for the desired recording.

Close Window

Close the selected window.

Play Video Resources on Video Wall

Table 9-8: Play Different Video Resources on Video Wall

Resource Operation

Camera ¢ Play live video on video wall: Drag a camera to a video wall window; or click a window,
right-click the camera, choose Live View on Video Wall > Main Stream/Sub Stream/Auto
to start live video in the window.

e Playback on video wall: To play recordings of a camera in a video wall window, click the
window, right-click the camera and then choose Playback. In the pop-up window, set
search parameters and then click OK.

e Preview live video: Right-click a camera and choose Live Preview to view the live video of
the camera.

* Play on Screen: Select a window, select a camera, click #5, and select a stream type to
play it in the selected window.

e Play in Screen: Select a window, select multiple cameras, click 7/, and select a stream
type to play them in the selected window and subsequent windows.

Local Input Click a window, right-click the local input channel and choose Start to start the local input
resource on the video wall.

Camera Play live videos of cameras in one window in sequence.

Sequence

Add: Click 4 above the camera sequence list to add multiple cameras to a camera
sequence group.
E> Note:

e Stay Time: Set the time duration for each camera’s live video.

e Stream Type: Choose from Auto-Adaptation (determined by Auto-Switch to Sub
Stream setting in Media Configuration), Main Stream, Sub Stream, and Third
Stream.

® Display Order: Drag for a camera to adjust its display order.
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Resource

Operation

Add Camera Sequence Resolree x

* Camnera Sequence Resource Nams:! | Fnts

elete

Camara List Selected Cameras

N 1001 . Camera Name .:it::ll\ye{g i:::m Operatian
& w1
5" fakaGE ’/-\‘ .y o o
». )
-
& nvr_10 10 Auto
Y
o nr
L
g
e b
o o 7

Stay Time: 10s Stream Type: | Auto Organization |

¢ Start: Drag a camera sequence resource to a window to start camera sequence.

® Pause/Resume: Select a camera sequence window and click m to pause the camera

sequence (the ongoing live video on the video wall will still retain); click u to resume

the camera sequence (switch to the next camera's live video later than).

e Previous/Next: Select a camera sequence window, click [HIIEJ on the toolbar to switch
to the previous or the next camera in the camera sequence group.

e Edit/Delete: Right-click on a camera sequence resource and select Edit/Delete.

Scene

e Save: Right-click and then choose Save Scene to save the current video wall layout and
video service (such as live video, sequence) as a scene.

e Start: Right-click on a scene and select Start Scene.

E> Note:
If there is an active group sequence (plan) on DX video wall, you need to stop the
group sequence (plan) before starting a scene.
Once a scene is started, the existing services on the video wall will be overwritten.

e Rename: Right-click on a scene and select Change Name.

Scene Sequence

Cycle through multiple scenes on the video wall.
® Add: Click 4 above the scene sequence list to add multiple scenes to a scene group.
E> Note:
¢ Time Interval: Set the time duration to switch to the next scene.

e Display Order: Select a scene and use the arrows above the list to adjust its
display order.

86




Resource

Operation

Add Scene Group p. &

Scene Group Mame: | Flaase entar

Scene List: Selected Scenes: 1 i I 40
Scena Namea Scene 1D Nao. Scene Name Time Interval
scenal 1 1 scenel 30
scenal 2 2 scenel 30
SEEnes 3 Time Interval:
scensd 4 ®
scenzh 5 >>
scensh &
scena’ 7
soened 8

e Start: Right-click on a scene sequence resource and select Enable. A message "Scene
sequence is in progress." will display, indicating the successful operation.
E> Note:

¢ |If there is an active group sequence (plan) on DX video wall, you need to stop the
group sequence (plan) before starting a scene sequence.

¢ Once a scene sequence is started, the existing services on the video wall will be
overwritten.

Scene sequence is in progress.

ne seguence is in progress. ScenaGroup:

(2]
]
141
-

e Stop: Click Disable in the pop-up window to stop the scene sequence. The current scene
will remain displayed on the video wall, and the system will no longer switch to other
scenes.

* Modify/Delete: Right-click on a scene sequence resource and select Modify/Delete.

Group Sequence
on DX Video
Wall

Play live videos of multiple cameras in multiple video wall windows.
E> Note:

e If the number of cameras is less than or equal to the number of windows, their
positions remain fixed and are unaffected by the stay time.

¢ If the number of cameras exceeds the number of windows, the cameras will cycle
through the windows based on the stay time. For example, there are 4 windows in
the scene and 5 cameras in the group sequence group, the cameras will cycle through
the windows as follows: 1234, 5123, 4512, ...

® Add: Click 4 above the group sequence on DX video wall list to add multiple cameras to
a group sequence group.
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Resource

Operation

E> Note:

e Startup Mode: Non-preemption mode-The group sequence will not replace the
current video services at startup. Preemption mode-The group sequence will
replace the current video services at startup.

e Stay Time: Set the time duration to switch to the next screen.

¢ Select Video Wall: Select a video wall’s scene (scene determines the video wall’s
window layout; hover the mouse over a scene to preview its layout).

Add Group Sequence

soup Sequence on DX Video Wal

* Group Sequ = Startup Med & Non-Preemption Mode
Preempticn Mode
= Stay Time: 10 @ # Select Video .

Camera List Selected Cameras | Delets

Stream
Camera Mame e DOparation

Y 1001 “ Type
- 1781

g fakets 100_1 Auto
- 1
o M0 ,) } )
- M1 ~—
Yo 1172
T T3
g VT
g NS
o TG
e N T

Confirm Cancal

e Start: Right-click on a group sequence on DX video wall resource and select Enable.

Er Note:
Only one group sequence is allowed at a time.

Once started successfully, the following operations are allowed:

* Previous/Next Screen: If the number of cameras in the group sequence group exceeds
the number of windows, the cameras will be divided into multiple groups as screens
for playing. You can right-click on a resource and select Previous Screen/Next Screen

to switch the camera group.

¢ Pause/Resume: Right-click on a group sequence resource and select Pause to retain
the current camera group on the video wall; select Resume to resume cycling.

e Stop: Right-click on a group sequence resource and select Stop to stop the current
video service.

¢ Modify/Delete: Right-click on a group sequence resource select Modify/Delete.

Group Sequence
Plan on DX
Video Wall

Set the play time for each group sequence resource on DX video wall to cycle through them.
® Add: Click 4 above the group sequence plan on DX video wall list.
E> Note:
¢ Video Wall: Select a video wall to add its group sequence resources to the plan.

e Period: By Day-Set time periods for each resource within a day; By Week-Set time
periods for each resource on each day of the week.

e Enable Exception: If needed, for special dates, specify custom time periods for

resources.
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Resource

Operation

Add Group Sequence Schedule b4

* Schedule Mam Enter schec

* Video wall: Select videc

Time Pericd: By Day N

Group Sequence

No Start Time End Time Operation

Resource
00:00:00 ©® 235859 @ | Selectres. v [ save KOTRT
Enable Exception
Exception1 | 2025-06-24

Mo Start Time End Time Gioup:Sequence Operation

Resource
Confirm Cancel

e Start: Right-click on a plan and select Enable. The corresponding group sequence will
automatically play at the set time.

E> Note:
Only one plan is allowed at a time.

e Stop: Right-click on a plan and select Stop. The plan and the group sequence service will
stop.

¢ Modify/Delete: Right-click on a plan and select Modify/Delete.

Configure Virtual LED

You can configure virtual LEDs to display custom contents on the video wall.

1. Open the Virtual LED page by clicking Virtual LED at the bottom.

2. Drag on the video wall using the right button to draw a virtual LED; or click -+ on the Virtual LED toolbar.

3. Inthe Virtual LED window, set the position, size, contents (Customize text or time), style and scroll mode, and
then click OK.
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Figure 9-19: Configure Virtual LED
Wirtual LED

Enabled: enable

start Coordinates: X 0 hi 0

Size: Width | 1920 Height 540

LED Contents: ©
o

Text Font: Sirn Sun

Text Size: Auto-Adaptation

Font Spacing: 1%

Alignment: Align Center Align Center

Background Color: I:l Font Color: _

Transparency: (@ Opague Transparent

Scroll Type: Mot Rolling

Mowving Speed:

Canfirm

@ Note:

e Avideo wall allows one scrolling virtual LED and 16 static virtual LEDs.
e If multiple virtual LEDs are configured, their positions must not overlap.
4. The virtual LED appears on the video wall.
Figure 9-20: A Virtual LED Example

Welcome

o Automatic window alignment
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Table 9-9: Virtual LED Operations

Function

Description

a virtual LED

Adjust the position/size of

Drag the virtual LED to move it, or drag its border to resize it.

LED

Enable/disable a virtual

® Click D/E in its upper-right corner to enable/disable the virtual LED.

® Hover over the name below Virtual LED on the toolbar, and then click D/E
to enable or disable the virtual LED.

* Click []/E in the toolbar to enable/disable all virtual LEDs.

Edit Virtual LED

Click [Zd in the upper-right corner; or select the virtual LED, and then click [ on
the virtual LED toolbar.

Delete a virtual

LED

* Click in the upper-right corner; or select the virtual LED, and then click @
on the virtual LED toolbar.

* Click @ in the toolbar to delete all virtual LEDs.

Screen Control

Screen control is used to manage serial ports to turn on/off video wall screens.

Figure 9-21: Screen Control

1. Go to DX Video Wall > Screen Control.

2. Configure the parameters by referring to the table below.

Table 9-10: Parameter Descriptions for Screen Control

Category | Parameter Description
Serial Port | Serial port Port type. Choose COM1 or COM2.
Protocol Serial port protocol. Choose LIA, LIA-A or MODBUS.
Turn Turn On Screen | Turn on all the screens on the video wall.
?cr;/eg;f Turn Off Screen | Turn off all the screens on the video wall.

[ Note: If you set to turn off screens with a delay, the screens will turn off
automatically when the set time is over.

Turn On At

When enabled, the screens will turn on automatically at the set time.

[ Note: If the set time is earlier than the current time, the task will be
performed at the set time on the following day.
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Screens with
Delay

Category | Parameter Description
Turn Off At When enabled, the screens will turn off automatically at the set time.
[ Note: If the set time is earlier than the current time, the task will be
performed at the set time on the following day.
Turn Off Select the checkbox, and then input the countdown (unit: minute). Click Turn

Off Screen. The screens will turn off at the end of the set time.

[ Note: Clicking Turn On Screen will cancel the configured delayed
shutdown.

9.3.2 Multi-DC Video Wall

Add a video wall and configure video resources to be played on it. The video wall can be bound to output
channels of more than one decoder or video wall controller.

@ Note: You need to first add video wall controllers in Device Management and configure camera sequence

resource.

Add Video Wall

1. If no video wall has been created in the system, click | = SRS to create a video wall; otherwise, click

on the top of the right-side pane to add a video wall. Choose Multi-DC Video Wall.

Figure 9-22: With Existing Video Wall

MultipieWall

=2

N IEE T EE & &

2. Set the video wall name, size, organization, output format. The configured video wall appears in the pane

below.
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Figure 9-23: Add Video Wall

Add Videa Wall

deo Wall Size: | 5 . Organizatio Lcal Domam

3. Drag the unused channels from the left-side list to the right-side windows one by one. A video wall can be

created with channels of different video wall controllers.

Note:
Bind all channels with one-click: Select a video wall controller device on the left-side list, and then click

E in the lower-left corner. The idle channels of the device will be bound automatically to the video wall

windows. If some windows already have bound channels, the current bindings will be cleared. Click

to delete all bindings.
4. Click OK. The video wall is created.

@ Note:

You can click the arrow right to the video wall name to edit, close, or delete the video wall.

Window Operations

e Open window: Drag a camera or sequence resource from the left-side tree to the video wall to open a
window; or drag with the right button on the video wall to open a window.

® Close a window: Click in the window’s upper-right corner or click Close Window on the toolbar to close
the window.

Table 9-11: Other Toolbar Operations

Icon Description
Refresh the page.

.

Save the current video wall layout and video service (such as live video, sequence) as a
scene.

Choose a window layout: 1/2/3/4/5/6/7/8/9/10/13/16 windows.

E Stop the video in the window.

Adjust sound volume in the selected window.




Icon Description

M Start/stop live video in the selected window.

E/ '_i\ Lock/unlock a window. The position and shape of a locked window cannot be changed.

Enable/disable alarm linkage for the window.
Click to enable/disable alarm linkage for the selected window. When enabled, the

Q icon appears in the window's bottom-right corner, and live video from the linked

camera will play in the window when an alarm occurs. To disable alarm linkage, click
the icon again.

E> Note: You need to configure alarm-triggered live video for the video wall on the
configuration platform first.

Recording Switch live view to playback for the selected window, and then set search criteria as
shown below to search for the desired recording.

Close Window Close the selected window.

Play Video Resources on Video Wall

Table 9-12: Play Different Video Resources on Video Wall

Resource Operation

Camera e Play live video on video wall: Drag a camera to a video wall window; or click a
window, right-click the camera, choose Live View on Video Wall > Main Stream/
Sub Stream/Auto to start live video in the window.

e Playback on video wall: To play recordings of a camera in a video wall window,
click the window, right-click the camera and then choose Playback. In the pop-up
window, set search parameters and then click OK.

e Preview live video: Right-click a camera and choose Live Preview to view the live
video of the camera.

Camera sequence Drag a camera sequence resource to a window to start camera sequence.

Screen Control
Screen control is used to manage serial ports to turn on/off video wall screens.

Figure 9-24: Screen Control

1. Go to Multi-DC Video Wall > Screen Control.

2. Configure the parameters by referring to the table below.

94



Table 9-13: Parameter Descriptions for Screen Control

Category Parameter Description
Serial Port | Serial port Port type. Choose COM1 or COM2.
Protocol Serial port protocol. Choose LIA, LIA-A or MODBUS.

Turn On/Off
Screen

Turn On Screen

Turn on all the screens on the video wall.

Turn Off Screen

Turn off all the screens on the video wall.

[ Note: If you set to turn off screens with a delay, the screens will turn
off automatically when the set time is over.

Turn On At When enabled, the screens will turn on automatically at the set time.
[E> Note: If the set time is earlier than the current time, the task will be
performed at the set time on the following day.
Turn Off At When enabled, the screens will turn off automatically at the set time.

[ Note: If the set time is earlier than the current time, the task will be
performed at the set time on the following day.

Turn Off Screens
with Delay

Select the checkbox, and then input the countdown (unit: minute). Click
Turn Off Screen. The screens will turn off at the end of the set time.

[ Note: Clicking Turn On Screen will cancel the configured delayed
shutdown.

9.4 Smart Live View

View live videos and snapshots of Face Recognition, Vehicle Application, Multi-Target Detection, People Counting,
Door Access Control.

9.4.1 Smart Live View

Go to Video Application > Smart Live View > Smart Live View.

Allows users to view live videos of video channels under smart IPCs and NVRs, as well as access control devices.
The real-time snapshot data and alarms (face match records, vehicle match records, and person/motor vehicle/
non-motor vehicle data from multi-target detection) are displayed when playing smart live view.

Prerequisite

¢ Smart IPC/NVR have been added to the platform. See Device Management > Frontend Device.

¢ Face recognition/vehicle recognition/people counting/multi-target detection function have been enabled on

the device.

¢ Face Monitoring and Vehicle Monitoring tasks have been configured.

Play Live View

Double-click on a camera in the channel list to view the live view of the camera in a window.

@ Note:

® Up to 4 cameras' live view can be displayed at the same time. You can click - in the lower-left corner to
switch to 1/3/4 windows.

¢ To perform operations on the live view, see Live View Toolbar.

e Face comparison records, vehicle comparison records, and the multi-target detection results can be
reported after the Live View started.
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Data Display

The face comparison records, vehicle comparison records, person/motor vehicle/non-motor vehicle information
from multi-target detection are displayed on the right side. You can select the target type from the drop-down list
to filter data.

@ Note:

You can customize the attributes displayed on the card as needed. See Card Attribute.

Click Details in the lower-right corner of the snapshot to view more details.

9.4.2 Face Recognition

Go to Video Application > Smart Live View > Face Recognition.

You can view live videos of video channels under smart IPCs and NVRs, face recognition data reported by devices,
face match/not match alarms, important person alarms, real-time passing persons, and abnormal persons.
Prerequisites

e Smart IPC/NVR have been added to the platform. See Device Management > Frontend Device> Private Device.
¢ Face recognition function has been enabled on the device.

e Face Monitoring task has been configured.
On the Smart Live View page, click ~ and select Face Recognition.

Play Live View

Double-click on a camera in the channel list to view the live video of the camera in a window.

@ Note:

® Up to 4 cameras’ live videos can be displayed at the same time. You can click - in the lower-left corner
to switch to 1/3/4-window.

¢ To perform operations on the live view, see Live View Toolbar.
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23

Snapshots Records

The real-time face snapshots are displayed under the live view window.

¢ Click a snapshot to view more details.

snapshol

\&dd to Face Library

® For a stranger's snapshot, hover the mouse over the snapshot and click -} to add the stranger to Face
Library.

e Click More to redirect to the page and search the snapshots by attributes.

Alarm Records

The real-time face comparison records are displayed on the right side. You can select criteria from the drop-down
list to filter match/not match alarms.

¢ Click Details to view more details.
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Details

Snapshot Match Alarm Info

® For a stranger's snapshot, hover the mouse over the snapshot and click -} to add the stranger to Face
Library.

* Click [F in the upper-right corner to redirect to the Face Search page and search the snapshots by events.

Related Operation

You can customize the attributes displayed on the snapshot record and alarm record cards as needed. See Card
Attribute.

9.4.3 Vehicle Application

Go to Video Application > Smart Live View > Vehicle Application.

You can view live videos of video channels under smart IPCs and NVRs, vehicle recognition data and speeding
alarms reported by devices, match/not match alarms by monitoring task, real-time passing vehicles and
abnormal vehicles, as well as open gate manually.

Prerequisite
¢ Smart IPC/NVR have been added to the platform. See Device Management > Private Device.

¢ Vehicle recognition function has been enabled on the device.

e The pre-registered vehicle list and forbidden vehicle list have been configured. See Parking Mgt-Vehicle
Management.

¢ Speeding rules have been configured for speeding alarms. See details in Configure Alarm Rules.
On the Smart Live View page, click ~ and select Vehicle Application.

Play Live View

Double-click on a camera in the channel list to view the live video of the camera in a window.

@ Note:

® Up to camera's live videos can be displayed simultaneously. You can click - in the lower-left corner to
switch to 1/3/4 windows.

¢ To perform operations on the live view, see Live View Toolbar.

* To manually open/close the gate, click on the toolbar, or right-click the camera to select Open Gate
/ Close Gate.
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£ wwe kB2

Snapshots Records
The real-time vehicle snapshots and vehicle plate images are displayed under the live view window.

¢ Click a snapshot to view more details.
Details A

Snapshot Info

fiad to Vehicle Library

Cancel

Previous

® For an unknown vehicle's snapshot, hover the mouse on the snapshot and click 4 to add the unknown
vehicle to the Vehicle Library.

* Click [F in the upper-right corner to redirect to the Motor Vehicle Search page and search the snapshots by
attributes.
Alarm Records

The real-time vehicle comparison records are displayed on the right side. You can select criteria from the drop-
down list to filter match/not match alarms and speeding alarms.

¢ Click a comparison record to view more details.
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Snapshot Mot Match Alarm Info

Add te Viehicla Library

el

For an unknown vehicle's snapshot, hover the mouse on the snapshot and click 4 to add the unknown

Previous

[ ]
vehicle to the Vehicle Library.

¢ Click More to redirect to the Motor Vehicle Search page and search the snapshots by events or by violation.

Related Operation

You can customize the attributes displayed on the snapshot record and alarm record cards as needed. See Card
Attribute.

9.4.4 Multi-Target Detection

Go to Video Application > Smart Live View > Multi-Target Detection.

View the live videos of the video channels under the smart IPC/NVR and the motor vehicle/non-motor vehicle/
pedestrian/face recognition data reported by the device.

Prerequisite
e Smart IPC/NVR have been added to the platform. See Device Management > Private Device.

e Multi-target detection function has been enabled on the device.
On the Smart Live View page, click ~ and select Multi-Target Detection.

Play Live Video

Double-click on a camera in the channel list to view the live video of the camera in a window.

@ Note:

® Upto 4 live video windows can be displayed at the same time, you can click - in the bottom left corner
to switch to 1/3/4 windows.

¢ To perform operations on the live view, see Live View Toolbar.
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Snapshots Records

The latest pedestrian/motor vehicle/non-motor vehicle snapshots are displayed below the live view window. The
latest face snapshots are displayed on the right side.

@ Note:

You can customize the attributes displayed on the card as needed. See Card Attribute.

Click a snapshot, or click Details in the lower-right corner to view more details.

9.5 Media Configuration

Go to Video Application > Media Config.

Configure live, playback stream, snapshot, recording and PTZ parameters.

@ Note:

e B/S media configuration is globally effective, while C/S media configuration is effective only on the
current login PC.

e B/S and C/S media configurations do not affect each other; i.e., B/S configuration affects only B/S
services, not C/S services.
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9.5.1 Video

Video Application > Media Config > Video: Configure live and playback stream parameters.

| videa Parameters

Stream Service Selection Policy

Strearn Transmission Protocol

Playback/Download Service Policy

Recording Playback Transmission Protocol

Auto-Switch to Sub Stream

Packets Reordering

Anti Packet Loss

GPU Decoding

| Intelligent Mark

Intelligent Mark (
| Playback Preview

Playback Preview @
Parameter Description

Stream Service
Selection Policy

For live view streams:

¢ Adaptive: The system selects the appropriate stream selection policy based on the

actual network conditions and server's forwarding capacity.

¢ Direct Connection Priority: Streams from encoders are preferably sent directly to
the client without passing through the server, reducing the server's forwarding
load.

Stream Transmission
Protocol

For live view streams:

¢ When the Stream Service Selection Policy is set to Adaptive, then the Stream
Transmission Protocol must also be set to Adaptive. The system will select the
appropriate transmission protocol based on the network conditions and the
encoder's configuration.

e When the Stream Service Selection Policy is set to Direction Connection Priority,
then the Stream Transmission Protocol can be set either TCP or Follow Device.

e TCP: (the encoder's transmission protocol must be set to TCP) Offers better

video smoothness but may have some delay. It is recommended to choose it in

poor network conditions to ensure the complete reception of streams.

¢ Follow Device: Uses the same transmission protocol as the encoder.

Playback/Download
Service Policy

For playback/download streams:

e Adaptive: The system selects the appropriate service policy based on the actual
network conditions and server's forwarding capacity.

e Direct Connection Priority: Streams are sent directly to the client without passing
through the server, reducing the server's forwarding load.

Recording Playback
Transmission Protocol

For playback streams:

e TCP: Offers better video smoothness but may have some delay. It is recommended

to choose it in poor network conditions to ensure the complete reception of
streams.

e UDP: Offers better real-time performance but may result in frame loss.
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Parameter

Description

Auto-Switch to Sub
Stream

When the number of windows exceeds the set value, the main stream automatically
switches to the sub stream. Valid range: 1-64.

Packets Reordering

When enabled, the system will automatically detect and reorder any out-of-order
streams. Generally, reordering improves the image quality and smoothness, though
there might be a slight delay.

Anti Packet Loss

Packet loss can affect audio and video quality. If you encounter issues such as image
stuttering in live videos, we recommend enabling this function, though there might be
a slight delay.

GPU Decoding

When enabled, live videos and recordings are decoded using the GPU of the current
login PC, which reduces CPU load and improves the number of decoding channels and
video smoothness.

[ Note:

e The PC must be configured with an Intel or NVIDIA graphics card; AMD
graphics card is currently not supported.

¢ Enabling both GPU decoding and intelligent mark simultaneously may affect
the overlay of intelligent marks on live video.

Intelligent Mark

When enabled, the target detection box(es) of intelligent detection will be overlaid on
the live video.

[ Note:

The camera side needs to enable perimeter defense, mixed traffic detection, face
recognition, and vehicle recognition functions.

Playback Preview

When enabled, you can preview the playback thumbnail on the recording playback
timeline.

9.5.2 Snapshot

Video Application > Media Config > Snapshot : Configure the snapshot mode and parameters.

| Snapshot Parameters

Continuous Snapshot Interval 1 Second

Continuous Snapshots

Snapshot Format

3 snapshot(s)

® JPG PNG

Parameter

Description

Continuous Snapshot
Interval

Time interval between two snapshots.

Continuous Snapshots

Number of snapshots to take every time.

Snapshot Format

Set the format of snapshots, JPG or PNG
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9.5.3 Recording

Video Application > Media Config > Recording : Configure recording format (ts or mp4).

| Local Recording
Local Recording Format ts
| Downloaded Recoding

Downloaded Recording Format  ts

9.5.4 PTZ

System Config> Media Service Config > PTZ Mgt : Configure PTZ control parameters.

PTZ Release Configuration

PTZ Release Time(s): 300

Confirm

Preemption Policy Configuration
PTZ Services: Last-Come First-Served
Confirm

e PTZ release time: When the PTZ without being operated for a specified release time and enters the
idle status, any user can control it without preemption, and the originally locked PTZ will be unlocked
automatically.

e Preemption policy configuration: When multiple users attempt to operate the same PTZ simultaneously, the
system determines the preemption strategy based on user priority and the order of operations.

10 Room Management

Go to Basic Config > Community Mgt.

Manage the information of rooms and residents in the community. By establishing a community information file,
you can quickly learn about the rooms and residents in the community and improve the efficiency of community
management.
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Community Mgt

Phase

7
Building

b
Unit

RV
Room

Owner %

Family Member

Tenant 8:?}

Community Room Management: Add phases/buildings/units/rooms to the community according to the actual
occupancy situation. You can also edit or delete community information here.

Resident Management: Associate residents with rooms based on their occupancy status (owner/family
member/tenant).

10.1 Community Room Management

Add phases/buildings/units/rooms to the community according to the actual occupancy situation. You can also
edit or delete community information here.

Go to Basic Config > Room Mgt.

Community =+ Add

-
;‘.

Mo rooms

10.1.1 Add Room

1. Click Add Now. A page as shown below appears.
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2. Enter the community name, phase(1-20), phase name, building number range (1-99), units per building
(1-99), floors above ground (1-99), underground floors (0-99) and rooms per floor (1-99).

@ Note: Up to 5000 rooms can be added in total.
3. Click OK.

10.1.2 Manage Room

View the added rooms in the room list.

[} Batch Add = cht:I Phases 1 Total Buildings, 5 Tetal Units: 5 Total Booms 25 Total Residents: .I Community Roeow Siatistics
2 [unts Total Aocens: § Total Bazidents 3| Room Statiztics Selected Range
Community
Room { T &} Add Resident 5 Add from Personne
RaperiOwner Fil Mary Family Me.. ? ThornssTenant
fal Male Male
it 42 W e L o E oo o Eo
7 AddEdirDelets o Imag Ne Image Ne Image

e Community room statistics: View the total number of phases, buildings, units, rooms, and residents in the
community.

e Room statistics in selected range: View the total number of rooms and residents within the selected phase/
building/unit.

e Edit name: Hover the mouse over a community/phase/building/unit/room name, and click ./ to edit the
name.

® Add phase: Hover the mouse over a community and click + to add a phase and its subordinate level within

the community.

® Add building: Hover the mouse over a phase and click + to add a building and its subordinate level within

the phase.

® Add unit: Hover the mouse over a building and click 4 to add a unit and its subordinate level within the

building.

® Add room: Hover the mouse over a unit and click 4 to add a floor and a room within the unit.
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¢ Delete community/phase/building/unit: Hover the mouse over a community/phase/building/unit and click
[ to deleteit.

e Delete room: Select room(s), click [7] , and then confirm to delete the selected room(s).
Note:

Deleting a room will remove the room information of personnel associated with it, but it will not delete the
personnel themselves.

10.2 Resident Management

Associate residents with rooms based on their occupancy status (owner/family member/tenant).

@ Note:

e Each room can be associated with up to 10 residents, with only one resident can be specified as the
owner.

e A person can be associated with multiple rooms (no upper limit) and can be an owner, a family member,
or a tenant in different rooms simultaneously. However, a resident cannot be associated with a room
using different identities.

You can add residents using any of the following 3 methods.
| [+} Batch Add | = . Total Phases: 1 Total Buildings: 5 Total Units: 10 Total Rooms: 60 Total Residents: 3

Import Residents Unit 1 Total Rooms: 6 Total Residents: 2

| 't 1 ]
mport Image Room 1 & Add Resident | = Add from Personnel

Export Termplate Dieas= ehter kevwords =

¢

1E107

= Building 1 icans Tl

10.2.1 Add Manually

You can enroll resident information, including identity information, room information, face image, vehicle
information, and card.

1. Select a room and click Add Resident. A page as shown below appears.

Add Resident X

Resident Info
* Name
Face Image
Mcbile Phone
Vehide Info
Card Email Address
Gendzr (@) Male Female Unknowr

ID Card Number | Fassport >

I Room Information
- Add
* Room - i
Room 1 (PR L .
* Resident Type Owner
® Cenot Mg INDIE AT A4 =

SaveflContinue | “ Cancel

2. Complete the resident information.
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Item Description

Identity Info Name (required), mobile phone number, email address, ID number (choose the ID
type from the list, and then input the ID number), and gender.

Room Info e Room: Select a specific room.
¢ Resident type: Owner, family member, and tenant.
e Start date: Cannot be earlier than the current time.

e Expiration date: Cannot be earlier than the start date. Required for tenants;
optional for owners and family members. No expiration date selected means
permanently valid.

If the resident has multiple rooms, you can click Add to add more room information.

3. (Optional) Upload the resident's face images.

@ Note:

Image verification is enabled by default. To disable it, see Face Image Verification.

Click Add Photo. Choose a way to add photos:

Face Image

¢ Upload: Select a photo of the person from the PC and upload it.

¢ Take a photo: Select a camera to view its real-time screen on the PC. Click Take a Photo to capture the
current frame. Click OK to save the photo, or click Retry to take another one.

Camers HIK 2K Camera

Take a Photo

@ Note:

¢ Please first enable HTTPS and log in via the HTTPS protocol before taking photos.

e The camera device supports USB cameras and the built-in camera of the computer. If you are using
a USB camera, connect it to the PC in advance.

* Remote collection: Select a face recognition access control device and click Remote Collection. After
the device completes face collection, you can check the collected photo on the client. Click Re-Collect if
necessary, or click OK to complete the collection.
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Remote Collection

@ Note:

Only some access control devices support remote collection.

4. (Optional) Add the person's vehicle information. Up to 6 vehicles are allowed per person.

(1) On the Vehicle Info tab, click Add.
I Vehicle Info
+ Add

Vehicle1 1]

(2) Enter the license plate number and select a validity period.

Note:
Vehicles added/edited/deleted here will be automatically synced to Parking Mgt > Authorized Vehicle.

To sync vehicles to devices, see operations in Vehicle Data Sync. Only vehicles within the validity
period can access the gates at the entrance and exit.

5. (Optional) Add card information.
(1) Go to the Card tab.
I Card information  Pi=as

|- Add (¢ Start % Configure Card -

Commen Card

Card Verficatior

(2) Click Configure Card Enrollment, and configure parameters as needed. (It only needs to be configured
once and card information can be then read for multiple people.)
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Read
Mode

Description

Local

Connect the card enroller to the PC’s port, and then place the card on the enroller to read/

enroll it.
[ Note:

On the PC, right-click Computer, select Manage> Device Manager > Ports (COM & LPT),
and check for the USB Serial Device (COMX), where X is the serial port number.

Common

Card

Common card supports card reading only.
1. Connect the card enroller to the PC's port.
2. Select the card enroller model: (O)EC-W1D-EMC or (O)EC-W2D-M.

3. To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.

[E Note:
The configuration card is used to send the common card information to the
general access control device/access controller.

MIFARE
Card

MIFARE card supports card reading and enrollment. And you can also encrypt
sectors to prevent from data leakage.

Card Enrollment Corfig

Read Mode ®) loca Remote

MIFARE Card

Serial Port for Can. | Serial Port?

Configuration Card Sync Configuration Card) (7

1. Connect the card enroller to the PC’s port.

[E> Note:
Only (O)EC-W2D-M supports reading the MIFARE card. So you don’t need to
select the card enroller model.

2. Card encryption configuration: Enter the card’s old key and sector number to
encrypt the specified sector. To change the key, please enter the new key.

3. To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.

[ Note:
The configuration card is used to send the encryption card information to
the general access control device/access controller.

Remote

Select an access control device as collection device, and then swipe a card on it to read the

card.
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Read Description
Mode

[ Note:
This feature is only available to certain access control devices. Please refer to the actual
interface.

(3) Click Add to add cards.
@ Note:
Up to 8 cards can be added. The number of cards supported may vary with device; if the device's
capacity is less than the number of cards an individual has, only a portion of the cards can be synced
successfully.

Parameter Description
Card Verification e Common Card: Can open doors with access permissions normally without
Type triggering an alarm.

e Duress Card: Can open doors with access permissions normally while
simultaneously triggering a duress alarm.

Card Number Read or enroll the card.

[ Note:
Preparation: (Local)Place the card on the card enroller; (Remote)Swipe the
card on the access control device.

e Read card: Click Start to read the card.

¢ Enroll card (only when the MIFARE card is read locally): Enter the card number
manually and then click Start; or, click Start to read the physical card number.

Card Password Only cards for general access control devices need to be configured with a card
password. Card Password is hidden by default. You can enable it in Function
Switch.

6. Click OK to finish or click Save&Continue to add more resident information.

10.2.2 Add from Personnel

Select persons from Person Library and add them as residents.
1. Select a room and click Add from Personnel. An Add Resident page appears.
2. select residents from the left person list and click 3> to add them to the selected list.

Note:
Up to 200 people can be displayed for each department. People not displayed can be found by search,
with up to 200 displayed.
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Person (1) Selected(2)
- Resident
ﬂ dalt AA flams Diepartment Start Date Expiration Date
- [Pl .
aa DD = =
- Al dept Cwner  ~ 2024-08-20 = Please seleci=
e C
2 B8 dept Tenant -~ 2024-08-20 = 2024-08-31 =

3. Select the resident type, start date, and expiration date for each person.
[®) Note:

e Start date: Cannot be earlier than the current time.

e Expiration date: Cannot be earlier than the start date. Required for tenants; optional for owners/
family members. No expiration date selected means permanently valid.

e Modifying the start/expiration date will be automatically synced to the person's Validity Period, while
modifying the person's validity period not affect start/expiration date.

4. Click OK.

10.2.3 Add in Batches

Import residents in batches using a template.

1. Prepare a template.
(1) Click the drop-down arrow next to Batch Add and select Export Template.

I

LY B | C il E B 13 H | I | B L
Hame (Roquird Mobile Number [Email ﬂID Card Numboer|Phase Name |Building Wame |[nit Name Room No ([Resident Type |Start Date ExpirationDate
202WLLAT

thangzan k] LLIEEE aboda row  ITENEEEMMINNERENNY  Sreged Foilding Unitl ot L 202311416

& | [

(2) Complete the resident information in the template and save it.

(3) Name the resident images based on this format: Mobile Phone Number_No..jpg (e.g. 123456_3.jpg). Up to
6 images are allowed per resident. And then package all images into a .zip format file.

2. Import the template.
(1) Click the drop-down arrow next to Batch Add and select Import Residents.

(2) Click Upload File and select the modified template file from local.

Batch Import

T
1
u

m

51

[

Upload File | Only XLSX files allowed

(3) Click OK.
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@ Note: If the import failed, please modify the content according to the error message.
3. Import images.
(1) Click the drop-down arrow next to Batch Add and select Import Image.

(2) Click Upload File and select the prepared compressed package (.zip) from local.

Batch Import

Please select the file to import.

T, Upload File

(3) Click OK.

@ Note: If the import failed, please modify the content according to the error message.

10.2.4 Manage Resident

Select a room to view the residents under it. The displayed resident information includes name, resident type,
gender, mobile phone number, number of images, image feature extraction status, number of cards, and the
expiration date.

[l Batch Add | - Total Phases: 1 Jotal Bulldings: 5 Total Units: 10 Total Rooms: 60 Total Residents: 3
Init 1 Total s & Total Residents:
Community Unit otal Roo & otal Residents: 3
Piease.cRler seyWors Roem + {5} Add Resident - Add from Personnel
ANR o s
Zan AA (Owrer) 2 BB (Tenant) 2 CC (Famiby . &
ikl 1F-102 5 Male ¥5 Female W Wale
Unit + [ s BHoao 2o Bt L B oo
Unit2 ® Mo lmage S @ Nelmage P Mo Image
I D 2024/08/31

¢ Unlink: Select a resident and click Delete to remove the resident from the room.
e Edit: Click /# inthe card’s upper-right corner to modify the resident information.

e Re-extract: Select a resident and click Re-extract to re-extract the feature from the resident image.

11 Personnel Management

Go to Basic Config > Personnel Mgt.

You can manage long-term residents within the area, such as company employees, residential community
inhabitants, school faculty and students, allowing functions like access control permissions management and
attendance management.

e Department Management: Create departments according to the actual organization structure to manage
personnel in different groups.

¢ Personnel Management: Add person information to departments one by one or in batches, including the
basic information, room information, face image, vehicle information, card, Custom Attribute, etc.
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11.1 Department Management

You can create departments according to the actual organization structure to manage personnel in different
groups.

By default, there is a root department which cannot be deleted, but can be renamed. New departments are
added under the root departments.

@ Note: Up to 10 levels of departments are allowed.

Add a Department

Click 4 for the department, input the department name and then click OK, a sub-department will be added.

Department
e k:le:;l.-.i:: =
Add Department X
* {3} dept 5
i dept3 + £ T
=3 deptl * Department
55 depi2

Import Departments
Import departments in batches using template.

1. Click Import, select Import Departments, download the spreadsheet template.

Department

Person ID Marme
Please enter keywords
Plate Number
- Qdel:-r
™ Department! -+ £ =
BE Department? -+ Add ] Delsts ange Depart o Import | = T, Export ~
= Department3 . A _ A A
N Person 1D + Mame » Gender Import Departments -
Department5
0o Daniel Mal
anie == Import Personnel Info
00z Matth.., Male
Import Face Photo
003 Susan Female ) .
Import frem Child Demain
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Import Departments X

1. Download the template and then fill in information following the e

xample.

) download template

2.Please select the file to import.

(T3 Upload File

Lo

nded to import no more than 1000 items at a time.Only XL5X file

2. Fill in the departments to be imported in the template. Fields marked with an asterisk (*) are mandatory.

[®) Note:
It is recommended to import no more than 1000 entries at a time, otherwise the import may be very
slow.

[+

3. Click 2, upieadrite , upload the completed template.

—

4. Click OK to complete the import.

Rename Department

Click # for the department to change its name. After editing, click OK to save it.

Delete Department

Click 7] for the department to delete it.

@ Note: Cannot delete the root department and departments containing sub-departments or person.

Refresh Department

If a department was modified on another client, the department information displayed on this page may not
update automatically. Please click { * next to the root department name to refresh manually.

11.2 Add Person

Add person information to departments one by one or in batches, including the basic information, room
information, face image, vehicle information, card, Custom Attribute, etc.

Note:
Residents added in Resident Management will be automatically synced to the root department.

11.2.1 Add in Batches

Import personnel information and face photos in batches.
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Department

Person ID Mame
Plate Number
N "_:‘ dept
Department! —+— 2 .
-+ Add - &, Import |- T, Export ~
) ) Person ID = Name Gender = Import Departments =
021 Daniel Male
Import Personnel Info
002 Matth Male
Import Face Photo
003 Susan Female
Import from Child Domain

Import Personnel Information

Import personnel information in batches through templates.

1.

5.

To download the default template, click Import > Download Template.
Import Personnel Information *

1. Download the template and then fill in information following the e
xample.

) download template

2.Please select the file to import.

Ty Upload File

In the template, enter the person information that you want to import. Fields marked with an asterisk (*) are
required.

@ Note:
It is recommended to import no more than 1000 entries at a time, otherwise the import may be very
slow.

In the Batch Import dialog box, click Upload File to select the file.

(Optional) Select Overwrite Duplicate Data. When an employee ID already exists, the corresponding
employee's information will be overwritten and updated.
If not selected, the import will fail if the imported employee ID duplicates an existing employee ID.

Click OK.

Import Face Photos

Batch import face photos using a .ZIP file.

1.

Name the photos as Person ID_No..jpg. Up to 6 photos are allowed per person. And then pack all photos into
a .ZIP file.

Select a target department from the left-side department tree, and then click Import > Import Face Photo.
Click Upload File to upload the ZIP file.
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Batch Import Photos X

Please select the file to import.

|i. Upload File Please import a .zip file no larger than 500ME

4. Click OK.

11.2.2 Add One by One

Select the target department from the left-side department tree, and click Add. Enroll the person's basic
information, room information, face image, vehicle information, card, etc., set access permissions, add persons to
the face library, and then click OK.

Basic Information

Add X

Baszic information
I Basic Information

Room Information

Vehicle Info

I ®Byspnciniied Ty G sonne
Carg ersaninel Typs ammon Personnel

Permission Group D-Card Mumiber Passport

o by Visit Validity Period | Permanently Valid
Lale o :
Gender (8] Male Femals Unknown
viobile Phone Nu
Nenarrmeant deot
Parameters Description

Identity Information | Enter the person ID (letters/digits/underscores/hyphens), name and other information
as needed.

Personnel Type e Common Personnel: Access permissions are determined by their permission groups
and verification rules.

e Super Personnel (applies only to access controllers): Can access doors they have
permission for, bypassing restrictions like keep closed, anti-passback, interlocking
(excluding multi-factor authentication); verification will fail for doors that they have
no permission.

¢ Unauthorized Personnel (applies only to access controllers): Cannot access any
door. Verification attempts on a door they have permission for will not unlock the
door but will trigger an unauthorized access alarm; verification will fail for doors
that they have no permission.

ID Card Number Select the ID type from the list, and then input the ID number.
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Parameters Description

Visit Validity Period The visitor can access with card, face recognition, or password only within the set
period.

e Only within the validity period can the credentials (face, card, password, etc.) be
successfully verified on authorized access control devices.

e After the validity period expires, even if the visitor has access permission,
verification will not succeed. If the access control device is also used for recording
attendance, no attendance records will be generated (except pass-thru records).

[ Note:
You can choose Permanently Valid, 1 Day, 7 Days, 30 Days or Custom.
When custom validity period, the earliest start time of the visit validity period is
00:00 on the current day, the latest end time must be later than the start time.

Extend Door Opening | (Applies only to access controllers)

Time Upon successful verification on a door with access permission, the door opening time is
three times the door opening time set on the access controller, facilitating the passage
of people with mobility impairments.

Door Opening Door opening passwords can be generated automatically or entered manually.
Password After a door opening password is set, the person can use the password to access
specified doors configured in Access Permission Config.

Others Configure Custom Attribute as needed.

(Optional) Room Information
1. Click Add in Room Information.

2. Then complete the information. Rooms are created in Room Management.

1 Adc

*Wows-in Diste 2024-05-11

Note:
Modifying the move-in/expiration date will be automatically synced to the person's Validity Period, while
modifying the person's validity period not affect move-in/expiration date.

(Optional) Face Image

@ Note:

Image verification is enabled by default. To disable it, see Face Image Verification.

Click Add Photo. Choose a way to add photos:

Ear
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e Upload: Select a photo of the person from the PC and upload it.

e Take a photo: Select a camera to view its real-time screen on the PC. Click Take a Photo to capture the current
frame. Click OK to save the photo, or click Retry to take another one.

Camers HIK 2K Camera

Take a Photo

@ Note:

e Please first enable HTTPS and log in via the HTTPS protocol before taking photos.

e The camera device supports USB cameras and the built-in camera of the computer. If you are using a
USB camera, connect it to the PC in advance.

¢ Remote collection: Select a face recognition access control device and click Remote Collection. After
the device completes face collection, you can check the collected photo on the client. Click Re-Collect if
necessary, or click OK to complete the collection.

Remote Collection

Collection Dayice | 2161R 180,244

@ Note:

Only some access control devices support remote collection.

After the photo is uploaded, the feature extraction status is Not Extracted. Features will be extracted after saving
the information.

(Optional) Vehicle Information
Add the person's vehicle information. Up to 6 vehicles are allowed per person.

1. On the Vehicle Info tab, click Add.
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I Vehicle Info
-+ Add

Vehicle1 ]

2. Enter the license plate number and select a validity period.
Note:
Vehicles added/edited/deleted here will be automatically synced to Parking Mgt > Authorized Vehicle. To
sync vehicles to devices, see operations in Vehicle Data Sync. Only vehicles within the validity period can
access the gates at the entrance and exit.

(Optional) Card Information

Supports reading and enrolling cards.

1. Go to the Card tab.
I Card Info

- Add () Start % Configure Card Ev

Commen Card

2. Click Configure Card Enrollment, and configure parameters as needed. (It only needs to be configured once
and card information can be then read for multiple people.)

Read Description

Mode

Local Connect the card enroller to the PC’s port, and then place the card on the enroller to read/enroll
it.
[ Note:

On the PC, right-click Computer, select Manage> Device Manager > Ports (COM & LPT), and
check for the USB Serial Device (COMX), where X is the serial port number.

Common | Common card supports card reading only.

Card (1) Connect the card enroller to the PC's port.

(2) Select the card enroller model: (O)EC-W1D-EMC or (O)EC-W2D-M.

(3) To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.
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Read Description
Mode

& Note:
The configuration card is used to send the common card information to the
general access control device/access controller.

MIFARE | MIFARE card supports card reading and enrollment. And you can also encrypt sectors
Card to prevent from data leakage.

Card Enrollment Config

Read Mode ®) Loca Remote
Cerd Type MIFARE Card
Serial Port for Car.. | Serial Portd
I C acryption Config
{Kay  eessssasensn
w Kay
& 10

Configuration Card  Sync Configuration Card| ()

(1) Connect the card enroller to the PC’s port.

[ Note:
Only (O)EC-W2D-M supports reading the MIFARE card. So you don’t need to
select the card enroller model.

(2) Card encryption configuration: Enter the card’s old key and sector number to
encrypt the specified sector. To change the key, please enter the new key.

(3) To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.

[ Note:
The configuration card is used to send the encryption card information to the
general access control device/access controller.

Remote | Select an access control device as collection device, and then swipe a card on it to read the card.

[ Note:
This feature is only available to certain access control devices. Please refer to the actual
interface.

3. Click Add to add cards.

Note:
Up to 8 cards can be added. The number of cards supported may vary with device; if the device's capacity
is less than the number of cards an individual has, only a portion of the cards can be synced successfully.

Parameter Description
Card Verification e Common Card: Can open doors with access permissions normally without
Type triggering an alarm.

e Duress Card: Can open doors with access permissions normally while
simultaneously triggering a duress alarm.

Card Number Read or enroll the card.
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Parameter

Description

E> Note:
Preparation: (Local)Place the card on the card enroller; (Remote)Swipe the card
on the access control device.

e Read card: Click Start to read the card.

e Enroll card (only when the MIFARE card is read locally): Enter the card number
manually and then click Start; or, click Start to read the physical card number.

Card Password

Only cards for general access control devices need to be configured with a card
password. Card Password is hidden by default. You can enable it in Function Switch.

(Optional) Permission Group

Assign access permissions to personnel. Permission groups are created in Access Permission Config.

Click and then select the permission group.

Aecess Permi

Permission Group

22

Selected(1) £y Clear

Public Door Permission Gro... # Public Door Permission Gro...

“ I:a nce'

(Optional) Face Library

Add face photos to a face library for monitoring. Face libraries are created in Face Library Management.

Select a face library from the drop-down list.
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Face Library11

Face Library10

Face Library9

Face Library7

11.2.3 Get Personnel from Device Side

You can retrieve person information from access control devices to the platform.

@ Note:

e This function is available on certain devices only. Please refer to the actual interface.
e Successfully retrieved person information will be deleted from the device.

e During the import process, the platform compares personnel names. If the device contains information
about a person not listed on the platform, the platform will automatically create a new personnel entry. If
both the device and the platform have information about the same person, the person information from
the device will overwrite the existing information on the platform.

1. Click Get Personnel.
2. In the pop-up window, select the access control device(s) for sync and click OK. The person information will be
synchronized from the device side to the platform.

' : Impart = More =
+ Add o, Import T, Export = More
Parson D % Name = Gender = Departm... = DC% Get Parsonnal
oA
Get Personnel
*Select Device Salect ¥

11.3 Personnel Management

You can search, edit, delete, assign persons, and export person information.

gt PuanD e 1BCare . Tt | AL

e Search: Set person ID, name, ID card number, feature extraction status as needed, and then click Search.

Note:
You can also set Custom Attribute as search criteria. Click Search Criteria Config, select up to 10

attributes, and then click OK to add them as search criteria.

e Edit person: Click /# inthe Operation column to edit the person information.
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e Delete person: Select person(s) to be deleted and click Delete, or click 7] in the Operation column.

¢ Change department: Select the department on the left-side department tree, select the person(s) on the
right, and then click Change Department to move the person(s) to another department.

e Export: Select the department on the left-side department tree, click Export and select Export Personnel Info
or Export Personnel Info and Images.

* Re-extract: If the extraction fails, select person(s) and click More >Re-extract.

e View card information: Click the number in the card information column to view the card type and card
number.

Card Information(2card(s)) X

I Card Information

= Cardl m= Card2

12121212 11111111

e Batch modify person access validity period: Click More >Access Validity Period to modify the access validity
period for multiple persons in batches.

Modify Access Validity Period X

Mote: No personnel selected. The current configuration applies to all retrieved personnel (total: 2 people).

Visit Validity Period (@) Permanently Valid Custom

¢ If no persons are selected, the validity period of all found persons will be modified by default.

¢ If specific persons are selected, only the validity period of the selected persons will be modified.

11.4 Custom Attribute

You can add custom attributes as supplements to person information. These custom attributes are displayed
when adding, viewing, and modifying person information.

Add Attribute

1. Click More > Custom Attribute above the personnel list.

€ Custom Aftrioute
+ Add

Attritnite Mame fAaguied Ciperation

2. Click Add. Set the parameters by referring to the table, then click Save.

Item Description
Attribute Name Enter the custom attribute name.
Attribute Type Choose one of the following type:

¢ Text Box: When adding person, you need to manually enter the attribute
information.
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Item Description

¢ List (single-choice): You can add multiple options and set a default option for
the attribute. When adding person, you can choose only one option from the
preset options.

Result:

t= Ty, | List {single-choice) . F

e List (multiple-choice): You can add multiple options and set a default option for
the attribute. When adding person, you can choose multiple options from the
preset options.

. | €

Ty... | LSt {mistiple-chaice) . Result

Required If enabled, the attribute must be completed to submit the person information.

Other Operations
e Edit attribute: Click . for the attribute to modify it. (Note: The attribute type cannot be changed.)

* Delete attribute: Select attribute(s) to be deleted and click Delete, or click [ii] in the Operation column.

12 Visitor Management

Go to Access&Attendance> Visitor Mgt.

Visitors are those who temporarily need access to a restricted area. The platform provides a comprehensive
service for visitors, from pre-registration to sign-out.

e Pre-register the visitor information and assign temporary access permissions to them. Visitors can then enter
the specified area within the validity period using face recognition or card swiping. After passing through an
access control device, a visitor record is automatically generated.
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e When visitors leave, they can be signed out manually by an admin or automatically by the system after their
access end time, generating a sign-out record. Upon sign-out, the visitor’s access permissions are cleared,
ensuring prompt data updates.

e Search visit and sign-out records of visitors to manage visit information.

e Monitors whether visitors enter authorized areas during authorized time. If not, an unauthorized area access
alarm or an unauthorized time access alarm will be reported.

12.1 Registration

Register visitor information and assign access permissions.

Go to Visitor Mgt > Registration.

@ Note:

You can also enroll the visitor information on the UNV Guard app. Please refer to the user manual of the app.

12.1.1 Register Visitor

Click Add to register the visitor information (identity information, card information, image, license plate number,
Custom Attribute, etc) and associate access permission groups and access time, and then click OK.

Basic Information

Basic Info I Basic Info
Face Image - o
Card
Access Time Custom -
2025-08-06 00:00:00 - 2025-08-31 23:59:59 =
1D Mumber Passport

RESE{ “ C ARES

1. Complete the required information (fields marked with an asterisk *) for the visitor.

2. Select the access time (1 Day, 7 Days, 30 Days or Custom) and the permission groups. The permission groups
set which doors the visitor can access and need to be created in advance (see Access Permission Config).

3. (Optional) Select the ID type from the list, and then input the ID number.

4. (Optional) Add the visitor's vehicle information. One visitor can only be associated with one vehicle.

Note:

Vehicles added/edited/deleted here will be automatically synced to Parking Mgt > Authorized Vehicle. To
sync vehicles to devices, see operations in Vehicle Data Sync. Only vehicles within the validity period can
access the gates at the entrance and exit.

5. (Optional) Authorize area(s) for the visitor. An alarm will be triggered if the visitor enters an unauthorized
area.
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@ Note:
e Select smart NVR's video channels and smart IPCs as the authorized area.

¢ If an authorized area is configured, you must add a visitor photo. This photo will be used by smart
devices to compare with the captured image to determine the visitor's permissions.

e After configuring the authorized area, you need to configure an Area Monitoring task for unauthorized
access monitoring.

6. (Optional) Configure Custom Attribute as needed.

(Optional) Face Image

Note:
Image verification is enabled by default. To disable it, see Face Image Verification.

Click Add Photo. Choose a way to add photos:

Face Image

¢ Upload: Select a photo of the person from the PC and upload it.

¢ Take a photo: Select a camera to view its real-time screen on the PC. Click Take a Photo to capture the current
frame. Click OK to save the photo, or click Retry to take another one.

Camers HIK 2K Camera

@ Note:

e Please first enable HTTPS and log in via the HTTPS protocol before taking photos.

e The camera device supports USB cameras and the built-in camera of the computer. If you are using a
USB camera, connect it to the PC in advance.

¢ Remote collection: Select a face recognition access control device and click Remote Collection. After
the device completes face collection, you can check the collected photo on the client. Click Re-Collect if
necessary, or click OK to complete the collection.
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Remote Collection

Collection Device | 216<1a 1,244

@ Note:

Only some access control devices support remote collection.

After the photo is uploaded, the feature extraction status is Not Extracted. Features will be extracted after saving
the information.

(Optional) Card Information
Supports reading and enrolling cards.

1. Go to the Card tab.
| Card informatien

i Configure Card E...
Please place the card on the collection device first.  Read Mode: Local

Card Encryption Type . Common Card

Note:
Only cards for general access control devices need to be configured with a card password. <Card
Password> is hidden by default. You can enable it in Function Switch.

2. Click Configure Card Enrollment, and configure parameters as needed. (It only needs to be configured once
and card information can be then read for multiple people.)

Read Description

Mode

Local Connect the card enroller to the PC’s port, and then place the card on the enroller to read/enroll
it.
[ Note:

On the PC, right-click Computer, select Manage> Device Manager > Ports (COM & LPT), and
check for the USB Serial Device (COMX), where X is the serial port number.

Common | Common card supports card reading only.

Card (1) Connect the card enroller to the PC's port.

(2) Select the card enroller model: (O)EC-W1D-EMC or (O)EC-W2D-M.

(3) To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.
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Read Description

Mode

& Note:
The configuration card is used to send the common card information to the
general access control device/access controller.

MIFARE | MIFARE card supports card reading and enrollment. And you can also encrypt sectors
Card

to prevent from data leakage.

Card Enrollment Config

Read Made ®) Loca Remote
Cerd Type MIFARE Card
Serial Port for Can. | Serial Portl
I Card Encryption Config
{Kay  eessssasensn
w Kay
& 10

Configuration Card Sync Configuration Card (D)

“ ::ji e

(1) Connect the card enroller to the PC’s port.

[ Note:
Only (O)EC-W2D-M supports reading the MIFARE card. So you don’t need to
select the card enroller model.

(2) Card encryption configuration: Enter the card’s old key and sector number to
encrypt the specified sector. To change the key, please enter the new key.

(3) To swipe a card on the general access control device/access controller, place the
configuration card on the card enroller, click Sync Configuration Card, and then
swipe it on the general access control device/access controller.

[ Note:
The configuration card is used to send the encryption card information to the
general access control device/access controller.

Remote | Select an access control device as collection device, and then swipe a card on it to read the card.

[ Note:
This feature is only available to certain access control devices. Please refer to the actual
interface.

Read or enroll the card.

Read Mode Description
Local Preparation: Place the card on the card enroller.
e Read card: Click Start to read the card.
e Enroll card (only for the MIFARE): Enter the card number manually and then click Start;
or, click Start to read the physical card number.
Remote Preparation: Swipe the card on the access control device.

Read card: Click Read to read the card.
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12.1.2 Visitor Management

You can view visitor status, edit, delete, export, search, and sign out visitors.

SinlaTime | 205-11-D5 ORS00 - 2251105 25289 Teday i

Visitor Status

e Unauthorized: The visitor has no permission group assigned.
e Registered: The visitor has been assigned a permission group, but has not arrived yet.
e Arrived: The visitor has been verified at the access control devices.

e Qverstay: The visitor has not signed out upon expiration of the access period.
Sign out

Click _'4 in the Operation column to sign out the visitor. When signed out, the visitor will be removed from the
visitor list and the related access permission will also be cleared.

Note:
Visitors who haven't been signed out by the access permission end time will be automatically signed out at
the set auto sign-out time (set in Visitor Settings).

More Operations
e Edit: To edit the visitor information and access permissions, click /* in the Operation column.

e Delete: To delete registered visitors, select the visitors to be deleted and click Delete, or click [i] in the
Operation column. The visitor’s access permissions will be revoked after deletion.

e Export: Select visitors, click Export.
e Search: Set criteria such as sign in time and visitor name as needed, and then click Search.

Note:
You can also set Custom Attribute as search criteria. Click Search Criteria Config, select up to 10
attributes, and then click OK to add them as search criteria.

e Re-extract: If the extraction fails, select visitor(s) and click Re-extract.

* Convert Visitor to Personnel: Click ‘Z) in the Operation column to directly change a visitor into personnel.

@ Note:

After conversion, the visitor will be automatically signed out.

e Batch modify visitor access time: Click Access Time to modify the access time for multiple visitors in batches.

Modify Visitor Access Time b4

Mote: 3 people selected

Access Time 2025-11-07 00:00:00 - 2025-11-07 23:59:59

Today  Next 7 days  MNext 30 days

¢ If no visitors are selected, the validity period of all found visitors will be modified by default.

¢ If specific visitors are selected, only the validity period of the selected visitors will be modified.
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12.1.3 Custom Attribute

You can add custom attributes as supplements to visitor information. These custom attributes are displayed when
adding, viewing, and modifying visitor information.

Add Attribute

1. Click Custom Attribute above the above list.

€ Custom Aftrioute

+ Add

2. Click Add. Set the parameters by referring to the table, then click Save.

Item Description
Attribute Name Enter the custom attribute name.
Attribute Type Choose one of the following type:

¢ Text Box: When adding visitor, you need to manually enter the attribute
information.

e List (single-choice): You can add multiple options and set a default option for
the attribute. When adding visitor, you can choose only one option from the
preset options.

Result:

agtritute Ty, | List {single-choice) . F

¢ List (multiple-choice): You can add multiple options and set a default option for
the attribute. When adding visitor, you can choose multiple options from the
preset options.
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Item Description

Resuln

Required If enabled, the attribute must be completed to submit the visitor information.

Other Operations
e Edit attribute: Click * for the attribute to modify it. (Note: The attribute type cannot be changed.)

e Delete attribute: Select attribute(s) to be deleted and click Delete, or click [i] in the Operation column.

12.2 Visitor History

The Visitor History page displays visitor records of those who have signed out.

Search

1. Set search criteria such as sign in time and visitor name as needed. (You can also click Search Criteria Config
to add custom attributes as search criteria.)

2. Click Search to view the visitor information within the specified time period.

More Operations

* View details: Click [Z! in the Operation column to view details about the visitor such as basic information and
sign in/out time.
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Sender Male Femalz Unknown

Cancel

e Delete records: Select record(s) to be deleted and click Delete, or click [ii] in the Operation column.

e Export records: Select record(s) to be exported, click Export, and then select the storage path to save the
records.

12.3 Visitor Settings

Set the automatic sign-out time for visitors. Visitors who haven't been signed out by the access permission end
time will be automatically signed out at the set time each day.

Auto Sign-Out Time 01:00:00

Registration

bote: Visicors who haven's been signed out by the wisit end time will be automatically signed out at tha set time,

Visitor History m

Visitor Settings

Blocklisted Person

On the day when a visitor's access permission ends:

e [f the auto sign-out time is later than the permission end time, the visitor will be automatically signed out at
the set time on the same day.

e If the auto sign-out time is earlier than the permission end time, the visitor will be automatically signed out at
the set time on the following day.

For example, if visitor A's access time is 8:00-11:00, visitor B's access time is 8:00-13:00, and the auto sign-out
time is 12:00, then visitor A will be automatically signed out at 12:00 on the same day, while visior B will be
automatically signed out at 12:00 on the following day.

12.4 Blocklisted Person

The system supports adding blocklisted persons. Once added, these individuals cannot be registered as visitors.

Note:
The blocklisted person feature is not supported in cloud-edge mode.
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Add Blocklisted Person

Click Add, enter the blocklisted person's email address, and optionally provide remarks to explain the reason for
restriction.

Add X

During addition, the system will check whether the blocklisted person already exists in the visitor list based on
their email address.

¢ Not registered as a visitor: After successfully adding the blocklisted person, any subsequent attempt to
register this individual as a visitor will fail.

e Already registered as a visitor: The visitor will be automatically signed out, and the blocklisted person will be
successfully added.

More Operations

e Search: Enter keywords in the upper-right corner to quickly find blocklisted persons.

e Edit: Click the corresponding /* for a blocklisted person to modify his/her information.

e Delete: Select the blocklisted person(s) and click Delete, or click [i] in the Operation column.

12.5 Area Monitoring

Go to Park Application > Area Monitoring.

Monitors whether visitors enter authorized areas during authorized time. If a visitor enters an unauthorized area
or appears during unauthorized hours, an unauthorized area access alarm or an unauthorized time access alarm
will be reported.

e Visitor monitoring is conducted using smart devices with face monitoring capabilities. Both video channels
connected to smart NVRs and smart IPCs are supported.

e After creating a visitor monitoring task, visitor photos will be automatically synced to all smart devices in the
system, and a face match monitoring task will be created on smart devices.

e When a smart device recognizes a visitor, it will verify whether the visitor is in an authorized area and appears
during authorized hours.

¢ If the device is not within the visitor's authorized area, an unauthorized area access alarm will be
reported.

¢ [f the time is not within the visitor's access time, an unauthorized time access alarm will be reported.

@ Note:

e Please configure authorized area and access time for visitor in Registration.

¢ If the platform is connected to EZCloud, then visitor information cannot be edited on the platform. You
need to configure the authorized area on the visitor review page on the UNV Guard app.
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12.5.1 Monitoring Task

Go to Park Application > Area Monitoring > Area Monitoring.

Create visitor monitoring tasks to monitor unauthorized area or time access.

+ Adg (3 Refresh

Add Task
1. Click Add.

Add Area Monitoring Task X

* Manitaring Type Unauthorized Area Al.., (2) Unauthorized Time Al.. (2)
* Menitoring Target Visitor
* Manitaring Methad Face Recognition

™ 80

ri]

Item Description
Task Name Enter a custom task name.
Monitoring Type Select the monitoring type(s).

e Unauthorized Area Alarm: Triggers an alarm when the monitored target
enters an unauthorized area.

e Unauthorized Time Alarm: Triggers an alarm when the monitored target
appears during unauthorized hours.

Monitoring Target Default is Visitor.
Monitoring Method Default is Face Recognition.
Match If the match degree between the captured image and visitor photos meets

or exceeds the set threshold, the system identifies it as the same person. The
system then evaluates whether the access is unauthorized based on the visitor
permissions.

2. Click OK. The system will automatically sync information of visitors who haven’t been signed out to all smart
devices.

@ Note:

You can create up to 10 monitoring tasks.

Task Management Operations

* Edit: Click /# for the task to edit task parameters.

* Delete: Select task(s) to be deleted and click Delete, or click Tiij for the task.
® Enable/Disable: Click ::Ej/-i:il for the task to enable or disable it.
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Subsequent Operations

¢ Search for visitor match events: When a smart device matches a visitor, it reports a visitor match event.
View visitor match events in Comprehensive Search > Face Search .

e Search for unauthorized access alarms: If a visitor enters an unauthorized area or appears during
unauthorized hours, an unauthorized area/time access alarm will be reported (in this case, no match alarm
will be reported). If the visitor is within the authorized area and time, no alarm will be reported.

View unauthorized area/time access alarms in Historical Alarm.

12.5.2 Permission Search

Go to Park Application > Area Monitoring > Permission Search.

Displays authorized visitors on each device.

¢ Sync: The system automatically syncs visitors to devices in authorized areas. If the sync fails, you can select
the device and click Sync to re-sync the visitor information.

Note:
Sync Status: Displays Succeeded only when all visitors are successfully synced to the device; displays
Failed if any visitor sync fails.

¢ View Authorized Visitors: Click Visitor List (in blue) to view authorized visitors on the device (only visitors who
haven’t been signed out are displayed).

€ 171-Vis

(3 Ratresh

e If the sync fails for some visitors, select the visitor and click Re-Sync.

® Click = for the visitor to view visitor details.

13 Access Control Management

Access control management offers permission management services for entrances and exits in locations like
campuses, communities, buildings, and schools. With face recognition terminals, general access control devices,
access controllers, etc., personnel can open doors using face recognition or card swiping once permissions are
set. Administrators can view live videos from access control devices, remotely open or close doors, and review
all historical access records. This function automates access verifications, prevents unauthorized entries, ensures
safety, and improves the efficiency of gate management.

Functions

Menu Description

Access Control Permission | Allows users to configure access permissions for personnel as needed, specifying
accessible access control devices and their access times. You can view, search, and
edit personnel access permissions after configuring.
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Menu

Description

Personnel information, such as images, cards, is automatically synced to the linked
access control devices, which can extract image features. When personnel pass
through the access control devices, their information is verified with the stored
data, allowing entry only if the verification succeeds.

Remote Control

Manage access control devices by system's default organization or custom
organization, and batch open/close doors remotely.

Face Recognition Access
Control Configuration

Configure the parameters of the face recognition access control device and sync
the configuration.

Access Control Live

Allows users to view live videos from access control devices and captured access
records. Capturing snapshots, enlarging live view images, remotely opening/closing
doors are supported.

Pass-Thru Records

Allows users to filter personnel access records by date, access control device, etc.

Workflow

1. Add face recognition terminals, general access control devices, access controllers, etc.. See Device
Management > Private Device.

AN S

Add persons. See Personnel Management .
Configure the effective time of access permission. See Access Control > Schedule Template.
Specify access control devices for persons. See Access Control > Access Permission Config.

View live videos of access control devices and people access records. See Smart Live View > Access Control

Live and Data Search > Pass-Thru Records.

13.1 Access Control Permission

Go to Access&Attendance > Access Control.

By configuring schedule templates and access permission groups, you can restrict the access control channels and
access periods for individuals, preventing unauthorized entry and ensuring campus security.

13.1.1 Schedule Template

Go to Access Control > Schedule Template.

The schedule template is used to configure the effective time of access permission in each day. People can
only access the specified door(s) within the set time period in the schedule template. By configuring schedule
templates in advance, you can quickly apply the time settings from the template when configuring permission
groups to set access permissions for personnel in batches effectively.

@ Note:

e There is a default template in the system for all-day access, which cannot be edited or deleted.

* You can customize new schedule templates, which can be edited and deleted.

e There are 2 kinds of schedule template: Weekly Schedule and Holiday Schedule. During regular periods,
access control permissions are executed based on the weekly schedule; while during holidays, the holiday
schedule takes precedence and access control permissions are executed based on the holiday schedule.
For example, if access permissions are not granted during holiday periods, access will still be restricted

even if those periods

Add Schedule Template

are within the access periods of the weekly schedule.

L click -+ to add a schedule template.

2. Configure the weekly schedule.
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i Q@ < @
0 <
(2]
No. Description
1 Set the template name.
2 Select Copy Template to choose an existing template and apply its time settings to the current
template. You can then edit the copied time settings based on your needs.
3 Click Edit to set precise access periods for each day of a week. Up to 8 time periods are allowed
per day.
Mon Tue Wed Thu Fr Sat Sun
No. Start Time End Time Schedule Type
08:00:00 : 18:00:00 Access Time -
2 Access Time =
Access Time -
4 [ [ Access Time =
5 [ [ Access Time =
6 [ [ Access Time =
7 Access Time =
8 Access Time =
Copy To All
ETue Wed Thu Fri Sat Sun Copy
OK Cancel
After completing settings for a day, you can select other day(s) and click Copy to copy settings to
them.
[E> Note:
The access periods of general access control devices can be precise to the minute (for
example, if the access time is set to 18:00, then it will be valid until 18:00:59).
The access periods of other access control devices can be precise to the second;.
4 Click Clear to clear all settings of this template.
5 Click Erase to erase the assigned time periods by clicking or dragging the left mouse button in the
time chart.
6 Click Access Time to assign time periods by clicking or dragging the left mouse button in the time
chart.

3. (Optional) Configure the holiday schedule.
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Weekly Schadu

Haliday Schedu

le (1)

SpringFestival @ selestHoliray D
2 Edt £ Clear
(2] ©
gFaeti T T TTLT] Q ¢ e
O m Access Time
No. Description
1 Select holiday(s). (Holidays created in System Config > Sercive Config > Holiday Management)
e Up to 16 holidays can be associated with a schedule template.
e Click X in the upper-right corner of the holiday to delete it.
2 Click Edit to set precise access periods for each day of a holiday. Up to 8 time periods are allowed
per day.
SpringFesti... Mid-Autumn Christmas
Start Time End Time Schedule Type
12:00:00 C 16:00:00 Assign Time
Assign Time
Assign Time
Periodd ; : Assign Time
Perind5 [ - Assign Time
Period6 : : Assign Time
Perind? [ T Aszign Time
Perindgs i i Assign Time
Copy To: |1 Al
B Mid-Autumn Christmas
(i) Attention:
The access period for general access control devices can only be set as 00:00-11:59 or
12:00-23:59.
After completing settings for a holiday, you can select other holiday(s) and click Copy to copy
settings to them.
3 Click Clear to clear all settings of this template.
4 Click Erase to erase the assigned time periods by clicking or dragging the left mouse button in the
time chart.
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No. Description

5 Click Access Time to assign time periods by clicking or dragging the left mouse button in the time
chart.

4. Click Save to save the settings.

13.1.2 Access Permission Config

Configure permission groups to associate persons and effective period for access control devices (face
recognition terminals, door stations, zone stations, general access control devices, access controllers, speed gate
& turnstile) and elevator controllers. You can assign access permissions to individuals to restrict their access

to specific access control devices and elevators, allowing categorized permission management and ensuring
security.

[ Note:
e By default, there is a public door permission group in the system that applies to all people at all times.
You need to add access control devices under this group. See Manage Permission Group.

* You can add multiple permission groups to meet your needs.

¢ Do not configure conflicting permission groups for personnel. For example, cannot assign different
schedule templates to the same individual on the same device.

Add Permission Group

1. Click Add.
Add Permission Group X
* Mame
* Schedule Template default \

(1) Enter the permission group name.

(2) Select a Schedule Template so that people can only access the specified access control devices within the
set time period in the schedule template.

Note:
The access period in the holiday schedule for general access control device can only be set as
00:00-11:59 or 12:00-23:59. Please make sure the selected schedule template is configured properly.

(3) Click OK.

2. Add access control device(s) or elevator controller(s).
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Add Permission Group X

The permission group is added.

Add Access Control Device Add Elevator Controller

Cancel

Add Access Control Device: Click Add Access Control Device, Select access control devices, and then click

> to add them to the right-side list. Click OK.

Access Contrel Point

D8 B 216.216.160.251

[&] 216216160251 1
=] - | 216.216.160.78

[&] 216216160783

X

Selected(2) B Clear

) Please enter keywaords
I ]ﬂz*.s.z*.a.mc.zmg
I m216.215.16c-.?8_1

Add Elevator Controller: Click Add Elevator Controller, select the floors bound to the elevator controller,
and then click > to add them to the right-side list. Click OK.
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Configure Elevator Control X

Elevator Controller List Selected(2) | fh Clear
71 Please enter keywords | @ Please enter keywords
Elim 00 @ o1
2@ @ 00 EREE
8 G i
Bl + "
B0 0 e
B <

| B+
30 @ 2162161803
B+
@ .0
mNER

3. Add persons.
(1) Click Add Person.

Add Permission Group X

The access control device is added.

' Add Person .

Cancel

(2) You can select persons By Person/Department or By Building. Select the persons you want to assign
access permission to, and then click > to add them to the right-side list.

Note:
When By Person/Department, up to 200 people can be displayed for each department. People not
displayed can be found by search, with up to 200 displayed.
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Access Person X

Select Persons | By Person/Department > All people under the selected department(s) in the left-s.,
By Person/Department (1) Selected(3) 1 Clear
= | Plazse enter ke
i a7
aa 137
-
Fradian an k138
A
£r auk tk130

=2

(< J < I <]

sfafafoloftolotalola Lo

(3) Click OK.

Sync Permission Groups

After adding a permission group, it is necessary to push personnel information to access control devices or
elevator controllers. Personnel who have been synced will have access rights to the selected access control
devices or elevator controllers.

4+ add I {3 Refrash | SiManuatsne | B AutoSync () B Scheduled Syme (7)) 0200 x | View Sync Progress

Szhedule Termplate Access Permsnan Elevsior Control Permesien hecess Person Upersbion

Auto Sync Enabled by default.
After selecting Auto Sync, the system will automatically sync incremental data for new
or updated permission groups.

Scheduled Sync Select Scheduled Sync and set a time. The system will sync the incremental data that
have not been synced or have failed to be synced at the specified time.

Manual Sync Click Manual Sync, select the sync mode and the access control point range, and click
Sync.
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Manual Sync X

Sync Mode (® Incremental () Full (%)
Access Control Point Range All Devices (®) Specified Devices
Speaified Devices --Please sele

“ Cance'

¢ Incremental sync: Resync data that have not been synced or have failed to be
synced.

e Full sync: Resync all data, which will clear data synced by other platforms on the
device, while retaining data added on the device.

If there are any failed syncs, the system will automatically retry at regular intervals until the sync succeeds.

View sync progress: Click View Sync Progress to view the sync progress and details by door.

€ Back | View Synd Progress

&il Channels

Manage Permission Group

Parmission Group Mama Flevstor Corral fange

Plzass 2efzct— Search Resat

-+ Add [ Delete I Refresh =] Manual Syne Auta Syne (7 Scheduled Sync (F) 0200 Wisw Sync Progress

@ Note: The system’s default permission group can be modified for access control devices but cannot be
deleted.

* Edit access control points: Click []| in the Operation column to reselect the access control devices for the
permission group.

* Edit elevator controllers: Click [ in the Operation column to reselect the elevator controllers for the
permission group.

* Edit access persons: Click 'L in the Operation column to reselect the access persons for the permission
group.

¢ Edit permission group: Click /* in the Operation column to edit the permission group name or change a
schedule template.

e Delete permission group: Click [ii] in the Operation column or select permission groups and click Delete.

13.1.3 Permission Search

View access permissions of persons. In normal situations, after configuring permission groups, personnel
information will be automatically synced to access control devices and elevator controllers; in case of failed
synchronization of personnel information, manual synchronization is also supported.
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Search Membar Access Control Foint Fange Elevmeor Contrel Aange

ERRT % Refresh | (D) 1oz data ted ai 1

e Search: Select a search method (by name, by person/department, or by building) and enter keywords, set
criteria including access control point(s), elevator controller(s), sync status (succeeded, failed, not synced) as
needed, and then click Search to retrieve the detailed access permission information, such as valid period,
access device, and sync status.

Note:

The validity period of permissions is determined by either the person's validity period or the resident's
residency period. If someone's identity is both a person and a resident with different periods, the most
recently updated period will take precedence.

® Sync to device: Click . for the person or select persons and click Sync to sync the personnel information to
the device.

13.2 Remote Control

Go to Access&Attendance > Access Control > Remote Control.

Remotely controls access control channels (including face recognition terminals, door stations, zone stations,
channels under access controllers, speed gate & turnstile) to open/close door, keep open/closed, and restore.

e Open: Temporarily opens the door for access. The door will automatically close after the person has passed
through.

¢ Close: Manually closes the door.
e Keep Open: Opens the door and keeps it open until manually restored.

¢ Keep Closed: Closes the door and keeps it closed until manually restored. During this status, persons cannot
open the door with verification.

e Restore: Cancels the Keep Open or Keep Closed status.

In scenarios such as emergencies or when someone lacks access permissions, the admin can, based on the actual
situation (e.g., the access control area, number of channels, or the number of people), choose to: 1. select one or
multiple channels for door control; 2. control all doors with one-click; 3. control doors in custom channel groups
with one-click. Flexible channel group management and batch operations enhance response efficiency, allowing
or denying access quickly.

13.2.1 By Default Organization

Manage access control channels by organization.

Go to Remote Control > Default Org. The upper-right side displays the access control channels in the
organization, allowing you to perform door control operations on them. The lower-right side displays pass-thru
records on access control channels.
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Open/Close Door
Door control operations: Open, Close, Keep Open, Keep Closed, and Restore.

You can perform these operations on online access control channels one by one or in batches.

Control Selected Channels | 1. Select access control channel(s).
Onl
y e Select All: Select All to select all online channels on the current page.
e Custom Selection: Select online channels one by one or drag the mouse to
select multiple channels from the right-side list.
2. Click Open/Close/Keep Open/Keep Closed/Restore above the right-side list
to control the selected channels.
Control All Authorized Without selecting any channels, simply click Keep All Open/Keep All
Channels Closed/Restore All above the right-side list to control all authorized online
channels in the system.

Pass-thru Records

Only the latest 20 pass-thru records are displayed. By default, the records are from all channels in the system. If
you've selected any channels, only the records from the selected channels will be displayed.

¢ Filter: Select Succeed or Failed to view the corresponding pass-thru records.

* View Details: Click [5! for a record to redirect to the Pass-Thru Records page to view the person's snapshot
information.

13.2.2 By Custom Group

After adding access control channels into Custom Groups, you can perform door control operations on multiple
channels by group with one-click.

Example: Add channels from multiple areas to an emergency group. In an emergency, you can quickly control all
channels in the emergency group to open doors, allowing rapid access for people across different areas.

Go to Remote Control > Custom Group. The upper-right side displays the access control channels in the group,
allowing you to perform door control operations on them. The lower-right side displays pass-thru records on
access control channels.

Open/Close Door

Choose a method to control online access control channels:
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Default Qrg Custom Group

2 El
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otal 1 20/pags

Tirme e % Fersan i Department Biithertica.. & fughenticn. 5 Card - ¥ Opestior

Control Channels in Multiple | Select groups from the left-side list, then click [l (Keep Open)/ [ (Keep

Groups Closed)/ - (Restore) above the left-side list to control all online channels in the
selected groups.

Control Channels in One Click === for a group, then click Keep Open/Keep Closed/Restore in the pop-up

Group menu to control all online channels in the group.

Control Selected Channels | 1. Select access control channel(s).

Onl
y ¢ Select All: Select All to select all online channels on the current page.

e Custom Selection: Select online channels one by one or drag the mouse to
select multiple channels from the right-side list.

2. Click Open/Close/Keep Open/Keep Closed/Restore above the right-side list
to control the selected channels.

Control All Authorized Without selecting any channels, simply click Keep All Open/Keep All
Channels Closed/Restore All above the right-side list to control all authorized online
channels in the system.

Pass-thru Records

Only the latest 20 pass-thru records are displayed. By default, the records are from all channels in the system. If
you've selected any channels, only the records from the selected channels will be displayed.

¢ Filter: Select Succeed or Failed to view the corresponding pass-thru records.

* View Details: Click [Z! for a record to redirect to the Pass-Thru Records page to view the person's snapshot
information.

13.2.3 Custom Group Configuration

Go to Remote Control > Custom Group. You can group access control channels, which facilitates performing door
control operations By Group.

Mame ESE Doar

Group Name Channel Name Remarks Tperation

EmergencyGroup 751, 1731, 1781 & T
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Add Group

1. Click Add.
Add Group X
* Name Please enter keywords Remarks Please enter keywaords
Door Selected(3) f Clear
) Please enter keywords Please enter keywords
Cim 4% [l 751

=] B8 Mwaj
=] - J— R [l 172

3. Select organization(s)/access control channel(s) from the left-side list, then click > to add them to the
selected channel list.

4. Click OK.

2. Enter a custom group name and remarks.

Group Management
e Search: Search groups by group name and access control channel.
e Edit: Click / for a group to edit the group name and channels in it.

e Delete: Click 7] fora group or select group(s) and click Delete.

13.3 Access Control Configuration (Access Controller &
Speed Gate & Turnstile)

Go to Access Control > Access Control > Access Control Config.

Configure the parameters of the access controller/speed gate & turnstile device itself.

Note:
The functions described in this section can also be configured via the device's web interface. The Ul display
may vary with device version. For any discrepancies, please refer to the device's user manual.

13.3.1 Device Parameter Configuration

Select the access control device from the device list to configure how it handles verification records.
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Device List

I Record Upload Settings

Reporting Type Upload All b
Storage Mode Stop Recording @ Qverwrite Recording
Card Type General IC Card MIFARE Card

Reporting Type

For access control verification records:
e Upload All: Includes both successful and failed verification records.

e Upload Successful Records

Storage Mode

When verification records reach the device's storage limit:
e Stop Recording: Stops receiving new records.

e Overwrite Recording: New records overwrite the earliest records.

Card Type

Select the card type supported by the access control device for verification (General IC
Card, MIFARE Card). Single choice.
MIFARE cards allow key configuration to encrypt sectors and prevent card data leakage.

13.3.2 Door Parameter Configuration

In the device list, select the access control device to configure the opening and closing parameters for the door

channel.
Device List
Door Channel | Door Parameter Config
o 1| Doorchannelt
| DoorChannzl2 Door Name DoorChannell
*E 1gzirase l| poorchanneiz Daar Opening Duration(s) [
1| DoorChannels
Exit Button Type N.O.
Door Opening Timeout(s) 0
Auto Doocr Lock Upon Closing »
Door Magnet Type M.C.
Exceeding Maximum Authentication Att.., |0
Super Password I
Duress Code 2]
CopyTo Sale
[DoorChannel2 [CiDoorChannel3 [ DoorChannel4
Parameter Description
Door Name Enter a custom name. Door names under the same access control device should be

unique.

Door Opening
Duration

The duration for a single door opening operation. The door will automatically close
after this set time elapses.
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Parameter

Description

Exit Button Type

Select based on the type of the connected button.

¢ N.O. (Recommended): Circuit is open when the door is closed; pressing the button
closes the circuit and triggers opening.

e N.C.: Circuit is closed when the door is closed; pressing the button opens the circuit
and triggers opening.

Door Opening
Timeout

An alarm will be triggered if the door remains open beyond the set time.

Set to 0 to disable this alarm.

Auto Door Lock upon
Closing

The door lock will engage immediately after closing, even if the set lock action time has
not been reached.

Door Magnet Type

Select based on the type of the connected door lock.

¢ N.O.: Connected to an electric strike lock. Circuit is open when the door is closed
and closed when the door is open.

e N.C.: Connected to an electromagnetic lock. Circuit is closed when the door is
closed and open when the door is open.

Exceeding Maximum
Authentication
Attempts

An alarm will be triggered when consecutive failed card swipe attempts reach the set
value.

Set to 0 to disable the alarm.

If Alarm Linkage Configuration is completed, a corresponding alarm action will be
triggered.

Super Password

This password can open the door with any verification method. Do not disclose the
password.

Duress Code

When under coercion, entering this code will open the door and the device will report
a duress event to the platform.

Copy To

Select other door channels to copy the current configuration to the selected door
channels upon saving.

13.3.3 Verification Template Configuration

Verification templates define how the device performs verification during different time periods. Pre-configuring
templates allows you to bind them to multiple door channels separately, enabling quick deployment of

verification methods.

1. Select an access control device from the device list to view the configured verification template.
The system includes a pre-set default verification template that is active 24/7; it can be modified but not

deleted.

Device List

*Template Marme default

=5 D00000 - 23:5%59 Cardl, Password

Time Intervals
Time interval 7
Time Intervald

Copy To
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2. Click 4+ to add a template, or select an existing template to modify it.

Time Period Time periods on the same day cannot overlap.
Verification Multiple verification methods can be selected simultaneously.
Method e Card: Verification is successful when the swiped card number matches the number
assigned to the person in the library.
e Password: Verification is successful when the entered password is correct.
e Card+Password: Verification is successful when the card number matches AND the
password is correct.
Copy To After setting the verification method for a specific day, select other dates to copy the
current settings to them upon saving.
3. Click Save.

13.3.4 Door Verification Configuration

Bind card readers to door channels and assign verification templates to the card readers.

Select an access control device from the device list, then select a door channel to view its card readers (by
default, one entry and one exit reader are pre-configured; parameters can be modified as needed).

Deviee List

E

Door Channel — Add T Delete | O Refresh

[@ DeorChannell Card Reader Channel Mame Direction Check Template Card Reader
W Dcorchannal2

ReaderChannel1 Enter default WiegandReader1 485CardReader! &
| Doarchanneld

[H DoorChanneld ReaderChannel2 Exit detault WiegandReader2 485CardReader?

Add Card Reader Channel

The card reader must be physically connected to the Wiegand or RS-485 interface on the access control device.

Click Add, configure the settings according to the table below, then click Save.

Door Channel

&\ DoorChanneil
Il DearChannel2
I| DeerChanneld

| DoorChannel4

1 Basic Infa
Card Reader Cha...
Direction ® Enter
Check Template ... :.{je:',]un_
1 Card Reader binding

=+ Bind T Delete

Card Reader Pratocol Port Made Farmat Tamper Detection  Operalio

| 485CardReader2 - -- RS485 Card Reader  Ascending Order Disable &

Card Reader
Channel Name

Enter a custom name.

Direction

Enter or exit.

Check Template
Binding

Select a Verification Template.

Card Reader
Binding

Click Bind and select the card reader type (Wiegand or RS-485) based on the actual wiring.
Click the ./ corresponding to the card reader to modify its protocol parameters.
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Modify Reader

Click the /7 corresponding to the card reader channel to modify parameters such as its verification template and
bound devices.

Delete Reader

Click the Ti] corresponding to the card reader channel and confirm the deletion.

13.3.5 External Device Configuration

485 Serial Port Configuration

Device List 485 Serial Part Configurati Wiegand Interface QR Code

RS485 2
4 I 85

| RS485 3
B e | RS485 External Device Config

G External Device

RS455 Address  External Device Name  Senal Port ID Port Mode Format Tamper Detection  Operation
2 485 Card Reader1 : IC Card Reader  Ascending Order Disable &
3 485 Card Reader2 5 IC Card Reader  Ascending Order Disable &

¢ Modify the data transmission parameters for RS485_2 and RS485_3; generally, using the system default
values is sufficient.

e Configure the card readers connected to RS485_ 2 and RS485_3.

Parameter Description

Card Reader Name Enter a unique custom name.

e Disable: The port mode is disabled.
Port Mode e IC card reader: Connects an IC card reader.

¢ QR code reader: Connects a QR code reader.

Port Number When the serial port mode is set to QR code reader, this parameter must be
configured and must be unique.

e Ascending order: The card number sequence is the same as the sequence read
by the card reader

Format
e Descending order: The card number sequence is the reverse of the sequence
read by the card reader.
Tamper Detection When enabled, an alarm will be triggered when card reader tampering is detected.
Copy To Used to apply the same settings to other card readers.

Wiegand Interface Configuration

Configure the card reader connected to the Wiegand interface.
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Dovlen Lict 435 Serlal Port Conflguration  Wisgand Interface QR Code

B

# Wiegand Interface
_ Wiegand Port Card Reader Name Proto Format Tamper Detection Cperatiar
l; . 0 Wiegand Card Reader 1 Wiegand 34 Ascending Order Disable
Wiegand Card Reader 2 Wiegand 34 Ascending Order Disable 4
Parameter Description
Card Reader Name Enter a unique custom name.
e Wiegand 26: Card numbers are read using the Wiegand 26 protocol (only reads 3-
byte card numbers).
¢ Wiegand 34: Card numbers are read using the Wiegand 34 protocol (only reads 4-
Protocol
byte card numbers).
e Custom Wiegand: Protocols used by Wiegand card readers other than 26 and 34
(configuration rules need to be set in the device interface).
e Ascending order: The card number sequence is the same as the sequence read by
the card reader
Format . .
¢ Descending order: The card number sequence is the reverse of the sequence read
by the card reader.
Tamper Detection When enabled, an alarm will be triggered when card reader tampering is detected.
Copy To Used to apply the same settings to other card readers.
QR Code Configuration

With QR code detection enabled, in the card number verification mode, personnel can scan the card number QR
code on a QR code reader for verification.

Note:
The platform currently does not support generating card number QR codes.

485 Serial Port Configuration  Wiegand Interface OR Code

QR Code Detection .

OR Code Protocal (@) Private Third Part

13.3.6 Event Input Configuration

After an alarm detector is connected to the access control device, the event input interface status can be
configured according to the detector's operation mode.

¢ N.O.: In the default state, the circuit between the alarm detector and the access control device is open. When
an abnormal event is detected, the circuit closes and the access control device reports an alarm.

¢ N.C.: In the default state, the circuit between the alarm detector and the access control device is closed.
When an abnormal event is detected, the circuit opens and the access control device reports an alarm.
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Note:

The number of interfaces varies among different models of access control devices. Please refer to the Ul for

accurate information.

I Event Input Configuration

Emergency Port N.O. b
EventInputPort 1 | N.C. b
EventInputPort 2 | N.C. b
EventInputPort 3 | N.C. b
Event Input Port4 | N.C. b
Event Input Port5 | N.C. b
Event InputPort &6 | N.C. b
Event Input Port 7 | N.C. "
EventInputPort 8 | N.C. b

Save

13.3.7 Alarm Report Configuration

Configure whether access control devices, door channels, and card readers report alarms to the platform.

Note:
Please subscribe to alarms from the corresponding devices on the User Subscription page on the platform.

Device List
- B Arcess Controf Device

: Linkage Type Alatm Type Event Type Ensble "
[ ©oorchannait e Ty b bl the plath
B wizgandReaderi
. - Abnormal Dieer
B S Caraheadert Linkage Configuration  Dioor Alarm .
- Hooo =5 Opening Alarm
B WiegandReaders Doar Dpening Timeout
Linkage Configuration  Door Alarm
B 485 e " ’ Alarm
B wWiagandfaaderd
e Darmal Doer Magnst .
B 4s5Caraiizadert Uinkage Conflguration  Door Alarm i T [
pening £
M toorChannel3
Wisgandfeaders = Mormal Door Magnet
A WheigandRgader Linkage Contiguration Doar Alarm A 8
B 4BscarcReadernt Glosing
Authentication Cer
Unkage Configuration  Doar Alarm L

3B WizqandReader?
B 4nse
&
(B sascareades

cifteader]
dReaderd
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1. Select an access control device, door channel, or card reader on the left to view its corresponding event
types. The event types for these three are different and should be configured separately.

2. Click to enable alarm reporting; click @) to disable alarm reporting.

13.3.8 Alarm Linkage Configuration

When specific events occur, the linked access control device will perform a series of actions. For example: when
an alarm is triggered, the access control controller will sound a buzzer and open the door.

Devies List

Event Type | All - Keywards Reset
@ : - Add 7 Delete
depe Linkage Type Event Type Event Mame Linkage Target

B e
Event Linkage Drevice Alarm Fire Alarm Access Control Point &
Event Linkage Device Alarm Fire Alarm Cleared Access Control Point &

Total 2 ltemis) Itemig) 1/1 Page mg To |1 Page

Add Linkage Configuration

Up to 30 linkage configurations can be added (including 2 default configurations: fire alarm keeps the door open,
fire alarm cleared closes the door).

1. Click Add to go to the page as shown below. Currently, only Event Linkage is supported as the linkage type.

» Add Alarm Linkage Info

| Event Source
Linkage Type ® Event Linkage
*Event Type Device Alarm - #Alarm Type Device Tamper Alarm

| Linkage Target

Auzzer Alarm Qutput  Access Control Peint
Access Controll.. z Oft @ Mot
Card Reader Bu...  Linkage Name Linkage Status
WiegandReader : oft @ NotLin gﬂifi::n s
WiegandReader2 5 oft @ Metlin Eﬁ;'on s
WiegandReader3 # @ Not gljuz:i;n B
WiegandReaclard i @ Nt Lin S‘.-I:z:i::n s
WS © o :
ancel
2. Select the event type and the corresponding alarm type.
Event Type Alarm Type Description
Device Alarm The access control device itself triggers alarms.
Device Tamper Alarm The access controller is opened.
Fire Alarm Fire hazards such as smoke or flames are detected.
Device Tamper Alarm Cleared The device tamper alarm stops.
Fire Alarm Cleared The fire alarm stops.
Door Alarm Alarms triggered by doors connected to the access controller.
If this type is selected, please also specify the corresponding door channel. To
configure alarm linkage for multiple door channels, add them one by one.
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Event Type

Alarm Type

Description

Door Magnet Alarm

Alarm triggered by an unconventional door
opening signal.

Door Opening Timeout Alarm

Alarm triggered when the door remains open
beyond the timeout period set in door parameter
configuration.

Normal Door Magnet Opening
Alarm

Door is opened normally via the magnetic sensor.

Normal Door Magnet Closing
Alarm

Door is closed normally via the magnetic sensor.

Authentication Over Limit Alarm

Alarm triggered when the number of consecutive
failed card swipes reaches the set limit.

Card Reader Alarm

Alarms triggered by card readers connected to the access control device.

If this type is selected, please also specify the corresponding card reader and event
input port. To configure alarm linkage for multiple card readers and input ports, add

them one by one.

Card Reader Tamper Alarm

The card reader enclosure is opened.

Duress Alarm

A duress code is used to unlock the door.

Unauthorized List Alarm

An alarm triggered when an unauthorized person
swipes a card.

Card Reader Tamper Alarm
Cleared

The card reader tamper alarm stops.

Event Input Alarm

Only applicable to pedestrian speed gates & turnstiles.
Event alarms triggered by alarm detectors connected to the access control device.

Event Input Alarm

Event detected

Event Input Cleared

Event cleared

3. Set linkage targets.

e Buzzer: Can trigger the access controller itself or externally connected card readers to beep. Linkage status
includes On (activate buzzer), Off (deactivate buzzer), Not Link (no linkage).

Buzze Alarm Qutput

Card Reader Bu...  Linkage Name

WiegandReader! 0 o (@
WiegandReader? 9 off @ Mot
WiegandReader3 T Off (@
WiegandReadsrd ’ Iff (@
WiegandReaders y off @

Access Control Point

Linkage Status

Cancel

Buzzer
Duration

Buzzer
Duration
Buzzer
Duration
Buzzer
Duration

Buzzer
Duration

e Access controller buzzer: The access controller itself emits a beep. The built-in buzzer sounds 30 times,
and the buzzer duration cannot be configured.

e Reader buzzer: A card reader physically connected to the access controller emits a beep. After
selecting On as the linkage state, the buzzer duration must be set.

¢ Alarm Output: If output devices such as alarm lights are connected, alarm output linkage can be
configured. Linkage status includes On (activate alarm output), Off (deactivate alarm output), Not Link (no

linkage).

After selecting On as the linkage state, the alarm output duration must be set.
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Buzzer Alarm Dutput Access Cantrol Point

Alarm Output Linkage Mame Linkage Status
Alarm Output 1 ® o it Mot Link Duration |1 |s
Alarm Qutput 2 @ on Off Nat Lind Duration 1 s
Alarm Output 3 ® or Nat Link Duration | 1 |s
Alarm Output 4 O Nat Lin Duration 1 5
Alarm Output 5 & Or Off Not Link Dwration | 1 s
Alarm Output & ® O i Mot Link Duration 1 s

e Access Control Point: The linkage status includes On (activate), Off (deactivate), N.O. (keep open), N.C.
(keep closed), Restore Keeping Open/Closed (cancel keeping open/closed).

Buzzer Alarm Qutput Access Cantrol Point
Access Control .. Linkage Name Linkage Status
DoorChannell ® 0
DoorChannel2 ) N.C N Restare Keeping Open/Closed (@) Mot Lin

0]
T
i
1
f
7
T

DoorChannel

DoorChanneld Or Off MO M.E estore Keeping Open/Clesed @) Mot Link

tencel “

4. Click Save.

13.4 Advanced Configuration

Go to Access&Attendance > Access Control > Advanced Configuration.

Configure advanced verification rules for access control.

13.4.1 Door Configuration(General Access Control)

Go to Access Control > Advanced Configuration>Door Configuration.

Note:
Only general access control devices support this configuration.

Configure abnormal door opening alarm parameters. When the door is opened abnormally, an alarm will be
reported to the platform.

Select an general access control device in the Door list and configure it.

157



Door

Channel Name:

= Al Door Opening Timeout{s): 60
102 188004
@ 102, B58.4.94 AC 1 Diuress Code:
| 192 14 AC_2
@ 192, 4 AC 3 Authentication Owver Limit Threshold: 5
W 192 | AC 4
@ 192.158.4.97 Abnormal Door Opening Alarm: L]
Item Description

Door Opening Timeout(s)

After being set, if the door open duration has reached the limit, a door opening
timeout alarm will be reported.

Duress Code

Set the duress code (0-8 digits). If an abnormal situation occurs, people can open
the door using the duress code and the access control will trigger a duress alarm.

Authentication Over Limit
Threshold

After being set, if the number of failed attempts to open the door has reached the
threshold, an authentication over limit alarm will be reported.

Abnormal Door Opening
Alarm

When enabled, an alarm will be reported when the door is opened abnormally.

13.4.2 Multi-Factor Authentication (Access Controller & Speed
Gate & Turnstile)

Multi-factor authentication is an access control mechanism that requires multiple individuals to be present
simultaneously and all authenticate successfully before access is granted. This mechanism is commonly used
in high-security locations (e.g., banks, warehouses), leveraging mutual supervision among on-site personnel to
ensure the safety of funds, valuables, important documents, etc., within the premises.

Multi-factor authentication requires the configuration of personnel groups (assign multiple individuals with
the same identity into a group), authentication groups (configure the door channel, personnel groups requiring
simultaneous authentication, and effective time slots).

For example: If an authentication group is configured with two personnel groups: Group A requires at least 2
individuals present simultaneously, and group B requires at least 3 individuals present simultaneously. The door
will only unlock after both groups successfully complete verification in sequence.

13.4.2.1 Personnel Group Configuration

Group individuals with the same identity to facilitate the selection of personnel groups when configuring
authentication groups, enabling rapid configuration of authentication rules.

Parzomms| G Austhantication G

fd 4 Refresh

Add Personnel Group
1. Click Add.
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Add Personnel Group X

* Personnel Group N..

Person/Group (1) Selected(3) £ Clear
-
-l {.} dept aun Lily

- -

dl CMMa Al j@MEs

- -

an Bob s John

- >
A Matthew

-

s TIENTY <
[ I

el Grace

2. Enter the group name, and select personnel.

[®) Note:
Each personnel group allows up to 100 people.

3. Click OK.
Personnel Group Management
* Edit: Click 4 to change the group name and personnel.

* Delete: Click 7iij, or select personnel groups, and then click Delete.

13.4.2.2 Authentication Group Configuration

An authentication group consists of door channels, personnel groups, and validity periods. Multiple personnel
must successfully pass verification simultaneously at the door channel before the door can be opened.

Parsannel Groop Config Authantication Group Config
S, = sosrsmbot P hernns | s 18 -
+ Add

Add Authentication Group
1. Click Add.
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DoarChannel3
* Authentication Inte.. 10

l Authentication Group Config  Mate: An auth
znesle Aushericas... ()

Srhedule Template default ¥ Wity Penad

entication group aflows

Group Mernber

- Add

Group One

Cancel

Parameter

Description

Door Channel

Select a channel under the access controller/speed gate & turnstile (single selection
only).

E Note:
Each channel can only be assigned to one authentication group. Channels already
assigned to an authentication group will not be displayed in the device list.

Authentication
Interval

All required personnel must complete authentication within a specified time interval
of N seconds. Authentication is considered invalid if this interval is exceeded, and the
process must be restarted.

Enable
Authentication
Group

The authentication group will only take effect after being enabled.
If immediate activation is not required, you may choose not to enable it now and
modify this setting later.

Schedule Template

Select a Schedule Template to set the daily access permission effective time.

Validity Period

Set the active time period for the authentication group.

E> Note:
If the authentication group is outside its validity period, all verification attempts
will fail.

Authentication
Group Members

(1) Click Add to add a personnel group.

(2) Select personnel groups. For each personnel group, specify the number of
individuals required to authenticate simultaneously (this number must be less than
or equal to the total members in the group).

E> Note:
An authentication group can contain up to 8 personnel groups, and the total
number of people that require simultaneous authentication across all groups
cannot exceed 16.

2. After completing the configuration, click Finish.

The system will automatically sync the authentication group information to the door channels.

Authentication Group Management

For successfully synced authentication groups, the following operations are supported:
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* Enable/Disable: Click (7 to enable; click @) to disable. The group will be re-synced after status
modification.

* Edit: Click 4 to modify authentication group information. The updated configuration will be re-synced after
the modification.

* Delete: Click [iij, or select authentication groups and click Delete.

e Copy: Click [Z] to open the door channel list. Select target door channel(s) to copy the current authentication
group configuration. The corresponding authentication group(s) will be created in the list.

Bl - A
=l dept
| dept 2
SE 02117202

DoorChannel3

13.4.3 Anti-Passback (Access Controller & Speed Gate &
Turnstile)

Anti-passback includes two types of rules:

¢ Area anti-passback: Card swipe records must strictly follow an "in-out" or "out-in" sequence.
Example: If a premises has an entrance and an exit, a person who has entered but not yet exited will be
unable to enter again through the entrance (prevents multiple individuals using one card). The same logic
applies to the exit.

I enter—exit—enter
en_te; ' exit R ] enter—enter &
l exit—exit &

¢ Route anti-passback: Individuals must swipe their cards at readers in a specified sequence.
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Example: If personnel are required to enter a warehouse in the order of Door A - Door B = Door C, they will
be unable to proceed to the next door if they bypass any door (tailgating) or re-authenticate at a door that

has already been passed (proxy authentication).

enter || |
- | =

Walk along the route. —l

The system supports both single-controller anti-passback (configure rules for door channels under a single
access controller) and cross-controller anti-passback (configure rules for door channels across multiple access

controllers).

13.4.3.1 Single-Controller Anti-Passback

Configure area anti-passback or route anti-passback for door channels under a single access controller.

Add New Rule
1. Click Single-Controller Anti-Passback.

2. Select an access controller/speed gate & turnstile, then click Next.

¢ Add Single-Controller Anti-Passback

Select Access Control Device

Device List

B

C.E‘nce: m

3. Configure the anti-passback rule.

e Area anti-passback

162



Select Access Control Device Set Anti-Passhack Rule

* Anti-Passhback Rule Arti-Passback

ime Terplate

Canfigure Card Reader

m
i
o

Parameter

Description

Time Template

Select a Schedule Template to define the daily access permission effective time.

Configure Card
Reader

Enable at least one entry card reader and one exit card reader.
If multiple card readers are enabled, personnel may enter through any entry reader
and exit through any exit reader.

[ Note:
The first authentication does not distinguish between entry and exit directions.
After the initial successful authentication, subsequent verifications will perform
anti-passback validation based on the previous entry/exit direction.

Route anti-passback

Select Access Control Device Set Anti-Passback Rule
¢ Ariti-Passbiack Rile Fioute Ants-Passback
* Time Template detault
# Card Reacer MNat Canfigured
Configure Card Reader
fi %
192117292 Entryreadert |~ (@)
192117232 ExitReaderC! +- (,
192117 2.92_ExitReader(l | ==
T252. ac T
7 —
Parameter Description

Time Template

Select a Schedule Template define the daily access permission effective time.

First Card Reader

e First card reader not set: Card swiping can start from any card reader in the
route.

¢ Non-closed routes (e.g., 1-2-3-4): Each person can pass through only once.

e Closed routes (e.g., 1-2-3-4-1): The same person can pass through multiple
times.
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Parameter Description

e First card reader set: Card swiping must start from the first card reader.
Personnel may exit from any reader in the route and restart from the first reader
at any time (e.g., for route 1-2-3-4, sequence 1-2-3-1 is also allowed).

Configure Card (1) Select subsequent card readers (multiple selections allowed) to form the route.

Reader
(2) All readers in the route must have anti-passback enabled; otherwise, subsequent

segments of the route will not function properly.

4. Click Finish to save and automatically sync the rule to the access control device.

13.4.3.2 Cross-Controller Anti-Passback

Configure area anti-passback or route anti-passback for door channels under multiple access control devices.

Add New Rule
1. Click Cross-Controller Anti-Passback.

2. On the Main Controller tab, select an access controller/speed gate & turnstile as the main controller.
On the Sub Controller tab, select one or multiple access controllers/speed gates & turnstiles as the sub
controller.

@ Note:

Some access controllers with lower specifications cannot be used as the main controller.

< Add Cross-Controlter Anti-Passback

Select Access Control Device

Main Cantrolier Suls Contralier
Device List b

@ Cnly one main controller can be selected,

3. Click Next.
4. Configure the anti-passback rule.

e Area anti-passback
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Select Access Control Device Set Anti-Passhack Rule

* Anti-Passhback Rule Arti-Passback

ime Terplate

Canfigure Card Reader

m
i
o

Parameter

Description

Time Template

Select a Schedule Template to define the daily access permission effective time.

Configure Card
Reader

Enable at least one entry card reader and one exit card reader.
If multiple card readers are enabled, personnel may enter through any entry reader
and exit through any exit reader.

[ Note:
The first authentication does not distinguish between entry and exit directions.
After the initial successful authentication, subsequent verifications will perform
anti-passback validation based on the previous entry/exit direction.

Route anti-passback

Select Access Control Device Set Anti-Passback Rule
¢ Ariti-Passbiack Rile Fioute Ants-Passback
* Time Template detault
# Card Reacer MNat Canfigured
Configure Card Reader
fi %
192117292 Entryreadert |~ (@)
192117232 ExitReaderC! +- (,
192117 2.92_ExitReader(l | ==
T252. ac T
7 —
Parameter Description

Time Template

Select a Schedule Template define the daily access permission effective time.

First Card Reader

e First card reader not set: Card swiping can start from any card reader in the
route.

¢ Non-closed routes (e.g., 1-2-3-4): Each person can pass through only once.

e Closed routes (e.g., 1-2-3-4-1): The same person can pass through multiple
times.
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Parameter Description

e First card reader set: Card swiping must start from the first card reader.
Personnel may exit from any reader in the route and restart from the first reader
at any time (e.g., for route 1-2-3-4, sequence 1-2-3-1 is also allowed).

Configure Card (1) Select subsequent card readers (multiple selections allowed) to form the route.

Reader
(2) All readers in the route must have anti-passback enabled; otherwise, subsequent

segments of the route will not function properly.

5. Click Finish to save and automatically sync the rule to the access control device.

13.4.3.3 Rule Management

L]

Access Cortrol Kame Anti-Fasshack Type Al ’ Arki-Passhack Fule | AF Status All

m s

Controller Antl-Fasshack

e Search: Enter keywords for access controller/speed gate & turnstile names, select an anti-passback type
(single-controller or cross-controller), anti-passback rule (area, route), and status (successful, failed, syncing,
configuration error), then click Search.

® Edit: Click . to modify the anti-passback rule. The updated configuration will be re-synced after changes are
made.

* Delete: Click 7iij, or select anti-passback rules and click Delete.

13.4.4 Multi-Door Interlocking (Access Controller & Speed Gate
& Turnstile)

Multi-door interlocking refers to a configuration where multiple doors form an interlocking combination. Within
this combination, only one door can be open at any given time; all other doors must remain closed.

Depending on the capabilities of the access controller or speed gate & turnstile, common configurations include
2-door interlock, 3-door interlock, and 4-door interlock.

Example: If door channel A and door channel B form a 2-door interlock, when door A is open, door B cannot be
opened using regular credentials by anyone.

This function is typically used in locations requiring high security or where ventilation needs to be controlled,
such as bank vaults or pharmaceutical enterprises.

Device List
+ Multi-Door Interlocking I Delete
0ot Interlocking Combination
epl_ DoorChannell DoorChannel 2
E 192.117.2.92 DoorChannel? DoorChannel4

Add Multi-Door Interlocking
1. Inthe device list, select the access control device and click Multi-Door Interlocking.

2. Select at least 2 access control points for interlocking.
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| Add
Please select at least two access control points for interlocking.
DoorChannell
DoorChannel2
DoorChannel3

DoorChanneld

Delete Multi-Door Interlocking

3. Click OK.

Select the multi-door interlocking configuration, and then click Delete.

Important Notes
¢ Interlocked doors cannot be set to Keep Open.

e Super Users are not restricted by interlocking rules and can open doors directly.

13.4.5 Keep-Open/Closed Schedule

Configure keep-open/closed schedules for access control devices (including face recognition terminals, door
stations, zone stations, access controllers, speed gate & turnstile).

Keep-open During the effective time period, the door opens automatically and keeps open, allowing
periods personnel to pass without verification.

If the door is manually closed during the keep-open period, it will keep closed until manually
opened again and then keep open.

Keep-closed During the effective time period, the door closes automatically and keeps closed, preventing
periods personnel from verifying and opening the door.

If the door is manually opened during the keep-closed period, it will keep open until
manually closed again and then keep closed.

Other periods Personnel must verify to open the door, and the door will close automatically after
personnel pass through.
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Configure Keep-Open/Closed Schedule

1. Clickthe 4 after the schedule list to add a schedule template; or select an existing schedule template to
modify.

2. Enter the template name and the remarks (optional).

3. Link access control devices.

e Click Add, select the access control devices that need to apply the schedule template, and click OK.

Add Linked Access Control DeviceSelected(1) X

* Click 71 to sync the schedule template to the selected access control devices.

® Click (| = to enable the schedule; only when enabled will the keep-open/closed schedule take effect on
the access control devices.

* Click 1] to delete an access control device; deleting an online access control device will also delete the

device's keep-open/closed schedule, while deleting an offline access control device will not delete the
device's keep-open/closed schedule.

4. Configure keep-on/closed periods.

¢ Normal Keep-Open/Closed: Configure keep-open/closed periods for Monday through Sunday.
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Normal Keep-Open/Closed Holiday Keep-Open/Closed

o & Edit By Clear e

8 20 22 24 & Mo Schedule

[0 Keep Open o

W Kesp Closed

0 2 B 10 12 14 16 1

Sun

Save

No. Description

1 Two methods are available to set keep-open/closed periods:

¢ Click Keep-Open, Keep-Closed, No Schedule, and click or drag to draw keep-open/keep-
closed/no-schedule time periods on the calendar, with each cell representing one hour.

[E Note:
White indicates no schedule and verification is required for door opening, green
indicates keep-open without verification, and red indicates keep-closed where
verification will not open the door.

¢ Click Edit to manually select time periods and the corresponding keep-open/keep-closed
types, with precision to seconds. You can set up to 8 periods per day.
After setting the schedule for a day, you can select other days and then click Copy to
quickly apply the schedule to other days.

Edit x
Mon Tue Wed Thu Fri Sat Sun
MNo. Start Time End Time Schedule Type
1 08:00:00 L 18:00:00 g Keep Open -
2 | 5 5 Keep Open ol
3 g Keep Cpen L
4 | L = Keep Open -
5 L Keep Open -
G | L 5 Keep Open ol
7 L L Keep Open -
8 | = B Keep Open - |
Copy To: AN

2 Btue BEwed BEThu B B cat B 5un Copy

2 Click Clear will remove all the configured periods from the current template.

¢ (Optional) Holiday Keep-On/Closed: Configure keep-on/closed periods on holidays.
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MNormal Keep-Open/Closed Holiday Keep-Open/Closed

Select Holiday (1/1... MNew Year -

& Edit iy Clear

New Vea ] ) 10 o i & No Schadule

W Keep Closed

No. Description
1 Click Select Holiday, select holidays, and then click OK.
+ Add Dlease anter the content
oida = folidey Period 3 Day(s} & Repe: =
2 Two methods are available to set keep-open/closed periods:
¢ Click Keep-Open, Keep-Closed, No Schedule, and click or drag to draw keep-open/keep-
closed/no-schedule time periods on the calendar, with each cell representing one hour.
¢ Click Edit to manually select time periods and the corresponding keep-open/keep-closed
types, with precision to seconds. You can set up to 8 periods per day.
3 Click Clear will remove all the configured periods from the current template.
5. Click Save.

13.4.6 Door Opening Mode Configuration(Face Recognition
Access Control)

Configure the "all-day authentication + exception period authentication" door opening mode for face recognition
access control devices in batches by group. If not configured, the device's default mode will be used.

Group Name All-Day Authentication Mode Access Contrel Range
—+ Add Mate: IF not configured, the device’s default mode will be used. All-day authentication + exception penods suthentication are supported.
Group Name Access Cantral Range Ail-Dray Authenticstion Modz 5 Cioor Oipening Period 1 Dioor Cpening Péred 2 Dioor Dpening Paricd 3 Remarks Operation

Face Recognition

Configure Door Opening Mode
1. Click Add. The Add page appears.

2. Add device groups to facilitate batch configuration of devices by group.
Enter a group name, select the access control devices, and click Add to add them to the selected devices list.
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Add

>
Device Group Configuration Door Opening Maode Configuration
* Group Name | Doorl Remarks

Access Control Device Selected(1) _Ij] Clear:

b = ENTer ke - Please enter key

SL_RA, B 605

B 216216160150
P
<
3. Click Next, configure door opening modes.
Add X

o
N

Device Group Configuration Door Opening Mode Configuration
Default All-Day Configuration (00:00:00~23:59:59)
Door Opening Mode Authentication (®) Face Recognition Remote Door Opening Automatic Door Opening

Exception Period Configuration

—+ Add MNote: Exception periods will use the door opening modes configured below; up to 3 exception periods...
Door Opening Period Door Opening Mode Operation
00:00:00 - 06:00:00 ® Remote Doar Opening v i)

(1) Select the default door opening mode for all-day:
e Authentication: The door opens only after the person passes the authentication.

* Face Recognition: The door opens immediately when the access control device captures a face,
without verifying permissions.

¢ Remote Door Opening: The access control device reports the person information to the platform, and
the platform remotely controls the door opening based on the authentication result.

e Automatic Door Opening: The system tries remote door opening first. If no authentication is returned
three consecutive times via the remote door opening mode, the system uses the local authentication
mode for judgment.

(2) (Optional) Click Add to add a door opening mode for exception periods.

171



¢ Up to three exception periods can be configured.

e During exception periods, the door opening mode configured for exception periods will be used for
door opening.

4. Click OK. The selected devices will use the configured door opening mode during the specified time periods.

More Operations

Edit or delete door opening mode groups as needed.

¢ Edit a door opening mode group: Click the corresponding * in the Operation column to edit the door
opening mode group.

¢ Delete a door opening mode group: Select door opening mode groups and then click Delete on the top to
delete the selected door opening mode groups; or click the corresponding 7] in the Operation column to
delete a door opening mode group.

13.5 Face Recognition Access Control Configuration

Go to Access&Attendance > Access Control > Face Recognition Access Control Configuration.

Configure face recognition access control parameters on the platform and sync them to the devices with one
click. You can also copy the settings from a device to other devices for batch configuration.

13.5.1 Face Library Configuration

Configure parameters such as verification templates for the face library.

1. Select a face recognition access control device from the device list.

Access Control Device

Copy Te
fat afl Library Visitor Library
o erification Templats Corfigure Verification Tempiate | (7
N B Face 1:M Matching Thresheld ————— sz
Fingerprint 1:N Matching Threshold  s— 82
nfrared ;M Matching Threshold ————— 86

Linkage Actions on Successful Verification
Cipen Toar Status Indicator Display Audio Masage Local Screen Display Wiegand Dutput Bluetooth Dutput

Linkage Actions on Failed Verification

B Satus Indicator Display B fudic Message ocal Screen Display
2. Refer to the table below to configure the parameters.

Table 13-1: Configuration Description

Parameter Description

Library Type e Employee Library: For long-term personnel, such as property owners,

security guards, etc.
e Visitor Library: For temporary personnel.
[ Note:

When configuring verification templates, face & ID card verification cannot
be enabled simultaneously for both the employee library and visitor library.

Verification Template Configure verification templates for the week (Monday to Sunday).

Click Configure Verification Template to go to the configuration page.
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Parameter

Description

Configure Verification Template

m Tus Wed Thu Fri Sat Sun

Time Peried1 | 0C:00:00 v 23:58:59 Face and ID Card Picture Mstch: X Tord Mo, X -
Time Perlod2
Time Period3
Time Perlodd

Time Period5

Tus Ner il Fr Sat n Copy

e Set verification time periods for each day. The start time of each time period
must not be later than the end time. Up to 8 non-overlapping time periods
can be configured per day.

e Supported verification methods: Face & ID Card Verification, Number
Allowlist, Face Allowlist, Password, Face & ID Card + Number Allowlist,
Number + Face Allowlist, Password + Face Allowlist, Fingerprint Allowlist,
Face Allowlist + Fingerprint.

¢ A maximum of three verification methods can be configured simultaneously
within a single time period.

e After setting the verification schedule for one day, you can select other days
and click Copy to apply the same settings for quick configuration.

[E> Note:
After saving the configuration, the system will automatically generate a
verification template name and sync it to the device.

1:N Matching Threshold

For visible light / infrared / fingerprint recognition, the 1:N matching degree
must meet or exceed the set threshold to succeed.

Visible light recognition threshold range: [0-100]. Default: 82.

Infrared recognition threshold range: [0-100]. Default: 86.

Fingerprint recognition threshold range: [0-100]. Default: 82 (only effective
when used with a fingerprint module).

Linkage Actions on
Successful Verification

Actions triggered after successful verification, such as door lock control and
status indicator results.

e Open Door: Sends an unlock signal to open the door.

e Status Indicator Display: Indicator light turns green.

¢ Audio Message: Plays "Verification successful."

e Local Screen Display: Displays "Verification successful."

e Wiegand Output: Sends a signal to the card reader for verification.

¢ Bluetooth Output: Transmits signal via Bluetooth to bound devices
(supported by some devices; subject to the actual Ul).

[ Note:
The linkage actions on successful verification may vary by device model.
Refer to the actual device.
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Parameter

Description

Linkage Actions on Failed
Verification

Options for actions triggered after verification failure:
e Status Indicator Display: Indicator light turns red.
e Audio Message: Plays "No permission."

e Local Screen Display: Displays "No permission."
[E> Note:

The linkage actions on failed verification may vary by device model. Refer to
the actual device.

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To to copy the settings to other access control devices.

13.5.2 Face Detection Configuration

Configure face detection parameters.

1. Select a face recognition access control device from the device list.

Access Control Device

B>

Liveness Detection ' On Off

Liveness Thrasheold ————) 50
Liveness Detection Level Medium

Quality Threshold < 5
Minimum Recognition Distance Adaptive

Maximum Recognition Distance Adaptive

Face & |D Matching Thresheld (@) 1

2. Refer to the table below to configure the parameters.

Table 13-2: Configuration Description

Parameter

Description

Liveness Detection

Select Enable to activate the liveness detection function.

[ Note:
Algorithm-based detection determines whether the subject is live,
effectively preventing spoofing using videos, photos, or other non-live
materials.

Liveness Threshold:

This parameter is displayed only when liveness detection is enabled.
Valid range: [1-100]. A higher threshold requires more pronounced liveness
features, improving the detection rate against non-live attempts.

Liveness Detection Level

This parameter is displayed only when liveness detection is enabled.

It indicates the success rate of detecting non-live attempts such as videos or
photos.

Three levels are available: High, Medium, and Low. A higher level imposes
stricter criteria for liveness judgment.
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Parameter

Description

Quality Threshold

The minimum matching threshold for a captured image to be recognized as a
face during face verification. Images below this threshold are classified as "non-
face" and fail the detection.

Valid range: [1-100]. A higher value improves matching accuracy.

Adjust the threshold by dragging the slider or entering a value.

Minimum (Maximum)
Recognition Distance

Within this range, photos will be captured.

[ Note:
If both parameters are set to non-adaptive options, ensure the maximum
recognition distance is greater than the minimum recognition distance.

Face & ID Matching
Threshold

When using ID card verification, this specifies the minimum similarity required
between the face image recognized by the access control device and the ID card
photo. Verification fails if the similarity is below the threshold.

Valid range: [1-100]. A higher value requires greater similarity between the live
person and the ID photo.

Adjust the value by dragging the slider or entering a number.

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To to copy all settings to other access control devices.

13.5.3 Recognition Display Configuration

Configure the content displayed on the screen after successful face verification.

1. Select a face recognition access control device from the device list.

Access Control Device

>

Copy To
Parson Recogrition Result 6_-1 Show Hide
Background Image show Background lmage (@) Hide Snow Snapshot
Name (®) Show Encrypt “ustam
Extended Info Show Time Show Person Remark § Hide
Message (®) default Custem

Temperalure ‘vle.—:suremen:‘.Siat:szius-'_i Show Hide
IP Address (®) Show Hide

Temperature Guide Graphic (®) Enable Dizabls

2. Refer to the table below to configure the parameters.

Table 13-3: Configuration Description

Parameter

Description

Person Recognition Result

e Show: After successful verification, the access control interface displays the
person information.

e Hide: After successful verification, the access control device screen does not
display the person information.

Background Image

e Show Background Image: After successful verification, the access control
device screen displays the image uploaded to the face library.

e Hide: After successful verification, the access control device screen does not
display personnel image information.

¢ Show Snapshot: After successful verification, the access control device
screen displays the captured image.
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Parameter

Description

Name

Show: After successful verification, the access control device screen displays
the recognized person's name.

Encrypt: After successful verification, the access control device screen
encrypts the person's name, displaying only partial information.

Custom: After successful verification, the access control device screen
displays custom information entered here.

Extended Info

Show Time: Displays the detection time.

Show Person Remark: Displays the remarks of the successfully recognized
person (set in the face library).

Hide: Default mode, no additional extended information is displayed.

Measurement Statistics

Message e Show: After successful face recognition, the access control device screen
displays "Recognition Successful."
e Custom: After successful face recognition, the access control device screen
displays custom information entered here.
Temperature e Show: The access control device screen displays the total number of

temperature screenings and persons with normal body temperature.

Hide: The access control device screen does not display temperature
measurement statistics.

IP Address

Show: The access control device screen displays the device's IP address.

Hide: The access control device screen does not display the device's IP
address.

Temperature Guide
Graphic

Show: When the temperature measurement function is enabled, the access
control device screen displays the temperature measurement guide image
(for wrist temperature measurement devices).

Hide: When the temperature measurement function is disabled, the
access control device screen does not display the guide image (for wrist
temperature measurement devices).

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To to copy all settings to other access control devices.

13.5.4 Port & Peripheral Configuration

Configure port and peripheral parameters.

1. Select the face recognition access control device from the device list.

Access Control Device

A Wiegand Pt figuration

Refer to the table below to configure the parameters.
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Table 13-4: Configuration Description

Parameter

Description

Wiegand Port
Configuration

The Wiegand port can connect to external IC card readers and CPU card readers.
e Input and output ports can be configured separately.

e Protocol Type: Wiegand 26 and Wiegand 34. Select according to the actual
scenario.

e Wiegand 26: Card numbers are read using the Wiegand 26 protocol
(reads only 3-byte card numbers).

e Wiegand 34: Card numbers are read using the Wiegand 34 protocol
(reads only 4-byte card numbers).

¢ Format Configuration: Specifies that the card number sequence read by our
company's card readers is in positive order.

e Forward: Select this option for input/output when the sequence matches
that read by our company's card readers.

e Reverse: Select this option for input/output when the sequence is the
reverse of that read by our company's card readers.

Volume Configuration

Sets whether the access control audio is muted. If not muted, the audio volume
can be set.

¢ Select No to enable the audio function.
The audio volume can be set.

¢ Select Yes to enable mute on the device.

[ Note:
When mute is enabled, there will be no prompt sounds during access
control verification.

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To> to copy all settings to other access control devices.

13.5.5 Advanced Configuration

Advanced configuration supports features such as QR code configuration, upload configuration, attribute rule
configuration, and IC card encryption configuration.

1. Select the face recognition access control device from the device list.

Access Control Device

E>

Copy To

QR Code Configuration

QR Code Frotocol (®) Privat

Save

Upload Configuration

Attribute Rule Configuration

IC Card Encryption Configuration

2. Refer to the instructions below to configure the parameters.

e QR Code Configuration
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Table 13-5: Configuration Description

Parameter

Description

QR Code Collection

e Disable: The device camera will not collect QR code data.

* Enable: When the verification template includes a number allowlist, the
device camera will support collecting and verifying QR code data.

QR Code Protocol

e Private Protocol: The device will parse the QR code data locally.

e Third-party Protocol: The QR code data will be uploaded to the face
recognition speed gate management platform for parsing.

¢ Upload Configuration

Upload Configuratio

Table 13-6: Parameter Description

Parameter

Description

Report Type

e Report All Records: The terminal will upload access records for all
recognition outcomes (including all scenarios of both successful and failed
recognition).

e Report Successful Records Only: The terminal will only upload access
records for successful recognitions.

e Attribute Rule Configuration

Attribute Rule Configuration

Table 13-7: Parameter Description
Parameter Description
Helmet When enabled, the recognition terminal will provide both on-screen and

voice prompts (Please wear a helmet) if a person is detected without a safety
helmet.

When helmet detection is enabled, configure whether to unlock upon
verification failure.

e Yes: If the recognition terminal detects a person not wearing a helmet, it
does not affect the actual verification (e.g., face, card, face & ID card) and
the door will unlock if verification is successful.
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Parameter

Description

¢ No: If the recognition terminal detects a person not wearing a helmet, the
door will not unlock.

Mask

When enabled, the recognition terminal will provide both on-screen and
voice prompts ("Please wear a mask") if a person is detected without a mask.
When mask detection is enabled, configure whether to unlock upon
verification failure.

* Yes: If the recognition terminal detects a person not wearing a mask, it
does not affect the actual verification (e.g., face, card, face & ID card) and
the door will unlock if verification is successful.

¢ No: If the recognition terminal detects a person not wearing a mask, the
door will not unlock.

Temperature
Measurement

When enabled, the temperature measurement module will provide both
on-screen and voice prompts ("Abnormal Body Temperature") if a person's
temperature exceeds the set alarm threshold.

When temperature measurement is enabled, configure whether to unlock
upon verification failure.

* Yes: If the temperature measurement module detects a person's
temperature exceeding the set alarm threshold, it does not affect the
actual verification (e.g., face, card, face & ID card) and the door will
unlock if verification is successful.

¢ No: If the temperature measurement module detects a person's
temperature exceeding the set alarm threshold, the door will not unlock.

Temperature Unit

Select the temperature unit: Celsius (°C) or Fahrenheit (°F).

Temperature Pre-alarm

* On: When the temperature measurement module detects a person's
temperature within the range [Pre-alarm Threshold ~ Alarm Threshold],
it will provide both on-screen and voice prompts ("High temperature
detected, please retest").

e Off: Alarm prompts will only occur when a person's temperature reaches
the alarm threshold.

Temperature Pre-alarm
Offset

When temperature pre-alarm is enabled, set the pre-alarm offset value.
Pre-alarm Threshold = Alarm Threshold - Pre-alarm Offset.

Lowest/Highest
Temperature

Value range: [30~45]. The default lowest temperature is 35.5, and the default
highest temperature is 42.

Users can configure the temperature measurement range according to the
actual application scenario.

Alarm Threshold

If the temperature measured by the module exceeds the value set here, the
device and voice prompts will indicate "Abnormal Body Temperature".

The value must be within the range of the lowest and highest temperature
settings.

IC Card Encryption Configuration
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Table 13-8: Parameter Description

Parameter

Description

Encrypt IC Card

Enable or disable IC card encryption.

[E> Note:
This must be configured based on whether the issued IC cards are
encrypted or standard. For card configuration details, please refer to
Personnel Management > Card Information .
When IC card encryption is enabled, if a non-encrypted card is used for
verification, access will be denied even if the card number has been
registered on the access control device.

Key Type

Select Type A or Type B according to the actual scenario.

Card Read Key

The password for the MIFARE card. A six-byte password (in hexadecimal).

Read Sector No.

The storage space of the MIFARE card is divided into 16 sectors (0-15). Please
select the appropriate sector number based on the actual scenario.

Sector Offset

Enter the sector offset for reading the MIFARE card. Integer range: [0-47],
default value: 0.

Sector Length

4. Enter the sector length for reading the MIFARE card. Integer range: [1-8],
default value: 4.

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To to copy all settings to other access control devices.

13.5.6 Personalized Configuration

Configure personalized parameters such as advertising mode, custom keys, and custom audios.

1. Select the face recognition access control device from the device list.

Access Control Device

>

2. Refer to the table below to configure the parameters.

Table 13-9: Configuration Description

Parameter

Description

Ad Mode

Enable or disable the ad mode according to your needs.
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Parameter

Description

Standts Tiree tai

Imoart Ad Fie Salect Fie

e Scheduled Time
Set the time period for playing ads. Ads will only play between the start time
and end time.
Requirement: The end time must be later than the start time; otherwise, the
settings will not be saved.

e Play Interval
Set the time interval for playing ads.
Requirement: Integer value in seconds, range [1-3600], default value: 10.

e Standby Time
When no face is detected by the device for the duration set here, it will
enter ad mode.
Requirement: Integer value in seconds, range [10-3600], default value: 10.

e Import Ad File
Users can upload custom ad files. For file requirements, see the "Note" on
the page.
Click Select File to upload an ad file.
¢ Video Play Order
Click 4} to move the video up in the play order.

Click .. to move the video down in the play order.

Custom Keys

Choose to show or hide the following buttons on the device screen: Call User,
Open Door by Password, Call Management Center, and QR Code Scan.

Ad Mode Custom Keys Custom Audio

Call User (®) Show Hide
Open Door by Password (®) Show Hide
Call Management Center (®) Show Hide
QR Code Scan (®) Show Hide

Custom Audio

Click Select File to choose and upload an audio file from your local device.
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Parameter Description

Capy Ta

Ad Mode Custom Keys Custom Audio

Impert Audio File Select File

restart the devics.

ted durmg the restart process. 3, Restonng factory defaults or cleanng SO card data will restore the default sudio file.

> Note:
The device will restart after a successful upload.

3. After completing the configuration, click Save to sync the settings to the device.

4. (Optional) After saving the configuration, click Copy To to copy all settings to other access control devices.

13.6 Access Control Live

Go to Video Application > Smart Live View > Door Access Control.

View live videos of access control devices and pass-thru records. You can take snapshots, zoom in on live video,
open / close door remotely, etc.

View Live Video

Note:
The channels of general access control devices and access controllers do not provide live view; only pass-thru

records are displayed.

More Operations

Real-time pass-thru records: Pass-thru records are displayed on the right. The background color will be red if
authentication fails, such as stranger.

Toolbar: See Live View Toolbar Operations for reference. The functions are similar.
View more: Click 5 on the upper-right corner to view history pass-thru records on the Pass-Thru Records
tab.

View pass-thru details: Double-click a pass-thru record or click Details under the record (including snapshot,
personal information, camera, snapshot time, and authentication result).

View live video: Click View Live Video under the passing record to view the live videos of people passing
through.
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Access control: Click next to an access control device in the left-side list, or click in the live view

toolbar, and then select an option (Open Door, Close Door, Keep Open, Keep Closed, Restore (restore door
from keeping open/closed)) in the pop-up list as needed.

Close Door

& [
m Open Door
B
&)

Keep Open
Keep Closed

Restore

13.7 Pass-Thru Records

Go to Data Search > Pass-Thru Records.

View pass-thru records, and search by start and end time, access control device, etc.

@ Note:

e The pass-thru records on the access control devices will be synced to the platform in real time.

e Conditions for successful verification: correct credentials (face, card, password, etc.), credentials within
their validity period, access permission.

Search Pass-Thru Records

To search records, set the start and end time, channels under access control devices, person range (department/
visitor/stranger), search type (by name/by card number/by person ID), entry/exit direction (in/out/not

configured), authentication (face/ID card/IC card), authentication result (succeeded/failed), then click Search. The
search results will be displayed.

@ Note:

® Click #: to the right of the search criteria to customize the search criteria.

® Click it attop right corner of the table to configure the display fields for the list.

e See Edit Channel Info to configure the entry and exit directions of the access control channels.

Ferson Rangz Search Type Entry/Bat Direction

mam [

More Operations

e Export records: Select pass-thru records, and then click Export.

e View details: Click [ in the Operation column.
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* Sync pass-thru records: Sync pass-thru records of an access control device to the platform, and then click
Search to refresh the records.

@ Note:

Only pass-thru records on the online face recognition terminals can be synced manually. General access
control devices and access controllers do not support manual sync.

1. Click Sync Pass-Thru Records. A window appears.
2. Set a time period for the pass-thru records you want to synchronize on the device side.

3. (Optional) If you choose to synchronize image data, images in the pass-thru records will also be
synchronized.

4. Select the desired access control device.
5. Click OK to start synchronizing pass-thru records of the selected device.

6. When sync succeeded, you can click Search to refresh to pass-thru record list.

14 Elevator Control Management

Elevator control management provides elevator permission management services for building scenarios in
industrial parks, residential areas, schools, hotels, etc. Through elevator controllers installed in the elevator
system, building administrators can assign permissions, so people can access specified floors by verifying

their identity at card readers or door stations inside the elevators. People can also call elevators to their

floor by verifying identity at door stations outside the elevators or call indoor stations to open the door. The
administrator can also view real-time video in elevators and search access records. Elevator control management
can automatically verify floor access permissions to prevent unauthorized intruders. It ensures assets security
and personnel safety while enhancing the guard management efficiency.

Functions
Menu Description
Elevator Control Configure floors, linked devices (cameras/door stations), and verification mode
Configuration related parameters.
Elevator Control Configure elevator control permissions (by specifying floors), so elevator users can
Permission only go to the floors they have access to, and call elevators to the floors they are
currently located.
Elevator Live Video View live video from the linked devices (cameras/door stations) to monitor the
elevator’s real-time status.
Elevator Controller Search verification records from elevator card readers to monitor personnel
Verification Records elevator usage records.

e
ﬁ Elevator Elevator Controller
Live Video Verification Records

Administrator \ -
Door station Elevator Controller
outside the elevator Configuration

verify or call indoor station to open the doar

? i call the elevator to the current floor Link floors
* Link devices
Door station&Card reader (camera/door station)
inside the elevator

Personnel/Resident verify Paon
Visitor permission
i

go to tha allowed floors

If
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Configuration Procedure
. Add persons. See Personnel Management , Resident Management, Visitor Management.
. Add elevator controllers, cameras/door stations. See Device Management > Private Device.

. Add floors. See Community Room Management and Custom Units.

1

2

3

4. Configure elevator floors. See Floor Configuration.

5. Configure linked cameras/door stations. See Link Devices.
6

. Assign permissions on elevator controllers and door stations. See Schedule Template,Access Permission
Config.

7. View the live video of people entering/exiting elevators and elevator usage records. See Smart Live View >
Elevator Live Video, Data Search > Pass-Thru Records >Elevator Controller Verification Records.

14.1 Elevator Control Configuration

Go to Access&Attendance > Access Control > Elevator Control Management.

Configure the elevator floors managed by the elevator control system and the linked devices (cameras/door
stations), as well as verification parameters of the elevator controller.

14.1.1 Floor Configuration

Configure the elevator floors managed by the elevator control system based on the actual situation of the

building.
Select an organization on the left side, and elevator controllers in the organization will be displayed on the right
side.
FiavmonSantalen Lin Device 5tatus Configuration Methad Search Keywords
al - Al Deacs Name

% Refresh &

Configure Floors

1. Select elevator controllers (you can select multiple for batch configuration), and click Configure Floors; or click
{83 in the Operation column.

2. Select the configuration method.

e Custom Unit: Select floors for the custom unit.

@ Note:

¢ In the custom unit, you can add floors manually, which is suitable for scenarios where the existing
units do not meet the elevator floor requirements.

® Add units on the Custom Unit page, or click - in the Select Floor Range dialog box to add units.
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Select Floor Range b3

* Canfiguration Methed (7 ®) Custom Unit Bind Uinit Custom Unit

selact the floor range for the ele

Unt ¥

¢ Bind Unit: At the community level, select a unit, and then select the floors under that unit.

@ Note:

e Units are created in Room Management.

e After the elevator controller is bound to a unit, the residents of that unit automatically gain the
elevator control permission for the floors they reside on.

Select Floor Range

* Condiguration Method {2) Custorn Linit ) Zind Unit @ Th= left shows the rocm fist. To 2dd rocms: go tofCommunity Managemsnt]

* Belect Figor flange lease salert | aus
—. vator controller,

v

Note Please select the flony range for the ele

&
=

|

3. Click OK.

View Floors, Modify Floor Control Mode

In the list, you can view the range of floors and the total number of floors bound with the elevator controller.

O Refresh @ 2162164701 €2 Control Mode
Comiguration Met ) ) _ Opeist
Dvice Nare Davice |D ? Address Figar Range Jotel e Dperation m Floot Kame Contrsl Made (7]
hed ian
16023 16023 621616023 Custom Unit 1-6 T & B & | = | Free Mode - |
Fres Mode
ZIE2IEITRY 170 216218770 Eircd Uipit: <20 i2 #

Controlled Mads

0 ) HEIIR 1612 ot Canfigurar i : iz il
70 20 HEIIR1EI2 Fiot Canfigured i S

Eorbidden Made =

W fres Mode
1. Click the corresponding (i) for the elevator controller to expand the bound floors.

2. Click the corresponding . for the floor, or select the floor and then click Control Mode to change the floor
control mode.

* Free Mode: All elevator users can light up the elevator buttons for that floor.
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e Controlled Mode: Only the verified elevator users can light up the elevator button for that floor.
¢ Forbidden Mode: No elevator user can light up the elevator button for that floor.
View Elevator Control Configuration

Click the corresponding [=] to view the detailed elevator control configuration.

@ Note:

Elevator control configuration cannot be modified directly. To modify the configuration method, you need to
clear the configuration, and then configure again.

View Details X

* Configuration Methed (%) Custom Unit @ Bind Unit

Cancel

[

Clear Configuration

Select the elevator controller, click Clear Configuration, or click [ in the Operation column, to clear the bound
floors and personnel permissions and restore the unconfigured state.

14.1.2 Custom Units

If the existing units in the community do not meet the elevator floor requirements, you can customize and add
units and floors.

Unit Name Linked Efzwator Control

Uit Name Foor Range Tital Fiogrs Linked Bevator Contral

Unit-0 -1-5 7 16023 & B
ZIB216T70 10

Uit 21 13

Add a Custom Unit
1. Click Add.

Add X

* Unit Name

Floor Range (7) -1 — 20 EFI::: Unit | Floor

Total 21 floor(s) “ Cancel
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Unit Name Enter a custom name.
Floor Range Enter the range of floors.
Floor Unit e If selected, the floor names will include units (such as "1st Floor"), and you can
input a custom name as needed.
e If cleared, the floor names will not include units.
Skip O If selected, the generated floors will not include the Oth floor.
2. Click OK.

Edit Floor Name

1. Click &

®

for the corresponding unit to expand the floor list.

2. Click /# for the corresponding floor to edit the floor name.

+ Add

Unit 20

% Refrash | (B

Uit _20

View and Edit Units

* If the unit is not bound to any elevator controller, you can click corresponding / to edit the unit
configuration.

ame Unit _20

Total 5 floor(s) Cancel

* If the unit is already bound to an elevator controller, you can click the corresponding [Z! to view the unit

configuration (cannot modify).

Delete a Unit

* If the unit is not bound to any elevator controller, you can click the corresponding [ii] to delete the unit.

¢ [f the unitis already bound to an elevator controller, you need to clear the binding relation in Floor
Configuration before you can delete the unit.

14.1.3 Link Devices

Link cameras, door stations, and video intercom devices with an elevator controller.

14.1.3.1 Camera

Link camera(s) with an elevator controller to view the live video of people entering/exiting the elevator. See

Elevator Live Video.
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Camera Dioor Station

Refresh Device Mame
S Adddrass Dedge I3 Davice Type ke Eieugton Coeibr Sta

® Criine s i (el

1. Onthe Camera tab, click Add.

Add > 4
Camera List Selected(2) Y Clear

.

219elevator

“ Can - El

2. Select camera(s), and then click > to add the selected camera(s).

@ Note:

An elevator controller can link with multiple cameras; a camera can link with only one elevator controller
location.

3. Choose the location of the linked elevator controller. You can choose an elevator controller or a floor.
4. Click OK.

To a linked camera, you can:

e . :Modify the location of the linked elevator controller.

e i : Remove the link between the camera and the elevator controller.

* (©):Go to Smart Live View to view the live video from the camera.

14.1.3.2 Door Station

For scenarios where the elevator controller is bound to a custom unit.

After linking the elevator controller with a door station, elevator users can verify identity on the door station to
gain access to the specified floors; administrators can view the live video from the door station and its access
records.

e The door station is outside the elevator: After successful verification on the door station, the elevator user
calls the elevator to his/her current floor, and the elevator controller grants access to allowed floor(s).

e The door station is inside the elevator: After successful verification on the door station, the elevator controller
grants access to the allowed floor(s).

@ Note:

e Door station permissions and elevator control permissions need to be configured separately for elevator
users.

e After elevator users call the elevator through a door station, Pass-Thru Records will be generated,
Elevator Controller Verification Records will not.
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Camara Doos Station

- Add ) Refresh (B} Dievice Mame - Please enter keyword

1. On the Door Station tab, click Add.

Add x

Access Contrel Device List Selected{2) _ﬂ}] Clear

e 1615015 Door Swhian Inside Elevatc - 216.216.170.1 | ==

Elevaror < 216.216.163.251 Door Staton Outside Eleva ~ 2F

“ CEF < e'

2. Select door station(s), and then click > to add the selected door station(s).

@ Note:

An elevator controller can link with multiple door stations; a door station can link with only one elevator
controller location.

3. Choose the binding mode and the location of the elevator controller.

¢ |f the door station is outside the elevator, choose the floor of the elevator controller.

@ Note:

Here, only floors of a custom unit can be linked; to bind the door station to a unit, go to Video
Intercom to configure the device location.

¢ |If the door station is inside the elevator, choose the elevator controller.

4. Click OK.

For a linked door station, you can:

#2 » Modify the location of the linked elevator controller.
[i] : Delete the link between the door station and the elevator controller.

1y: After linking with a door station for the first time, the system will automatically sync door station
information to the elevator controller. If the sync failed, you can click this button to resync.

@ Note:

Sync can succeed only when the device is online.
(&): Go to Elevator Live Video to view the live video from the door station.

El: View the location of the linked elevator controller.
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Sync Details *

Sync Status | All N
P Address Device ID Device Type Linked Elevator Control Sync Status

Coar Station 216.216.170.1_-2 ® Succesded

T
o
T
o
o
=
T
L
T
L

14.1.3.3 Video Intercom

For scenarios where the elevator controller is bound to a community unit.

After linking the elevator controller with a door station at community floor, elevator users can use the door
station to verify identity or call an indoor station for remote door opening so as to gain access to the allowed
floor(s).

¢ After successful verification on the door station, an elevator user can call the elevator to his/her current floor;
and the elevator controller will grant access to the allowed floor(s) (if the elevator user has access to only one
floor, the corresponding floor button automatically lights up; if the elevator user has access to multiple floors,
he/she needs to push the elevator button manually).

¢ The elevator user uses the door station to call an indoor station, or people in the room uses the indoor station
to view the live video from the door station and opens the door remotely. The elevator arrives at the floor
where the door station is located and automatically lights up the button for the floor where the indoor station
is located.

@ Note:

e Door station permissions and elevator control permissions need to be configured separately for elevator
users.

e After elevator users call the elevator through a door station, Pass-Thru Records will be generated,
Elevator Controller Verification Records will not.

Camera Daor Station Vidso Inteream

% Ratresh Device Namz

Follow the steps to bind the elevator controller with door stations. And then the Video Intercom tab will be
displayed.

1. Go to Video Intercom > Device Location Config to bind door stations with floors in the unit, and bind rooms
with indoor stations.

2. Go to Elevator Control Permission > Floor Configuration to bind the elevator controller with the unit (which
shall include the floors where the door stations are located).

3. After the operation is completed, the system automatically generates the linking between the door station
and the elevator controller.

For a linked door station, you can:

e 1}: After linking with a door station for the first time, the system will automatically sync door station
information to the elevator controller. If the sync failed, you can click this button to resync.

@ Note:

Sync can succeed only when the device is online.

e [5: View the location of the elevator controller linked with the door station (the door station automatically
links with the corresponding floor).
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Sync Details X

Sync Status | All N
IP Address Device ID Device Type Linked Elevator Control Sync Status

216.216.160.251 251 Door Station 218.216.170.1_-2 ® Succeeded

* (2):Go to Elevator Live Video to view the live video from the door station.

14.1.4 Device Parameter Configuration

Select the elevator controller in the device list and configure the device's own parameters.

@ Note:
You can also configure device parameters in the device's web interface. The Ul display may vary with the
device version. If there are differences, please refer to the user manual of the device.

Device Parameter Configuration -- Record Upload Settings

Device List Device Parameter Config  Elevator Contral Parameter Configuration  Expansion Board Configuration

I Record Upload Settings

o
.. . Reporting Type | Upload All
B 023 =
B o Storage Mode Stop Recording ® Dverwrite Re
uLl Tk 20 = = | _ - -
Card Type ® General IC Card MIFARE Card
Reporting Type For the elevator controller's verification records:
e Upload All: Upload all person records, including person records of successful and failed
verifications.
e Upload successful records only.
Storage Mode When verification records reach the device's specification limit:
e Stop Recording: Stop receiving new records.
e Overwrite Recording: New records overwrite the oldest records.
Card Type Choose the card type that the elevator controller will use for verification (either general IC
card or MIFARE card).
MIFARE cards can be configured with keys to encrypt sectors and prevent data leakage
from the cards.
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Elevator Control Parameter Configuration

Device List

Device Parameter Config Elevator Control Parameter Configuration Expansion Board Configuration

Elevator Control Mode Auto Mode

Manual Call Response Tl... |5 5
Manual Call Response Tl... | 300 5
Automatic Call Trigger Ti.. | 1000 Milllsecond(s)

Elevator Control
Mode

e Auto Mode: Upon successful verification, all elevator floors that the elevator user has
access to automatically light up.

¢ Manual Mode: Upon successful verification, the elevator user needs to press the
elevator button manually.

¢ Adaptive Mode: Upon successful verification, if the elevator user has access to only
one floor, the elevator floor automatically lights up; if the elevator user has access to
multiple floors, he/she must press the elevator button manually.

Manual Call
Response Time
(Inside Elevator)

Upon successful verification through the card reader inside the elevator or through
the door station, the elevator user can press the floor button within N seconds; after N
seconds, the access permission becomes invalid.

Manual Call
Response Time
(Outside Elevator)

Upon successful verification through the door station outside the elevator, the elevator
user can press the floor button within N seconds; after N seconds, the access permission
becomes invalid.

Automatic Call
Trigger Time

Once the elevator button lights up, the elevator controller sends a signal to the elevator.

e The elevator will only proceed to the target floor after this signal lasts for a certain
length of time (N milliseconds).

e If the signal disappears before this period (e.g., due to a mistaken press), the
command is ignored.

Expansion Board Configuration

Device List
a

M e
1

Device Parameter Config Elevatar Control Parameter Configuration Expansion Board Configuration

MNumber of Expan.. |3

Expansion Board ... Dne-Click Upgrade
Expansion Board Address Software Version Latest Version Status Upgrade Status
i V1.02 » Offline
2 V.02 e Offline
3 V1.02 = Offline

1. Enter the number of expansion boards connected to the elevator controller, and then click Save to
automatically obtain the version information of the expansion boards.

2. Click One-Click Upgrade to upgrade the version of the expansion boards to the latest version.

14.1.5 Verification Template Configuration

Verification templates define different verification methods for different time periods for the device. You can
preconfigure different verification templates and quickly apply them to different card readers of the elevator

controller.
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Note:

You can also configure verification templates in the device's web interface. The Ul display may vary with the
device version. If there are differences, please refer to the user manual of the device.

1. Select the elevator controller in the device list to view its existing verification templates.
The system has a default verification template that is effective all day, supporting number allowlist or
password comparison; the template can be modified but not deleted.

Device List

“Ternplate Mame Diefault
) <o an Tue Wed Thu Fri sar Sun
Time Intervall Q00000 - 23:55:58 Card, Password
Time Interval2
Time Intervald
Time Interval4
Time Intervals
Time Intervald
Time Interval?
Time Infervald
Copy To A
2. Click + to add a new template, or select a template to modify it.
Time Interval The verification time periods on the same day cannot overlap.
Verification You can select multiple verification methods at the same time.
Method

e Number allowlist: Verification is successful if the swiped card number matches the
person's card number in the library.

e Password comparison: Verification is successful if the input password is correct.

e Number allowlist + password comparison: Verification is successful if both the card
number and the password are correct.

Copy To After setting the verification method for a day, select other days and then click Save.
The current configuration will be copied to other days.

3. Click Save.

14.1.6 Verification Configuration

Bind card readers to the elevator controller, and bind verification templates to the card readers.
Note:

You can also configure verification in the device's web interface. The Ul display may vary with the device
version. If there are differences, please refer to the user manual of the device.

In the device list, select the elevator controller to view the card readers under it; an elevator controller supports
up to two card readers.

Device List

Add [ Delete | 5 Refresh
o Card Reader Channel Name Check Template Card Reader Operation
o
EEEEE] Default SHRiEFE] o
EEeEE Default SiEEE 2 W
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Add Card Reader Channel

The card reader must be physically connected to the Wiegand interface/RS485 interface on the elevator
controller.

Click Add, complete the configuration according to the instructions in the table below, and then click Save.

Devica et | Basic Info

Card Reader Cha... |i§:4§g§i§ﬁ'l |

2 - -
Check Template .. iDefaqu_ = i
1l f2acimeract | Card Reader binding
~ Bind M Delete
Card Header Pratocol Port Made Format amper Detection Operation
Wiegand 26 = Ascending Order Disable Z

Card Reader Enter a custom name.
Channel Name
Verification Choose the verification template.
Template Binding
Card Reader Click Bind, and select the card reader type (Wiegand or RS485) based on the actual wiring.
Binding Click # to modify the protocol parameters of the corresponding card reader.

Modify Card Reader

Click /# to modify the parameters of the corresponding card reader channel, such as verification template,
bound device.

Delete Card Reader

Click /~ for the card reader channel you want to delete, and then confirm the deletion.

14.1.7 External Device Configuration

Note:
You can also configure external devices in the device's web interface. The Ul display may vary with the device
version. If there are differences, please refer to the user manual of the device.

485 Serial Port Configuration

Device List 485 Serjal Part Configuration  Wiegand Interface QR Code

R5485 2
2 I Rsdas_

1 RS485 3
B s 1 RS485 External Device Config

i External Device

RS455 Address  External Device Name  Senal Port ID Port Mode Farmat Tamper Detection  Operation
2 485 Card Reader - IC Card Reader  Ascending Order Disable &
3 485 Card Reader2 5 IC Card Reader  Ascending Order Disable &
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¢ Modify the data transmission parameters for RS485_2 and RS485_3; generally, using the system default
values is sufficient.

e Configure the card readers connected to RS485_ 2 and RS485_3.

Parameter Description

Card Reader Name Enter a unique custom name.

e Disable: The port mode is disabled.
Port Mode e |IC card reader: Connects an IC card reader.

¢ QR code reader: Connects a QR code reader.

Port Number When the serial port mode is set to QR code reader, this parameter must be
configured and must be unique.

e Ascending order: The card number sequence is the same as the sequence read
by the card reader

Format
e Descending order: The card number sequence is the reverse of the sequence
read by the card reader.
Tamper Detection When enabled, an alarm will be triggered when card reader tampering is detected.
Copy To Used to apply the same settings to other card readers.

Wiegand Interface Configuration

Configure the card reader connected to the Wiegand interface.

Device List 485 Serlal Port Configuratlon  Wiegand Interface QR Code

>

S Wiegand Interface
i Wiegand Port ard Reader Name Proto Faormat Tamper Delection Cperatiar
| 0 Wiegand Card Reader 1 Wiegand 34 Ascending Crder Disable
Wiegand Card Reader 2 Wiegand 34 Ascending Order Disable 4
Parameter Description
Card Reader Name Enter a unique custom name.
¢ Wiegand 26: Card numbers are read using the Wiegand 26 protocol (only reads 3-
byte card numbers).
¢ Wiegand 34: Card numbers are read using the Wiegand 34 protocol (only reads 4-
Protocol
byte card numbers).
e Custom Wiegand: Protocols used by Wiegand card readers other than 26 and 34
(configuration rules need to be set in the device interface).
e Ascending order: The card number sequence is the same as the sequence read by
the card reader
Format . .
e Descending order: The card number sequence is the reverse of the sequence read
by the card reader.
Tamper Detection When enabled, an alarm will be triggered when card reader tampering is detected.
Copy To Used to apply the same settings to other card readers.

QR Code Configuration

With QR code detection enabled, when operating in the number allowlist verification mode, people can scan QR
codes on the connected QR code reader for verification.
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Note:
The platform currently does not support generating QR codes for card numbers.

Device List 485 Serial Port Configuration  Wiegand Interface QR Code

QR Code Detection @ .

Save

MNote: Require card authentication

14.2 Elevator Control Permission

Access&Attendance > Access Control.

Configure floor access permissions and the validity period of access permissions. After completing the
configuration, you can view, search, and modify the permissions as needed.

The configuration steps are as follows:
1. Schedule Template
2. Access Permission Config

3. Permission Search

14.3 Elevator Live Video

Go to Video Application > Smart Live View > Elevator Live Video.

After the elevator controller is linked with cameras or door stations, you can view live video from the linked
devices to monitor the conditions inside and outside the elevator.

1. On the Linked Device page, click (&) for a device to go to the Smart Live View page.
2. Click the Elevator Live Video tab, find the elevator controller on the resource tree.
3. Expand the elevator control device to view the linked cameras or door stations.
4

Drag the device to a window, or right-click the device and then choose Start Live View, to start its live video.

Smart Live View

oY
o
b
b
a3
g
o
o
o~
H:

=15

,m..

1EE@E

5. Real-time face snapshots are displayed on the right.
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14.4 Elevator Controller Verification Records

Go to Data Search > Pass-Thru Records > Elevator Controller Verification Records.

Search verification records from elevator card readers to monitor personnel elevator usage records.

@ Note:
e The elevator controller's verification records will be synced in real time to the platform.

e Conditions for successful verification: the credential is correct, the credential is within its validity period,
and the elevator user has the elevator control permission.

¢ To query the verification records of the linked door stations, go to Pass-Thru Records.

Search Verification Records

Select the start and end times, elevator controller, person range (department/visitor/stranger), and search type
(by name/by card number/by employee ID), and then click Search. The elevator controller verification records
that meet the search criteria are displayed.

Start e End Tima FO25-05-04 DRO0NO0 = Z0Z5-09-04 235355 =5 Today

More Operations
e Export records: Select verification records and then click Export to export the selected verification records.

e View details: Click [ in the Operation column to view the details of the corresponding record.
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Pass-Thru Details X

Snapshot Person Info
Mame a0
Person ID XZQ
Department dept
& Card Number 504435382
Remarks
Authentication Mode Card No.
Authentication Result Succeeded
Channel .,
Time 2025/09/04 16:54:41

15 Video Intercom

Go to Access&Attendance > Video Intercom.

Video intercom is mainly used in residential scenarios.

Video intercom can be performed between visitors (via door stations installed at the building entrance or zone
stations installed at the community entrance), residents (via indoor stations installed at home), and security
personnel (via client in management center or security room) to provide efficient access control.

Workflow
1. Add zone stations, door stations and indoor stations. See Private Device.

2. Add persons and rooms, and then associate persons with rooms. See Personnel Management or Room
Management.

3. Configure call and answer permissions for client users. See Call Recipient Management.

4. Associate the installation location (building or room) for zone stations, door stations and indoor stations to
correspond with residents and clarify device usage for inbound and outbound persons. See Device Location
Config.

5. Use zone stations, door stations, indoor stations, and the client to perform video intercom. See Incoming Call
and Outgoing Call.

6. View intercom records. See Call Records.

15.1 Call Recipient Management

Assign answering permissions to different video intercom devices for different users. This configuration is used to
manage the permissions of property managers.

Go to Video Intercom > Call Recipient Mgt.
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15.1.1 Add Call Receipt

1. Click Add. A page as shown below appears.
2. Select the user(s) from the left-side list and click » to add to the right-side list.

Add A
L]
Select Call Recipisnt
Salect User Selected Useris) [ Cleac AR
Al
&

3. Click Next.
4. Select the device(s) from the left-side list and click » to add to the right-side list.

Add -

2
<t Call R lect Videa Intercom
Select Device Selected Device(z) fh Cleara

5. Click OK.

15.1.2 User Management

e Edit: Click /~ in the Operation column to view the list of the devices the user can answer. You can add or
delete devices as needed.

¢ Delete call recipient: Click 7i] in the Operation column, or select the user(s) to be deleted and click Delete.
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15.2 Device Location Config

Associate the installation location (community entrance/building/room) with the zone station, door station and
indoor station, so as to match devices with residents and to specify devices used by callers and call recipients.

Prerequisite

e Zone stations, door stations and indoor stations have been added to the platform. See Device Management >
Private Device.

¢ Buildings and rooms have been added to the community. See Room Management > Add Room.

Go to Video Intercom > Device Location Config.

+  Add it Dalwis 5 Dowrisart Tampas L, Impon 2 ayne Divica Nama

15.2.1 Add Device Location

You can add device locations in batches or one by one.

Add Directly
1. Click Add. A page as shown below appears.

Select Device Selected Device(s) 25 Clear Al

B

Linked Location

8

192:115.1.135 Zone Station ¥ 1

Dgor Station

2. Select device(s) from the left-side list and click » to add them to the right-side list.

3. Select the device location in the Linked Location column. A zone station can be linked with a phase. A door
station can be linked with a unit or floor. An indoor station can be linked with a room.

@ Note:
[ ]

After adding an outdoor station to the selected device list, you need to choose the device type (zone
station or door station).

e A community can be linked with multiple door stations; a room can be linked with multiple indoor
stations.

* To delete the selected devices from the right-side list, click Clear All; or select devices and click « to
delete them from the list.

4. Click OK.

Add in Batches

1. Click Download Template.
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2. Fill in the template with information about the device and its location, and then save.

3. Click Import. A dialogue box appears.

Please select the file to import.

T

—_

Upload File | Only XLSX files allowed

4. Click Upload File and select the completed template.

Note:
The file size cannot exceed 1MB.

5. Click OK.

15.2.2 Sync Location
e Syncin batches: Select the devices in the device list and click Sync to synchronize the location information.

Sync one by one: Click f{" in the Operation column to synchronize the location information.

15.2.3 View Details

Once a zone station is linked with a phase, and the door station is linked with a unit, the zone station and the
door station will be linked to all indoor stations within the respective phase/unit for subsequent call operations.

1. click [ for the device to view the linkage status.

2. Filter the devices by selecting the linkage status (Not Linked/Succeeded/Failed).
Sync Details X

Linkage Status: All -

L3

Mo. IP Address 2 Serial No. 2 Device Type = Detailed Address 2 Linkage Status 4

1 19218820 Indoor Station A - Succesded

Total 1 E 20/page ~ Goto 1
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15.3 Incoming Cali

A call window appears on the client when a call comes in from a zone station, a door station or an indoor station.
If the call is from the zone station or door station, you can also view the live video from the door station or zone
station and open the door on the client.

Call from unit 2, building 2, phase 2;

2073.08-04 180010

o0

Open Door Remotely Accept Decline

@ Note:

e Users can only answer incoming calls from the specified devices. See Call Recipient Management.

e You can configure the ringtone duration (40s~60s) for the video intercom. The system will end the call
when it is not connected within the set duration. See System Config > Service Config > Video Intercom.

15.4 Outgoing Call

On the Video Intercom > Contacts page, you can view the residents and the linked indoor station of each room,
and make calls to indoor stations.

Room Na T Rotmn =

@ Note:

¢ You cannot call a zone station or a door station from the client.

e Users can only call devices in the organization(s) that they have access to.
1. Select a building/unit/room in the left list to view the rooms and residents.

2. Click for the room in the Operation column to call the indoor station linked with that room. Click Hang

Up to end the call.
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Call room 101, unit 1, bulding 1, phas=1

@

Hang Up

15.5 Call Records

View the call records in Video Intercom > Call Records.

e Search: Set the start and end time, call type, and call status as needed, and click Search.
* Call Back: Click " in the Operation column to call an indoor station.

e Export: Click Export above the list to export the search results to a .xIsx file.

16 Attendance Management

Go to Access&Attendance> Attendance Mgt.

Attendance management provides an automated and comprehensive solution for tracking employee attendance.
Companies can install access control devices at entrances and exits and configure attendance schedules
according to their policies. When employees sign in and out using face recognition or card swiping, the
attendance records are generated automatically. Administrators can view attendance data, handle leaves, and re-
sign in/out for abnormal attendance records, ensuring efficient and accurate attendance management.

Functions
e Attendance Regulations: Set automatic calculation time of attendance.
¢ Staff Schedule: Configure workdays and daily attendance periods for personnel.

e Attendance Management: Administrators can handle leaves and re-sign in/out for abnormal attendance
records.

e Attendance Statistic: View original data, attendance details, and attendance summary of check-in records.

Configuration Workflow

1. Add access control devices (face recognition terminal, general access control device, access controller). See
Private Device.

2. Add personnel information. See Personnel Management .
3. Assign access control permissions to individuals. See Access Permission Config.

4. Set attendance schedule for personnel. See Staff Schedule.
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5. People sign in/out on access control devices.

6. View attendance records. See Attendance Statistic.

@ Note:

Conditions for successful attendance recording: correct credentials (face, card, password, etc.), credentials
within their validity period, access permission, and sign in within the specified period.

16.1 Attendance Regulations

Set automatic calculation time of attendance. The system will calculate the attendance data of the previous day
at the set time every day. You can see attendance data in Attendance Details. If the automatic calculation of
attendance data fails, please refer to Attendance Details for manual calculation.

Attendance Rules

* Auto Calculation Time: 05:00

16.2 Staff Schedule

Configure workdays and daily attendance periods for personnel.

Configuration workflow: Configure daily attendance periods - Configure shift (workdays) = Schedule shifts for
personnel (specify shifts)

16.2.1 Set Time Period

Set daily attendance period. There are two types of attendance periods: Normal period and flexible period.

¢ Normal Period: For normal attendance, employees must sign in&out during the specified valid sign in&out
time range.

¢ Flexible Period: For flexible attendance, employees can go to work at any time, and daily attendance duration
can be calculated by the selected flexible duration calculation method.

Normal Period

Feriod Mame: Dafaud Pericd

= Penad Type Mormai Penod
ormal | Defoult Period

Daily Perind Settings
* Work Hours Start os0n * Valid Sign In Time: 08:30 - 0930 B Must Sign In
= Work Hours End 18:-001 * Wahid Sign Out Time: 1730 - 1830 B Must Sign O
#Absence Settings
Signed In,Late Thar 0 rrin(sy Mark As Late
Signed Out Leavs Early Than o man{s) Mark As Leave Early
t e [, Mlark As hise
Wot Sigred Cuz Mark Az Abzen

=
L. click +-.

2. Enter a name for the period.
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. Select Normal Period.

. Set when the work hours start and end. One day will be added automatically (+1) if the Work Hours End time
is earlier than the Work Hours Start time. The Work Hours Start time and Work Hours End time must be
within the range of Valid Sign In Time and Valid Sign Out Time.

. Set whether sign-in and sign-out are mandatory. If selected:

(1) Set Valid Sign In Time and Valid Sign Out Time: Specify a valid time range for sign-in and out. The time
range includes the boundary values. For example, if the Valid Sign Out Time is 17:30-18:30, then sign-out
is allowed during 17:30-18:30.

(2) Configure absence settings.

¢ Signed In, Late than x min(s), Mark As Late: If a person signs in within x min(s) after the Work Hours
Start time, the attendance status is normal. x is no more than 999.

¢ Signed Out, Leave Early Than x min(s), Mark As Leave Early: If a person signs out within x min(s) before
the Work Hours End time, the attendance status is Normal. x is no more than 999.

. Click Save.

. To edit a time period, click the period name on the right window.

@ Note:

e When +1 appears in the field, the time will be extended to the next day. All the related times must be
earlier than the auto calculation time of the next day.

¢ The valid sign-in time range must not overlap with the valid sign-out time range.

Flexible Period

* Period Name: Default

Type Flexible Period -

Daaily * Flexibl

le Duration Calculation: Calculate Duration by First Sig =

Period Settings

* Daily Attendance Duration: 540 min{s)

= Switch to the Next Attendance Day At: 00:00

- Click .

Enter a period name.

. Select Flexible Period.

. Select a method of flexible duration calculation.

¢ Calculate Duration by First Sign-in and Last Sign-out: Take the earliest sign-in time and the latest sign-
out time during an attendance day to calculate the attendance duration. Taking the following figure as an
example, the attendance duration is D.

Switch to the next attendance day at

@ Sign infout time D
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e Cumulate Duration by Multiple Sign Ins&Outs: The attendance duration is cumulated by the duration of
every two sign in&out during an attendance day. As shown in the figure below, the attendance duration
is the total time period of the A+B+C. If the number of sign-ins&outs on one day is odd, the administrator
can resign-in&out according to the actual situation and then calculate the attendance duration, otherwise
all the sign ins&outs of the day would be invalid.

Switch to the next attendance day at

@ Siznin/out time

A B C

5. (For Cumulate Duration by Multiple Sign Ins&Outs) Set a valid sign in&out interval. The sign in&out is valid
only if the interval between the two sign in&out is greater than or equal to the set interval.

6. Set a daily attendance duration. Absence will be recorded if the daily working time is less than the set daily
attendance duration.

7. Set the time when the attendance day switches to the next attendance day. For example, if 01:00 is set, the
attendance day is from today’s 01:00 to the next day’s 00:59. Signing in&out before 00:59 or at 00:59 in
the next day is considered as today’s attendance. Signing in&out after 01:00 or at 01:00 in the next day is
considered as the next day’s attendance.

8. Click Save.

Other Operations
You can edit and delete periods as needed.

e Edit: Click a period name to edit the corresponding information on the right window.

e Delete: Select a period to be deleted, click [ii] , and confirm the deletion.

16.2.2 Shifts Management

Add shifts to set workdays for attendance and associate attendance periods to workdays.

Add Shifts
1 click —|—, enter the shift name, shift cycle (default is Week, repeat by week).

2. Click Select Period.
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Select Period

Sun Man Tue Wed Thu

3 Default Period

daily

copyTo: All

Sun M Mon M Tue

3. Select a workday on which the shift starts.

4. Select a time period (set in Set Time Period), and add it into a shift.

@ Note:

B wed

Up to 8 periods are allowed for each shift.

“ Cencel

5. Select workday(s) to apply the same settings to other days. You can also select All to apply the same settings

to every day (Monday through Sunday).

6. Click OK.

More Operations

You can edit or delete shifts.

¢ Edit: Click the shift name and edit the shift information in the right window.

e Delete: Select the shift to be deleted, click [i] , and confirm the deletion.

16.2.3 Schedule Management

Specify shifts for departments or staff.

1. Click Schedule.
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Schedule X

*Select Shift: ‘ Defauit Shift Y ‘ *Walidity Period: 2024/04/23 - 202412031

Department and Staff Selected(2) [ Empty

dept 1 Meviel
@ BS new D 9652500
9652500
9652501
9652502
B
9652503
9652504 «
9652505
9652506
9652507

9652508

bbb pbbb PP b

9652509

2. Select the department or people for which you want to set schedule (up to 5000 people are allowed for each
shift).

3. Select a shift and set a validity period.

@ Note:

People may have multiple shifts with different dates, but each person can have only one shift every day.
If the validity period of the new shift and the old shift overlap, the overlapping part of the validity periods
belong to the new shift.

If you initially set shift 1 to be executed from 1/1 to 1/31, and later you set shift 2 to be executed on 1/5,
then you will have shift 1 being executed from 1/1 to 1/5 and 1/6 to 1/31, and shift 2 being executed on
1/5.

4. Click OK.

After scheduling shifts, select a department/person on the left side of the Schedule Management to view the
corresponding schedule. To cancel a shift for a person, select the shift and then click Cancel Schedule on the top.

Department and Staff - Schedule 5] Cancel Schedule
Shift Mame Mame
] Default Shift ol 2024-04-24 - 2024-12-31
Disfault Shife 02 2024-04-24 - 2024-12-31

16.2.4 Holiday Adjustment

During holiday periods, you can set holiday dates, during which attendance will not be recorded; you can also set
make-up workdays, on which normal attendance is required.

For example: If New Year's Day (Jan 1 to Jan 3) is set as a holiday, so attendance is not required from January 1st
to January 3rd; if a make-up workday is required on the following Saturday (Jan 6), set January 6th as a workday.

+ ada
Holiday Mame Heliday Date Holiday Days Work Date
Holidays N2e/02/14~2026/02/14
Holiday3 2025/10/01 ~ 2025/ 10/08 8 202510/1F~2025/10/11
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Add Holiday Adjustment

1. Click Add. The Add dialog box appears.
Add X

-+ add

2. Click the selection box after the holiday name to select the holiday (holidays can be created in advance in
Service Configuration >Holiday Management). The system will automatically get the holiday start and end
dates.

Select Holiday X
+ add SiFlease eniel kepwoids

Heliday Name 2 Holiday Date Haliday Days & Repzat by Year ¢

" 2025/09/16 - 20250917 2 Mo
22 2025/09/15 - 2025 13 4 Mo
holiday 10/31 - 10410 10 ¥Yes
helidayz 17 2 Mo
Halidays & g MO
Holidays 026/02M1T - 2026/02/24 8 Mo

If no holiday exists, click Add to add a holiday manually.

Add Holiday X

*Holiday Name

nd Date =1 | Holiday < 30 Days

]
I
it

*Start Date

| Repeat by Year

-]

3. (Optional) Add work dates and attendance periods. During work dates, check-in and check-out must follow
the attendance periods; otherwise, abnormal attendance will be recorded.
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@ Note:

e Work dates and holiday dates cannot overlap.
e If a work date is added, attendance periods must be selected.
e Up to 5 work dates can be added.

4. Click OK.

More Operations
Edit or delete holiday adjustments as needed.

e Edit a holiday adjustment: Click the corresponding .~ in the Operation column to edit the holiday
adjustment.

¢ Delete a holiday adjustment: Select holiday adjustments and then click Delete on the top to delete the
selected holiday adjustments; or click the corresponding 1] in the Operation column to delete a holiday
adjustment.

16.3 Attendance Management

Administrators can handle leaves and re-sign in&out for personnel.

16.3.1 Leave Management

Add leave/business time period records for the staff. The recorded durations will not be seen as abnormal
attendance. After a new leave/business record is added, you need to click Calculate in Attendance Details to
update its attendance status and duration.

Add Leave/Business

1. Select the target person on the organization list.

2. Click Leave/Business.

*Person:

*Main Leave Type: Ask for Leave -

Sub Type: Casual Leave .

*Leave Start Time: 20220802 0900

*Leave End Time 2022/08/02 18:00

Duration (min):

Remarks:

3. Select the main leave type. When the main leave type is set as Ask for Leave, you need to select its sub type
(specific reason for leave).

4. Set the leave start time and leave end time.

5. Click OK.
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More Operations

You can edit or delete leave/business records.

e Edit: Click /# for the record in the Operation column to edit the information such as leave type and leave
start and end time.

e Delete: Click ] forthe record in the Operation column to delete the record.

16.3.2 Re-Sign In&0Out Management

For abnormal attendance records such as absence, late arrival, you can modify the attendance records by re-sign
in and out operations. After making a re-sign in or out, you can click Calculate in Attendance Details to update
the attendance status and absent hours of this day.

“rart and End Time 22103 - 20ZE11-00

roct Cian Out T
2022111/03 00 E- Default Shift  U9:00-16:00 t - Abzent

1. Select the department or person on the left-side organization list.

2. Set atime range. All the abnormal attendance records of the specified department or person within this
period are displayed.

Click (re-sign in) or @ (re-sign out) in the Operation column for the absence record you want to
handle.
4. Modify the sign-in time or sign-out time as needed.

5. Click OK.

@ Note:

e The re-sign in or out time must be within the effective range, otherwise, the re-sign in or out operation is
not effective.

e A person can be re-signed in or out up to 100 times a day. Before more re-sign operations can be
performed for this person, you need to clean up re-sign in&out records for this person manually.

e If there are multiple re-sign records in one day, the earliest and the latest re-sign time within the valid
time period will be considered as the re-sign time.

16.3.3 Re-Sign In&Out Records

A record is generated each time a sign-in or sign-out time is modified manually. You can search, edit or delete re-
sign in&out records on this page.

1. Select the department or person from the organization list.

2. Specify a time range and type, click Search. Search records are displayed.

start and End Time 33114

More Operations
Edit: Click ~* inthe Operation column to modify a re-signed time.

Delete: Click [i] to in the Operation column delete a re-sign in&out record. After the record is deleted, the
person's attendance statistics will use the original attendance data during the corresponding time period.

16.4 Attendance Statistic

Attendance statistics only include people in the system and do not include strangers. Entry/exit records of
strangers are included in pass-thru records.
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Original Data: View all records of people entering or leaving by face recognition or swiping cards during the
specified period.

Attendance Details: View attendance details including attendance status and absence duration during the
specified time period. One record is generated for each person every day.

Attendance Summary: View the total length of absence during a specified period and the details.

Note:
The attendance calculation is precise to the minute. The attendance statistics and sign-in/sign-out time are
based on minute counts. For example, a sign-in at 08:00:59 would be recorded as 08:00.

16.4.1 Original Data

View all the records of people entering or leaving by face recognition or swiping cards during a time period. For
example, if there are five entries or exits, then five access records are displayed.

Search and view the access records of a specific department or a person, including person ID, name, department,
access control device, access time.

Department and Staff Start and End Time 2025-05-22 0000 2025-05-23 2259 = esterday  Last 7 days

Export Sy Origingl Data

sl Denartment Davice Name Tirria

1. Select the department or person from the organization list.
2. Setatime range.
3. Click Search.

Search results are displayed. You can click Export to export the data.

If the access control device failed to report access records automatically due to factors such as poor network, you
can click Sync Original Data to sync manually.

16.4.2 Attendance Details

View attendance details including attendance status and absence duration during a specified period. One record
is generated for each person every day.

All the original data of a day will be generated at the automatic calculation time on the next day. If automatic
calculation fails, or if any shifts have changed, you can select the department or person on the left-side
organization list, set the start and end time, and then click Calculate to re-calculate attendance and generate
attendance details.

Note:

When you calculate attendance for a certain day, if abnormal shifts are detected for this day, or if any shifts in
this day are not yet started or ended, then attendance data of the relevant persons in this day will be deleted
and will not be calculated.

You can search attendance statistics of a department or a person by setting search criteria including person ID,
name, department, date, time, sign-in/out time.

The search results appear in the list. Click Export to export personnel attendance details.
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16.4.3 Attendance Summary

Summarize attendance data by personnel or department.

Personnel Attendance Summary

View the cumulative absence duration and attendance details of personnel within a specified time range. For
example, calculate the total monthly duration of late arrivals, early departures, absences, leave, etc., for each
person.

Select a department or person on the left, set the start and end time, then proceed to summarize attendance
data.
Departmant and Staff Start ane End Tire 2023-03-18 2es-0%-18 Yesterdey  Last 7 o

Expot
&Y et

Separmant sto [mr} Laavs Earty (mur i Abzere fmin Aisk for Leaws () idtarazncs Datats

[ Note:
e For flexible time periods, attendance duration will not deduct leave time taken within that period. That is:

e When attendance is calculated based on the first and last sign-in/sign-out times, attendance duration
is the length of period A.

e When attendance is calculated by accumulating durations between consecutive sign-ins/sign-outs,
attendance duration is the total length of periods B + C + D.

e Absence duration is calculated as daily working hours minus attendance duration.

@ Sign in&out time A
| ] L e ||
L2 ® O e O o
08:00 11:30 12:30 14:30 16:30 18:30 19:30 20:30

B C D

e Click Export to export all the retrieved attendance data.

e Click [ in the Attendance Details column to view the attendance details of that person.

View Details X

Attendance Duration Atten Absen
jork Ho Sign In Tim

Sign Qut Ti

=
=}

i

o

%

]

i

2]
-
ES

[}

(min) dance t(mi

Actual Valid Status

tment niD - Name urs e me

202... 999 999 Def... 09:00-1.. 2025/09/.. 2025/09/.. 540 540 Normal

Department Attendance Summary

View the number of employees and the number of employees with abnormal attendance by department,
including the number of employees scheduled to work, those with normal attendance, those who were late (but
did not leave early), those who left early (but were not late), those who were both late and left early, those who
were absent, and those on leave.

After selecting the department and start/end dates, you can view the summarized attendance information for
personnel within the selected department (including sub-departments).
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Sefect Depanment

¢ Click Export to export all the retrieved attendance data.

e Click [ in the Department Attendance Details column to view the summary of absence duration and
attendance details for each person in that department.

| Depanment Attendance Details

Export

e Click [ in the Personnel Attendance Details column to view the attendance details for that person.

17 Face Monitoring

Go to Park Application > Face Recognition.

Face recognition is to compare the face snapshots with the images in the face libraries and determine whether it
is the same person by the face match degree. When the match degree reaches the set threshold, it is recognized
as a successful match, otherwise, it is a failed match. You can view the match/not match alarm and important
person alarm records, as well as recognize the important person or abnormal guests.

Note:
Please add smart IPC/NVR in Device Management > Private Device on the platform for face recognition first.

The processes of face monitoring service are as follows:

< : \ < \
- ™ rod - . .‘. - .\
‘~ Enroll Face Info 2 >» [E7 SyncMonitoring Task Ja-------------—-- > [=] viewalarm /

d / f=___=}

| Face Library Face » ——g Face
l- ~ Library Snapshots Smart Live View - ‘
| Entoll Face . Face Recognition
i Mateh? )
Yes No | Data Search - Face Search |
| sync to IPC/NVR i A .
| Match Alarm | NotMatch |
Alarm

17.1 Face Library Management

Face library includes face related information. By adding face libraries, you can manage faces in different
categories to meet different monitoring needs.

Go to Face Recognition > Face Library Management.
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17.1.1 Manage Face Library

You can add, edit, or delete face libraries.

[ Note: Up to 128 face libraries are allowed.

Add Face Library

Click + inthe face library list on the left to add a new face library (default name: Face Library+ID).

Face Library —+ 0

© Face Library2 soo
@ Face Library1 oo
Face Library5 soo
Face Library3 @) eeo
Face Library4 @) ooo

Set as Important Library
By default, newly added face libraries are Common Libraries, but can be designated as Important Library.
Use the icon next to the library name to switch: @ refers to a common library; refers to an important library.

e Important Library: When monitoring the important library, both a face match alarm and an important person
alarm will be triggered if a person's face matches an entry in the library. This helps distinguish important and
common persons. For example, after adding VIP customers to the important library, staff will be notified when
these customers appear, allowing for prioritized service.

e Common Library: When monitoring the common library, a face match/not match alarm will be reported
based on whether a person matches an entry in the face library. For example, by adding staff to common
library, the system can distinguish between internal staff and external visitors based on the alarm type.

Edit Face Library

Click for the face library and select Edit to rename it.

Delete Face Library

® Delete one by one: Click for the face library and select Delete to delete it.

® Batch delete: Click /7 in the upper-right corner of the list to delete all face libraries.

@ Note: Deleting face libraries will also delete the related face data.

17.1.2 Add Face Data

Add face information to face library. Choose a way to add face data as needed.
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Face Library +4 Names I Mo & Al Unknown Male Female

Flease enter keywords
. All I Upload a Local File |- T = -
=0 Face Libraryl1 i [l i ,i, Face Import T, Export
2 Face Library10 ses Add from Ferson Library

Upload & Leeal File

SRR

“Sface Libranyd

®@e 6
W
H

®Orace Librany7 ® o

Upload from Local

1. Select a target face library on the left, and then click Upload a Local File.
2. Click Add and select a face photo from local.

Note:
The photo must be JPG files. Size: 10KB to 512KB. Max. resolution: 1080px*1920px.
Image verification is enabled by default. To disable it, see Face Image Verification.

Upload a Local File X

All —+ Add || Ti] Delete

:jD JPG or JPEG image only, TOKB-312KB, max 1080px*1920px.

<Name> 2 <Mame> &
<|D No.> <P No.>

3. Click /# for the uploaded face images. A page as shown below appears. Enter the person name, ID number
and other information as needed. And then click OK.

Person Info
& Gender (@) Unknown Mala Famazle
*Nams Natiarality
ak O oo e

’

4. After completing all the person information, click OK on the Upload a Local File window.

Add from Person Library

1. Select a target face library on the left, and then click Add from Person Library.
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Add from Person Library

Department (1) COnly pérsons with = photo can be selected,
S Hlease enier keywo -] Person iD= Mame & Facelm. = Gender = Depart.. = 1D Mo > CardN.. = Motile ..
h
Latoept i3] Anna & No Male dept
. (v i - Mal {=p
B I Bob ® e ale e

oK Cancel

2. Select person(s) from the person library and click OK to add the selected persons to the face library.

@ Note: Only persons with face images can be added to the face library.

Batch Import

1. Select a target face library on the left, and then click Face Import.

Face Import X

I Face Info Import

Please first download template , and then fill in the face information according to the
required format.

1. Up to 1000 items can be imported at a time.

2. Only xlsx files are allowed.

T, Upload xlsx File

I Face Image Import

1. Image naming format: Name,Jpg/Name Jpeg. One and only one image per person.
2. Each range from 10KB to SMB.
3. Please import a .zip file no larger than S00MB.

/‘[\

—

Upload .zip File

2. Face Info Import: Click download template to download the template to local, fill in the person information in
the template, then click Upload .xIsx File.

3. Face Image Import: Name the face photos as Name.jpg/.jpeg. Only 1 photo is allowed per person. Pack all
photos into a .ZIP file, then click Upload .zip File.

4. Click OK.
17.1.3 Manage Face Data
You can search, edit or delete the face data.

Switch View

Click =22 = to switch the view mode into Image or List.

Mama & Gender & Bate of Birth & Mationality * Province & City = 0 Type & [ Mo, 2 Status & Operation
1" Wale 15 Card § Not Synced 2 1w B
2 Female 16 Card = Mot Synced & mw R
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Search Face Data

Set name, ID number, gender as needed, and click Search.

Edit Face Information

Click / forthe face information to edit it.

Delete Face Data
e Delete one by one: Click [ii] for the face data to delete it.

e Batch delete: Select multiple face data and then click Delete above the list.

17.1.4 Sync Face Data

Sync the face data to the smart devices to create monitoring tasks.

Sync to Device

1. Select a face library and click Sync to Device.

@ Note: Only the entire face library can be synchronized.

=ce Library t+ Name L3 A

* Fiace Library | Ll b Hie [~ 4 wnpart T Bsport || €2 Downkoad Template | B Batch knport Photos = 4meto Device Fi Syre Resuit ,-_,-E

Fare Libearys e Narne

Face Libeary3
Face Librarys
Face Litwary2

Face Librarys

2. Select the target IPC/NVR device(s) and click OK.

Sync to Device X

Please enter keywords
- +
B Saroot
HUR

5 19 4132
LYRT: 5.91

3. View the sync results of different devices in the pop-up window. Click = to view the sync result for each
people. For people that fail to synchronize, click

L., to resynchronize.
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Sync fl=sult{Face=-01) X Jetxils[192.168.4.155)

ult 2 Ciperation

Total 2 1 | “iipage - Go 1o 1 stal 1 1 20page . Goto 1

View Sync Result

The synchronization status can be viewed by the arrow icon in front of the face library: gray(unsynced);
red(some failed); green(succeeded).

Select a face library and click [5] or Sync Result to view the synchronization status of devices and people. If
the synchronization fails, it can be resynchronized.

Click [, for the face data to view the sync status of that face in each device. If the synchronization fails, it can
be resynchronized.

@ Note: For successfully synchronized face libraries, if the face information in the library is updated, it will be
automatically synchronized to the device.

17.2 Monitoring Task

Create face libraries for face recognition. IPC/NVR will monitor the faces in the detection area, compare the face
snapshots with the face images in the libraries, and report a match or not match alarm.

Go to Face Recognition > Monitoring Task.

17.2.1 Create Monitoring Task

[®> Note: Up to 32 monitoring tasks are allowed.

1. Click Add. A page as shown below appears.
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Add Monitoring Task X

o

Configure Monitoring Parameters Select Faces Select Cameras
*Task Name
*alarm Type (@ Match Alarm Not Match Alarm
*Match (%) B 80
Remarks

Next Cancel
2. Set the parameters.
Item Description
Task Name Set the monitoring task name.
Alarm Type e Match Alarm: The system reports a match alarm when the similarity between

a captured face and a face in the monitored face library reaches the similarity
threshold; for example, when the system detects a VIP guest.

¢ Not Match Alarm: The camera reports a not match alarm when the similarity
between a captured face and a face in the monitored face library fails to reach
the similarity threshold; for example, when the system detects a stranger.

Match Set the face similarity threshold.

3. Click Next and select face libraries (only face libraries that have been synced to the device can be selected) to
be monitored.
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Add Monitoring Task d

© (2]

Configure Monitoring Parameters Select Faces

(® [ Face Libraryl
Face Librarys

Back Next Cancel

4. Click Next and select cameras to be used for monitoring.

Add Monitoring Task X

© © ©

Ceonfigure Monitoring Parameters Select Faces Select Cameras
Device List Selected(2) fn Clear
Plzaze enter ke Please ente
Ml B @ 192.115.1.220.1
8 @ 19211512201 [ @ 192115.1.221.1

8 ® 1921151221 1
(] @ 192.4154.222.1
B~ 192.115.1.98_1 | <

5. Click OK.

17.2.2 Manage Task

You can view, edit, delete or enable/disable the monitoring task.

View Monitoring Task

Select a monitoring task to view the monitoring status of each channel.
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If there some channels failed to receive monitoring tasks, click (=) to assign the monitoring task again.

Edit Monitoring Task

Click /# to edit the monitoring task, including the task name and match value.

Modify Monitoring Task X

#Tack Narfie Monitoring Task2 *Match (%) 80
* Alarm Type Match Alarm Remarks
P
Face Library 73 Please enter keywords
5 Face Library1 Selected Camera(s)
@ nur 1
B nvr 2

Enable Monitoring Task

For the stopped monitoring tasks, click () to enable the tasks.

Disable Monitoring Task

For the ongoing monitoring tasks, click (—) to disable the tasks. After disabling, the face comparison will stop.

Search Alarm

Click [, to navigate to the Face Search page and view the face alarms generated by this task.

18 Comprehensive Search

Search face/pedestrian/motor vehicle/non-motor vehicle records by attributes, alarms, images, and other
conditions based on video and image data.
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18.1 SeekFree

Go to Data Search > Comprehensive Search > SeekFree.

SeekFree is a comprehensive search method based on video and image data, providing a unified search entry for
motor vehicles, non-motor vehicles, and pedestrian targets. It supports searching for specific targets in massive
video and image data using text and images, improving the efficiency of information retrieval. It can provide
valuable clues for finding objects or people.

When users lack specific target information, they can search using text descriptions or relevant images, quickly
finding the first image of the target. Based on that image, they can then perform progressive searches to obtain
accurate target results.

Combined with a visual map, SeekFree can restore the target's movement trajectory, helping users gain a
comprehensive understanding of the target's activity information, and thus assess the target's appearance
locations, enabling precise people searching and quick object retrieval.

Note:
The SeekFree feature relies on intelligent computing power: the platform needs to add smart NVR devices.

@) SeekFree

Men-Matar..

18.1.1 Search by Text

For scenarios where the search target is not clearly defined, users can directly enter a text query in the input box.
The system, based on natural language processing technology, understands the semantics of the user's query and
performs a search for relevant content.

1. Enter a text description (in either Chinese or English): target features + target type(motor vehicle/non-motor
vehicle/pedestrian), such as "people wearing black clothes."

2. Enable/disable Human/Vehicle Deep Search.

e Selected: The system searches for targets in the closeup image of humans or vehicles. The search results
display closeup images of the targets for better viewing of details.

* Not selected: The system searches for targets in the original images. The search results display the scene
where the targets appear for better viewing of the scene.

Note:

Search results of the same target: In the original image, similarity values may be lower due to
interference of other objects in the image. In the closeup image, the similarity values will be higher
due to less interferences.

3. Choose a time range.

@) SeekFree

EErr——" —® 6]

2025-10-27 00:00:00 ~ 2025-10-27 23:59:59 h

4. Click Q to start the search. The default search parameters are: any location, similarity of 80%.
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5. |If the results from the default settings do not meet expectations, change the search criteria, then click Q to
search again.

Figure 18-1: Enable Human/Vehicle Deep Search
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Figure 18-2: Disable Human/Vehicle Deep Search
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18.1.2 Search by Image

For scenarios with existing search images, you can directly import images for searching.

1. click [2A (or Upload) to upload the target image.
For scenes with large images, after uploading the image, the system automatically identifies and extracts
all target images from the large image. You can select the specific target images you want to search. When
queried, the system will search for multiple selected targets.

[ Note:
¢ Images must be in JPG format and less than 4MB.
¢ You can upload up to 1 image; uploading again will overwrite the previously uploaded image.
2. Enable/disable Human/Vehicle Deep Search.

e Selected: The system searches for targets in the closeup image of humans or vehicles. The search results
display closeup images of the targets for better viewing of details.

* Not selected: The system searches for targets in the original images. The search results display the scene
where the targets appear for better viewing of the scene.
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Note:

Search results of the same target: In the original image, similarity values may be lower due to

interference of other objects in the image. In the closeup image, the similarity values will be higher
due to less interferences.

3. Choose the time range, snapshot location, and similarity, then click Search.

@ Note:

If searching multiple targets simultaneously, the search results will display snapshots mixed for multiple
targets.

Figure 18-3: Enable Human/Vehicle Deep Search
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Figure 18-4: Disable Human/Vehicle Deep Search
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18.1.3 Search Results
Attention:

Switching pages will reset the existing search results, and a new search will need to be performed when re-
entering the page.

The search results support the following actions:

Sorting

You can choose the sorting method from the top-right corner of the page.

Timelg I*-:‘Ia‘_-:hlﬂ

e By Time: Click the up arrow to sort from earliest to latest; click the down arrow to sort from latest to earliest.
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e By Similarity: Click the up arrow to sort from low to high similarity; click the down arrow to sort from high to
low similarity (default).

View Details

Select a search result to display the corresponding snapshot, the video before and after the snapshot, and the
snapshot details on the right.

Click g on the toolbar to download the image or recording to your local computer.

Click on the toolbar to search for targets within the image or video frame.

X

AcuSearch
AcuTrack

1. Select the target to search for:
¢ Hold down the mouse and drag the area within the green box to move its position.

e Hover the mouse over the edges or corners of the green box, when the cursor changes to an arrow, hold
and drag to resize the green box.

¢ To exit the search, click X.
2. Choose a search mode. Two modes are available:

¢ Click the AcuSearch button at the top right corner of the green box to go to the SeekFree page, where the
system will automatically search for all capture records of the target within the green box (see Search by
Image).

¢ Click the AcuTrack button at the top right corner of the green box to go to the AcuTrack page, where you
can search for recordings containing the target in the green box.

View Trajectory

Click the © at the top-right corner of the page to view the target's trajectory on the map. The locations where
the target appeared will be connected in chronological order to generate the trajectory.

Srapshat Detaits

Total 580 a 3 4 5 B ¢ 25 » | 2ifpage Gotg 1
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Click to play the trajectory, with adjustable play speed. Enable snapshot preview to view the person’s

snapshot at the device locations.

[®> Note:
e Prerequisite: Please complete the Map Configuration first by uploading the map and marking the camera
positions.

e The trajectory will be drawn for only the top 20 snapshots in the search results.

e Try to set more precise search criteria to ensure the system retrieves snapshots of the same target and
generates the movement trajectory for that target.

18.2 Face Search

Go to Data Search > Comprehensive Search >Face.
You can search persons by attribute, event, or face image in passing records from cameras or face libraries.

For example, in the event of a security incident or an urgent need to locate specific individuals, you can search
information by attributes (location, snapshot time), event (match/not match alarm), or face images. This allows
you to quickly retrieve the relevant person's passing records or his/her information in face library, providing
additional details for investigation.

18.2.1 Search by Attribute/Alarm

Search pass-thru records by face attributes or alarms.

1. Select a search type.

e By attribute: Set the snapshot location (through precise search by selecting the device on resource tree or
fuzzy search by entering keywords of the device name) and snapshot time. Click Custom to set the gender,
age, glass type, mask status, and body temperature range as needed.

3y Aririuss Srapect L | PrEciSe Search Pluzss caiect

= Smapahot Ti. | 2025-06-14 D000 ~ 3025-05-16 255550 Tty lastddays Lozt 7 m

Total 15082 gl 2l e W sl | = aes W/page Gota | 1

¢ By alarm: Set the monitoring type (match alarm/not match alarm/important person alarm), face library,
snapshot location (through precise search by selecting the device on resource tree or fuzzy search by
entering keywords of the device name), snapshot time and similarity range (0%~100%). Click Custom to
set the name, gender, card type, mask status and body temperature range as needed.

Note:
Match alarm sources: Face Monitoring and visitor Monitoring Task. Not match/important person

alarm sources: Face Monitoring.
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2. Click Search to find pass-thru records.

Search Results

Search results are displayed on the bottom side of the page.

e Click on a result to view the snapshot, recording (5s before and after the snapshot time), and face attributes
on the right. To save the snapshot/recording, click & under the tab.

e Add to face library:

1. Add a stranger to a face library by hovering over the search result and clicking §m-

2. Select the target face library, complete the person information, and click OK.

Add to Face Library x

*Select Fac

Gander

Faca Library3

(®) Unknown Male Fernale
Mztionality
10 Card Province

Cancel

e Search by image: Hover the mouse over the result and click [#] to Search by Image.

e Export: Click Export to export the search results to a .xlsx file.

® Trajectory: Click © to view Face Trajectory.

Related Operation

You can customize the attributes displayed on the snapshot record and alarm record cards as needed. See Card

Attribute.

18.2.2 Search by Image

Search similar face images in the face libraries or pass-thru records.

Note:

You need to add smart NVR on the platform for face comparisons first.

1. Select the search type as Search by Image.
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2. Select a search library type.

e Pass-thru records: The system compares the uploaded image with the snapshots of pass-thru records in

NVR.

e Face library: The system compares the uploaded image with the face library images in NVR.

3. Upload an image to search (only 1 image is allowed).

5.

¢ Upload library image: Click Upload Library Image, select a face library and search the face image by
entering the person name, ID number, and gender. Select the face image and click OK.

Select Library Image b3

ace Library

Fac
2 B race Litwa

Face Librat

iraryl

D) Camred Bluarrie Gender (@) All Ui Malz | Female

A Wl

Total 2 1 20/page Goto | 1

¢ Upload local image: Click Upload Local File, and select the face image from local.

Set the search criteria.

library

Search in Snapshot Set the start and end time.

pass-thru time

records - -
Snapshot Select NVR(s) or the video channels under NVR(s), and the uploaded image
location will be compared with the pass-thru records in NVR(s).

Search in face | Face library | Select NVR(s), and the uploaded image will be compared with the face library

images in NVR(s).

Match

Set the face similarity, and the system will display the face images that are
greater than or equal to the set similarity.

Click Search to view the similar images.

Figure 18-5: Search Pass-Thru Records
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Figure 18-6: Search Face Library

More Operations

When you select the search type as Pass-Thru Records, from the search results, you can view snapshots,
recordings, trajectories, add entries to the face library, export data, etc. For details, please refer to Search by
Criteria > Search Results.

Related Operation

You can customize the attributes displayed on the face cards as needed. See Card Attribute.

18.2.3 Search by Frequency

People frequency refers to the number of times the same individual appears in the camera area over a specified
period. This function allows specifying face libraries as the search range and customizing frequency parameters
to identify high/low persons. It helps administrators track abnormal activities and manage targeted persons
effectively.

e High frequency persons: Individuals who appear more frequently than a set threshold (e.g., repeat customers
or line sitters).

e Low frequency persons: Individuals who appear less frequently than a set threshold (e.g., elders or students
who have not been seen for a long time. Administrators need to stay updated on their safety status).

Prerequisites
Face Monitoring tasks have been created.

Data source: Matching records between persons in face libraries and captured persons.

Search Criteria

Select the search type as Search by Frequency, set search criteria as needed, and then click Search.

Search Criteria Description

Frequency Choose to search for high/low frequency persons.
e High frequency: Search data 2 input value;

e Low frequency: Search data < input value.

Library Select one or multiple face libraries (including common and important libraries);
default is all libraries.

Snapshot Location Specify a camera or channel through precise search (by selecting the device on the
resource tree) or fuzzy search (by entering keywords of the device name), default is
all devices.

Snapshot Time Set the snapshot time period (up to 7 days), or click Today, Last 3 Days, or Last 7 Days.

Match Configure the similarity range (0%~100%) to filter and retrieve matching persons.
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Search Results

Figure 18-7: High Frequency Person
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View the matching results with the face library in the left-side column.

e For high frequency searches, results are sorted in descending order of frequency. For low frequency
searches, results are sorted in ascending order of frequency. Up to 100 people can be displayed in the
result list. If results exceed 100, the top 100 are shown based on the sorting rules.

e Each face library photo card displays frequency, person information, and library name.

Select a search result to view the matching snapshot records in the center. The number of records equals to
the frequency.

e The snapshot and library face photo are displayed in pairs, showing the match degree, snapshot
information, etc.

e Records are sorted in descending order of snapshot time, with the latest records displayed first.

Select a record to view alarm details on the right, including alarm snapshot, recording, and face information.
Export data.

¢ Click Export Person to export only the person information in the face library (data on the left side).

¢ Click Export All to export both the person information in the face library and the snapshot information.
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18.2.4 Face Trajectory

For face search records, you can view the location where the person is present on the map and the movement
trajectory of the person plotted in chronological order. The trajectory provides valuable information, such as the
person's activity range and residence place.

Operation Description

After the face that meets the search criteria is retrieved on the Face Search page, you can click @ in the upper-

right corner of the result list to view the person's movement trajectory on the map. To play it, click .The

speed is adjustable. If Snapshot Preview is enabled, a face image with snapshot information will be displayed
when passes by the camera.

@ Note:

e Make sure that Map Configuration is completed (the map has been uploaded and cameras have been
added to the map).

The system only plots the trajectory based on the most recent 20 snapshot records.

Please set the search criteria as precisely as possible to help the system retrieve snapshots of the same
person and plot a more accurate trajectory.

B Tt
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18.3 Pedestrian Search

Go to Data Search > Comprehensive Search > Pedestrian.

18.3.1 Search by Attribute

Search pedestrian snapshot records by snapshot location (through precise search by selecting the device on
resource tree or fuzzy search by entering keywords of the device name) , snapshot time, and age, garment style,
etc. Click Custom to set more search criteria.

Search results are displayed below. Click a record view the alarm image and person attributes on the right.
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chTyps | By Attribute sramrctl | Precise Search
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More Operations

e Search by image: Hover the mouse over the result and click [8] to search by image.
e Export: Click Export to export the search results to a .xlIsx file.

e Download image/recording: Click [f@ under thelmage/Recording tab to download the image/recording.

Related Operation

You can customize the attributes displayed on the snapshot record card as needed. See Card Attribute.

18.3.2 Search by Image

The system supports searching for similar individuals in pedestrian pass-thru records using pedestrian images.

@ Note:

Please first add the smart NVR on the platform for human body comparison via the smart NVR.
1. Select the search type as Search by Image.

2. Click Upload Local File to upload the image of the individual you want to search for (up to 1 image).

3. Set the search criteria.

Snapshot Time | Choose the start and end times for the records to search.

Snapshot Select the NVR or video channels under the NVR (multiple NVRs can be selected
Location simultaneously). The search image will be compared against the pedestrian pass-thru
records on the NVR.

Match Set the image similarity threshold. The search results will only display human body images
with similarity greater than or equal to the threshold to the uploaded image.

4. Click Search to search the images that meet the criteria.
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Search Result Operations

You can perform actions such as viewing images, watching video recordings, viewing trajectories, etc.

18.3.3 Pedestrian Trajectory

For pedestrian image search records, the system supports marking the locations where a pedestrian appeared on
the map and generating his/her movement trajectory in chronological order. The trajectory provides information
such as the pedestrian’s activity range and stop points.

Operation Description

After finding the matching pedestrian on the Pedestrian Search page, click © in the top-right corner of the

result list to view the pedestrian's movement trajectory on the map. Click to play the trajectory, with

adjustable playback speed. Enabling snapshot preview will allow you to view the pedestrian's snapshot images at
the device locations.

@ Note:

* Please complete Map Configuration first: Upload the map and mark the camera locations.
¢ The system will only generate the trajectory for the most recent 20 snapshot records from the search
results.

e Try to set more precise search conditions (such as a higher similarity threshold) to help the system
retrieve snapshots of the same pedestrian, enabling the generation of the pedestrian's movement
trajectory.
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18.4 Motor Vehicle Search

Go to Data Search > Comprehensive Search > Motor Vehicle.

18.4.1 Search by Attribute/Alarm/Violation

You can search target vehicles by vehicle attribute, alarm event, or violation in vehicle pass-thru records captured
by cameras.

1. Select a search type.

e By Attribute: Set the snapshot location (through precise search by selecting the device on resource tree or
fuzzy search by entering keywords of the device name) and snapshot time. Click Custom to set the plate
number, vehicle type, plate color, plate type, driving direction, speed type, vehicle colors, vehicle attribute
(authorized/forbidden/temporary vehicle) as needed.

Sramine L. Precise Sawrch

Todal 27566

Note:

The card also displays the vehicle's attribute (authorized/forbidden/temporary vehicle) in Parking Lot.
For authorized vehicles, the owner's name and telephone number will also be shown in the detailed
attributes on the right side.

e By Alarm: Set the vehicle monitoring type (match alarm/not match alarm), snapshot location (through
precise search by selecting the device on resource tree or fuzzy search by entering keywords of the device
name), and snapshot time. Click Custom to set the plate number, plate color and vehicle color as needed.

Note:
Vehicle alarm types are configured in Main Parking Lot.
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e By Violation: Set the violation type (all/speeding), snapshot time. Click Custom to set the plate number,
vehicle type, plate color, plate type, driving direction, speed type, vehicle color, vehicle attribute
(authorized/forbidden/temporary vehicle) as needed.

@ Note:

* Please add radar vision cameras and configure speeding alarm rules first.

e The record also displays the vehicle's attribute (authorized/forbidden/temporary vehicle) in
Parking Lot. For authorized vehicles, the owner's name will also be shown.

e Clickthe 7 inthe table header to sort vehicles on the current page; click the Spezd = above the
table to sort all vehicles by speed.

2. Click Search to find motor vehicle records.

More Operations

Search results are displayed at the bottom of the page.

¢ For results searched by attribute/event: You can click a record to view picture, video (5s before and 5s after
the snapshot time), and motor vehicle attributes on the right. And also click [f&] under the tab to save the

picture/video.

e Search by image: Hover the mouse over the result and click [8] to search by image.

¢ Click Export to export the search results to a .xlsx file.

* Click © to view Motor Vehicle Trajectory.

Related Operation

You can customize the attributes displayed on the snapshot record and alarm record cards as needed. See Card

Attribute.

18.4.2 Search by Image

The system supports searching for similar vehicles in vehicle pass-thru records using vehicle images.

Note:

Please first add the smart NVR on the platform for vehicle comparison via the smart NVR.

1. Select the search type as Search by Image.

2. Click Upload Local File to upload the image of the vehicle you want to search for (up to 1 image).

3. Set the search criteria.

Snapshot Time

Choose the start and end times for the records to search.

Snapshot Location

Select NVR(s) or the video channels under NVR(s), and the uploaded image
will be compared with the vehicle pass-thru records in NVR(s).
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Match Set the image similarity threshold. The search results will only display vehicle
images with similarity greater than or equal to the threshold to the uploaded
image.

4. Click Search to search for vehicle pass-thru records that meet the criteria.

Figure 18-9: Search Vehicle Pass-Thru Records
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Search Results
The search results are displayed at the bottom of the page.

e Click on a specific result to show the original snapshot, recording (5 seconds before and after the snapshot),
and snapshot details on the right side. Click [i& to save the image/recording.

® Click © to view Motor Vehicle Trajectory.

18.4.3 Motor Vehicle Trajectory

For motor vehicle search records, the system supports marking the locations where a motor vehicle appeared on
the map and generating its movement trajectory in chronological order. The trajectory provides information such
as the motor vehicle’s activity range and stop points.

Operation Description

After finding the matching pedestrian on the Motor Vehicle Search page, click © in the top-right corner of the

result list to view the motor vehicle's movement trajectory on the map. Click to play the trajectory, with

adjustable playback speed. Enabling snapshot preview will allow you to view the motor vehicle's snapshot images
at the device locations.

[ Note:
* Please complete Map Configuration first: Upload the map and mark the camera locations.

e The system will only generate the trajectory for the most recent 20 snapshot records from the search
results.

e Try to set more precise search conditions (e.g. a specific license plate number) to help the system
retrieve snapshots of the same motor vehicle, enabling the generation of the motor vehicle's movement
trajectory.
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18.5 Non-Motor Vehicle Search

Go to Data Search > Comprehensive Search > Non-Motor Vehicle.

18.5.1 Search by Attribute

Search non-motor vehicle snapshot records by snapshot location (through precise search by selecting the device
on resource tree or fuzzy search by entering keywords of the device name), snapshot time, vehicle type, driving
direction and speed type.

Search results are displayed below. Click a record to view the alarm image and non-motor vehicle attributes on
the right.
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More Operations
Perform the following operations as needed.

e Search by image: Hover the mouse over the result and click [#] to search by image.
e Export: Click Export to export the search results to a .xlIsx file.

* Download image/recording: Click [f§] under thelmage/Recording tab to download the image/recording.

Related Operation

You can customize the attributes displayed on the snapshot record card as needed. See Card Attribute.
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18.5.2 Search by Image

The system supports searching for similar non-motor vehicles in pass-thru records using images of non-motor
vehicles.

Note:
Please first add the smart NVR on the platform for non-motor vehicles comparison via the smart NVR.

1. Select the search type as Search by Image.
2. Click Upload Local File to upload the image of the non-motor vehicle you want to search for (up to 1 image).

3. Set the search criteria.

Snapshot Time Set the start and end times of the records.

Snapshot Location Select NVR(s) or the video channels under NVR(s), and the uploaded image
will be compared with the non-motor vehicle pass-thru records in NVR(s).

Match Set the image similarity threshold. The search results will only display non-
motor vehicle images with similarity greater than or equal to the threshold
to the uploaded image.

4. Click Search to search non-motor vehicle pass-thru records that meet the criteria.
Figure 18-10: Search Non-motor Vehicle Pass-thru Records

[C=F Gamon Type | Saarch by Imaga - Sagstctle | 132115189 1152195, -

] e — a0

‘i".'" Seapebot T, | 2025-05-27 DG:OR0C 2025-05-29 23:55:5% Todsy Aastddays oot T dme

Search Results

D

The search results are displayed at the bottom of the page.

Click a specific result to show the original snapshot image, recording (5 seconds before and after the snapshot),
and snapshot details on the right side. Click [fg] to save the image/recording.

18.5.3 Non-Motor Vehicle Trajectory

For non-motor vehicle image search records, the system supports marking the location where a non-motor
vehicle appeared on the map and generating its movement trajectory in chronological order. The trajectory
provides information such as the non-motor vehicle's activity range and stop points.

Operation Description

After finding the matching non-motor vehicle on the Non-Motor Vehicle Search page, click © in the top-right

corner of the result list to view the non-motor vehicle's movement trajectory on the map. Click to play the

trajectory, with adjustable playback speed. Enabling snapshot preview will allow you to view the non-motor
vehicle's snapshot images at the device locations.
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[ Note:
e Please complete Map Configuration first: Upload the map and mark the camera locations.

e The system will only generate the trajectory for the most recent 20 snapshot records from the search
results.

e Try to set more precise search conditions (such as a higher similarity threshold) to help the system
retrieve snapshots of the same non-motor vehicle, enabling the generation of the non-motor vehicle's
movement trajectory.

19 AcuTrack

Data Search > AcuTrack

AcuTrack can search for motor vehicle/non-motor vehicle/pedestrian targets in recorded videos by a target
image. It can retrieve the video segments containing the target and mark the corresponding time periods on the
playback progress bar. AcuTrack allows users to continuously view the video segments containing the targets,
review the events, greatly reducing the workload of video investigation.

Note:
The AcuTrack function relies on intelligent computing power: you need to add smart NVRs to the platform.

Target Search

1. Click Upload in the top left corner and upload an image of the target.
For a large scene image, after the image is uploaded, the system automatically recognizes and extracts
thumbnail images of all targets in it, and you must select one image that will be used for target search.

@ Note:

e The uploaded image must be in JPG format and less than 4MB.
¢ Only one image is supported. Uploading again will overwrite the previously uploaded image.

2. Set atime range (up to 24 hours), capture device, similarity, and click Search.
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| Motor Vehick/Han-Matar Vehide@edestrian Snapshats )+ Uploaa | (3

Swarch results (total 3)

€) 2zsovas a2

Search Results

Attention:
Switching page will reset the existing search results, and you will need to perform a new search when going
back next time.

e The left side shows the video segments containing the target, sorted from early to late by time. The recording
start time and camera name are shown above the video. The video duration is displayed in the lower right
corner.

¢ Select a video segment to play it. On the timeline, red indicates video segments with target, and blue
indicates regular video segments.
* Click on the playback toolbar to search for targets on the current video image.

Drag to select the person or vehicle you want to search for

T - | x
AcuSearch
AcuTrack

1. Search the target to search:

¢ Drag the mouse within the green box to move its position.

e Hover over the edge or vertex of the green box. When the cursor turns into an arrow shape, drag to
resize the green box.

¢ To exit the search, click X.
2. Choose a search mode. Two modes are available:

¢ Click the AcuSearch button at the top right corner of the green box to go to the SeekFree page, where
the system will automatically search for all capture records of the target within the green box (see
Search by Image).
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¢ Click the AcuTrack button at the top right corner of the green box to go to the AcuTrack page, where
you can search for recordings containing the target in the green box.

20 People Flow Counting

This function is applicable to people flow control scenarios such as campus areas, train stations, etc. The smart
IPCs, NVRs or radar devices count the number of people entering and leaving an area and the number of people
present in an area to track the dynamics of people flow, helping formulate evacuation or security measures in a
timely manner to ensure safety.

Functions

Menu Description

Real-Time People Allows users to view live video from devices and real-time data reported from

Counting devices, including people counting data and crowd density data, and will trigger an
alarm when the number of people in an area exceeds the preset threshold.

Data Statistics Allows users to view the people flow dynamics within an area by time period and
view the details.

20.1 Real-Time People Counting

Go to Video Application > Smart Live View > People Counting.

View the live videos of the video channels under the smart IPC/NVR/radar and the people flow and crowd
density data.

@ Note: Among radar devices, only visual intelligent alarm detectors support live view.

Prerequisite
¢ Smart IPC/NVR/radar devices have been added to the platform. See Device Management > Private Device.

e People flow counting and crowd density monitoring functions have been enabled on the device.

On the Smart Live View page, click ~ and select People Counting.

20.1.1 People Flow Counting

Configure people flow counting tasks on the device, detect the number of people entered/exited and calculate
their difference to get the number of people present in the monitoring area.

Add People Flow Counting Area

1. Click 4 for the people flow counting. A dialogue box appears.

Basic Information Bask: Irtormatinn Salect Device
Dawien List Salectud(z) dh cxa

Pata Peciale flow counting must B

| Feapie Payoas Al B

[ hee ]
o |
2. Configure the area information.
Item Description
Name Set the counting area name.
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Item Description

Push Interval(s) Set the alarm push interval.

Alarm Threshold Set the critical, major and minor alarm threshold. An alarm is reported when the
number of people present exceeds the threshold.

E> Note: Threshold level: Critical (required) > Major > Minor.

Select Device Select devices (maximum 20) for the people flow counting.

3. Click OK.

View People Flow Counting

e The counting area list is on the left and the critical alarm threshold are displayed next to the counting area
name.

e On the people flow counting area, double-click on a device in the channel list to view its live video in a
window.

@ Note:

®* Upto 4 live videos can be displayed at the same time. You can click - in the lower left corner to
switch to 1/3/4 windows.

¢ To perform operations on the live view, see Live View Toolbar.

e Click === for the people flow counting area and select Search. The real-time data of people entered/exited/
present/allowed (critical alarm threshold - people present) are displayed on the right side.
If the number of people present is less than the critical alarm threshold, the status is Entry Allowed;
otherwise, the status is Entry Prohibited.

* Click [E in the right corner to view Data Statistics.

Edit Area

Click === for the people flow counting area and select Edit to edit the area information, including the area name,
push interval, alarm threshold and camera.

Delete Area

Click === for the people flow counting area and select Delete to delete the area.

20.1.2 Crowd Density Monitoring

Configure the crowd density monitoring tasks on the device and detect the number of people present (crowd
density) in the monitoring area.
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Add Crowd Density Monitoring Area

1. click + for the crowd density monitoring. A dialogue box appears.

2]
Basic Information Basic Information Salect Dovice
&0 _'_h . 5
| Erowd Bensity Al -
L BT Click to sedect
-2
[ oc |
2. Configure the area information.
Item Description
Name Set the counting area name.
Push Interval(s) Set the alarm push interval.
Alarm Threshold Set the critical, major and minor alarm threshold. An alarm is reported when the

number of people present exceeds the threshold.

B> Note: Threshold level: Critical (required) > Major > Minor.

Select Device Select one device for the crowd density monitoring.

3. Click OK.

View Crowd Density
e The counting area list is on the left. The critical alarm threshold are displayed next to the counting area name.

e On the crowd density monitoring area, double-click on a device in the channel list to view its live video in a
window.

@ Note:

®* Upto 4 live videos can be displayed at the same time. You can click - in the lower left corner to
switch to 1/3/4 windows.

e To perform operations on the live view, see Live View Toolbar.

e Click === for the crowd density monitoring area and select Search. The real-time data of people present and
allowed (critical alarm threshold - people present) are displayed on the right side.
If the number of people present is less than the minor alarm threshold, the status is Normal; otherwise, the
status is Minor Alarm/Major Alarm/Critical Alarm.
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Edit Area

Click === for the crowd density monitoring area and select Edit to edit the area information, including the area
name, push interval, alarm threshold and camera.

Delete Area

Click === for the crowd density monitoring area and select Delete to delete the area.

20.2 Data Statistics

Go to Data Search > People Counting.

Users can view the people flow dynamics within an area by time period and view the details.

@ Note: You need to add a People Flow Counting area first.

1. Select a counting area in the people flow counting area list on the left.

2. Select the counting type, set the counting period, and then click Search.

® Statistical chart: Click E L. in the upper-right corner to switch the view to line chart or bar chart.

e The line chart shows the trend of the number of people entered/exited/present at each point of time.
Click -0- enter=d mited -0 Pres=nt tO filter the statistics.

¢ The bar chart shows the number of people entered/exited/present. Click mm enterec Exited () Present 1O
filter the statistics.

B Entered Exited (R Pressmt
e Data list: Shows the number of people entered/exited/present at each point of time.
¢ Select Show channel details to show the channel name in the list.

e Click Export to export data.

21 Radar Control

Go to Park Application > Radar Control.

Radars support human presence detection, fall detection, people counting detection, and vital sign detection.
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Once radars are connected to the platform via the private protocol and monitoring tasks have been assigned to
them, radar detection alarms can be reported to the platform.

Prerequisite

Radars have been added in Device Management > Frontend Device > Private Device.

21.1 People Counting Monitoring

Triggers an alarm when the number of people in the monitoring area exceeds the set threshold.

Add Monitoring
1. Click Add.

2. Enter the task name, and then specify monitoring area, alarm threshold(maximum allowed people number),
monitoring period, and monitoring cycle.

e By day: Set up to 8 monitoring periods for a day. The task will be repeated daily.

¢ By week: Set monitoring periods for each day of the week. The task will be repeated weekly.

Add K
“Task Name: Dlease enter

“Monitoring Area: Radar X

“Alarm Threshold:  Greater tha4 100 people _

*Monitaring Period: | 2025-06-24 2025-06-30 =

“Manitoring Cycle: (®) By Day By Week

No. Start Time End Time Operation

3. Click OK.

+ add O Rafrash

Sarted by sk creston wve

Task Mame. Tazh Creation Tl Momieing fren Al Th Mhcovtaring Perlod Momton Blarm € Latest Atarm Thre Task Status Cpermiion

PeopleCoumnting 2025-06-24 10413 Ragar 100 H0EI6-Ta~2025-06-30 By Doy 0 = Iy )

Other Operations

¢ Filter tasks: You can search monitoring tasks by task name, latest alarm time, and task status. You can also
click % to collapse the search criteria.

View details: Click |;EI in the Operation column to view monitoring task details and alarm records.
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Cimrent Location Niter s st s Pacpls Counting Manissn

PeopleCounting abke

Task Creation Time Manitoring Ares: Radar Alsrn Threshold: 100 Maonitoring Penod; 2025-08-24~2025-06-30

Mariaring Cin Alsm Court: 0 Latest Alarm Time: -

Total O alarm recordis) 2025-06-24 0000:00 2025-06-30 23:5355 Refresh

Alarm Devics Alarm Type Alerm Time Status Operation

Click View Details to view the alarm location and handle alarms. (Note: Currently, radars do not support
camera connections, so live view and playback functions are unavailable now.)

Stop task: Click in the Operation column to stop the monitoring task. Once stopped, alarms will not be
triggered.
Edit task: Click / inthe Operation column to edit the monitoring task.

Delete task: Click [i] in the Operation column or select task(s), and then click Delete above the list.

21.2 People Presence Monitoring

Detects the presence of individuals in the monitoring area.

Presence alarm: Triggers an alarm when someone remains in the monitoring area for a long time, such as
lingering in a hazardous zone.

Absence alarm: Triggers an alarm when no one is present in the monitoring area for a long time, such as
employees being away from their duties or absent for a long time.

@ Note:

Time thresholds can be configured on the radar's management page.

Add Monitoring

1.
2.

Click Add.

Enter the task name, and then specify monitoring areas, monitoring period, monitoring type and monitoring
cycle.

e By day: Set up to 8 monitoring periods for a day. The task will be repeated daily.

* By week: Set monitoring periods for each day of the week. The task will be repeated weekly.
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Add X

*Task Name: PresenceMonitoring ..
*Monitoring Area: Radar X w~
*Monitoring Period: 2025/06/24 2025/06/30 =
Maritoring Type: (® Prolonged Presence Prolonged Absence

*Monitoring Cycle: @® By Day By Week

No. Start Time: End Time Operation

1 09:00:00 17:00:00

“ Cance;.

3. Click OK.

Tesk Hone Tictk Creagion Time: Monitoring Ares Moritoeie Pesiod Moaitorieg. Al Count Lates s Tk Sat . Opersticn

By Dy o

Other Operations

e Filter tasks: You can search monitoring tasks by task name, latest alarm time, and task status. You can also

click % to collapse search criteria.

View details: Click E‘ in the Operation column to view monitoring task details and alarm records.

9 Current Location: Monitonng

g Detials

PresenceMonitoring | toeoied Edit

025-06-24 1

Bdanitoring Pe

Lazest Alarm Time:

2025-06-30 235950 Afresh

Alarm Device Alarm Type Alarm Tirme T Operation

Click View Details to view the alarm location and handle alarms. (Note: Currently, radars do not support
camera connections, so live view and playback functions are unavailable now.)

Stop task: Click iu: in the Operation column to stop the monitoring task. Once stopped, alarms will not be
triggered.
e Edit task: Click /# inthe Operation column to edit the monitoring task.

e Delete task: Click [ii] inthe Operation column or select task(s), and then click Delete above the list.
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21.3 Fall Monitoring

Triggers an alarm when someone falls in the monitoring area.

Add Monitoring

1. Click Add.

2. Enter the task name, and then specify monitoring areas, monitoring period, and monitoring cycle.
e By day: Set up to 8 monitoring periods for a day. The task will be repeated daily.

* By week: Set monitoring periods for each day of the week. The task will be repeated weekly.

Add b
“Task Name: Please ente

“Monitoring Area: Radar ¥ W
“Monitoring Period: 2025/06/24 2025/06/30

“Maonitaring Cycle: '::'—::' By Day By Week

No. Start Time End Time Operation

1 09:00:00 21:00:00

3. Click OK.

+ A 3 Rabih Sarted by sk cresthn time

Task Hame Tack Crastion Taree Mansaring Area Manitering Period Maontoning Adanm Count Latest flarm Task Stat. Cperation

Fallkfizritaring 2T DETH 1BEEID Facir 2135-06-34-2005.06-30 By Dy

Other Operations

e Filter tasks: You can search monitoring tasks by task name, latest alarm time, and task status. You can also
click % to collapse the search criteria.

View details: Click E‘ in the Operation column to view monitoring task details and alarm records.
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(71 Cusrrant Lacstion: Monitonng List Fall Meonitaring Datais

FallMonitoring |- Ediit

Tasi Creation Tima: 2025-08-24 155630 Manitaring Area: Radar Menitoring Penad: 2025-05-24~2025-06-30
Moritoring Cycle: By Day . View Mare Az Caurt: O Letezt Alarmn Time::
Total 0 alarm data | 2025-06-24 (1000 2025-06-30 23:59:59 Refrach
Alarm Gevice Hlarm Type: Alarm Time Status Operation

Click View Details to view the alarm location and handle alarms. (Note: Currently, radars do not support
camera connections, so live view and playback functions are unavailable now.)

Stop task: Click i“: in the Operation column to stop the monitoring task. Once stopped, alarms will not be
triggered.

e Edit task: Click /# inthe Operation column to edit the monitoring task.

e Delete task: Click 7ii] in the Operation column or select task(s), and then click Delete above the list.

21.4 Vital Sign Monitoring

Triggers an alarm when the vital sign (heart rate/respiration) does not meet the set threshold, allowing timely
health conditions for personnel.

Add Monitoring

1. Click Add. Configure parameters as described below.

Add X
“Task Mame: Please enter z(:
*Manitoring Area: Radar X
“Alarm Threshold: Heart rate - Greater than ™ 20 times per minute

Breathe \’ Greater than \’ 20 times per minute [-]
Heart rate Greater than 20 Times per minute or Breathe Greater than 20 times per minute Switch
*Monitoring Period: | 2025-06-24 2025-06-30

*Manitaring Cycle: (@) By Day By Week

Mo. Start Time End Time Operation

“ Cance'

Item Description
Task Name Customize the rule name as needed.
Monitoring area Select the radar(s) for monitoring.
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Item Description

Alarm threshold e Triggers an alarm when the respiration is greater than/less than N times per
minute.

e Triggers an alarm when the heart rate is greater than/less than N times per

minutes.
Monitoring period Set a start and end date for monitoring.
Monitoring Cycle e By day: Set up to 8 monitoring periods for a day. The task will be repeated daily.

e By week: Set monitoring periods for each day of the week. The task will be
repeated weekly.

2. Click OK.

Task Nams Task Crzation T Moniosing frea A Thieshold Monitiing Feeked Manitori. Adarea C. Latest Alir Ti.. Tesk Stat, Dperation

Other Operations

e Filter tasks: You can search monitoring tasks by task name, latest alarm time, and task status. You can also

click to collapse the search criteria.

View details: Click in the Operation column to view monitoring task details and alarm records.

Current Location: Mo i3l Sign Moraring Detals

VitalSign | frasie

Task Creation Time: 202

Maritaring Cycle: By Day  ~ View Dem Alarm Court: 0 Lakest Alarrm Taroes -

Aarm Device Alarm Type Alarm Thma Statis Operation

Click View Details to view the alarm location and handle alarms. (Note: Currently, radars do not support
camera connections, so live view and playback functions are unavailable now.)

Stop task: Click in the Operation column to stop the monitoring task. Once stopped, alarms will not be
triggered.
e Edit task: Click / inthe Operation column to edit the monitoring task.

e Delete task: Click [ii] inthe Operation column or select task(s), and then click Delete above the list.

22 Parking Management

Go to Park Application > Parking Mgt.

The basic parking management services cater to parking scenarios without parking fees, such as corporate
campuses, industrial sites, communities, and schools. It is designed for parking lot managers and staff, providing
vehicle access management, as well as the search and analysis of vehicle flow and violation data, offering an
intelligent parking management system and visual data management platform.

Key Functions:

e Parking lot management: Manage parking lots and associated LPR cameras (for entrance/exit) + gates and
radar cameras + LED displays, providing online configuration and remote control of parking lot devices.
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Note:
Gates and LED displays do not need to be manually added to the platform.

e Gates are physically connected to LPR cameras (for entrance/exit), allowing for gate control through
vehicle recognition. They are generally deployed at parking lot entrances and exits.

e LED displays are physically connected to radar cameras and display vehicle information when speeding
is detected. They are generally deployed on campus roads with speed limits.

e Vehicle management: Add and manage information for authorized and forbidden vehicles. The system also
allows for configuring validity periods and adding speeding vehicles to the forbidden vehicle list, ensuring
effective vehicle permission management.

e Data search, analysis, and statistics: Provides vehicle flow statistics, pass-thru violation vehicle data, and
violation alarms, offering insights into vehicle trends and supporting parking lot management.

@ Note:

Violation vehicle data can be viewed on related pages such as in Smart Live View > Vehicle Application,
Comprehensive Search > Motor Vehicle Search, and Alarm Center.

Data Search

Parking Mgt
ParkingLot  Entrance & Exit
Lane Device

Let Through Speeding
Rule Rule

Vehicle Mgt
Authorized Vehicle
Forbidden Vehicle

Vehicle Sync

vehicle Vehicle Pass-
Flow thru Record

Violation violation Data
Alarm  Record Statistics

Speeding Event

Device Mgt

LPR

- - : L
Radar Camera + LPR Camera + Gate
LED Display

22.1 Parking Lot Management

Before using this function, you must first add parking lots to the system. You can also add sub-parking lots (e.g., a
main parking lot is divided to surface and underground sub-lots). When adding a parking lot, you need to provide
detailed information about the parking spaces in both the main and sub-lots. If vehicles are already parked during
setup, the number of available parking spaces should reflect the actual situation.

Once a parking lot is added, you can add entrances & exits and lanes, as well as bind cameras.
Up to 8 parking lots (1 main lot, 7 sub lots) and 16 entrances & exits are allowed. Each entrance & exit can have 2
lanes.

Note:
The number of parking spaces and let through rules for the main and sub-lots are independent.

22.1.1 Add Parking Lot

Prerequisites
Entrance & exit devices have been added in Device Management > Frontend Device > Private Device.
e For LPR cameras, select LPR as the device type.

e For radar cameras, select Radar Vision as the device type.
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Add Parking Lot
1. Go to Parking Mgt > Parking Lot Management.

Parking Lot -~ & Default Parking Total Space: 1000  Total parking spaces for Pre-registered Vehicles: 100

[F) Default Parking

- Entrance 8 Exit + £ @ Lane Info Linking Devices
* &g Default Entran...
= “Lane Name Lanal
Lanel T
Bl Lane2 “Lane Type Entrance

2. Click -+ in the parking lot list.

3. Fill in the basic information for the parking lot.

Add Parking Lot Wizard x

Basic Parking Lot Info Ad

| Parking Lot Inte

*Barking Lot Name

*Parking Space

Barking Space for Pre-..,

I Let Through Rule

ket Through Ruls

Pleass enter
Iotal Parking Space

Farking Space tor Pre-registered Y/

Allow Pre-registered Vehicles € -

Next Cancel

Item

Description

Parking Lot Name

Required. Enter a custom name.

Parking Space

Required. Enter the actual number of parking spaces.

Parking Space Count for
Authorized Vehicles

Enter the actual number of parking spaces for authorized vehicles.

Let Through Rule

¢ Rule 1: Only authorized vehicles are allowed entry; forbidden vehicles
and unlisted vehicles are denied entry.

* Rule 2: Forbidden vehicles are denied entry; authorized vehicles and
unlisted vehicles are allowed entry.

4. Add entrance & exit.
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Add Entrance & Exit

*Entrance & .,

MNumbsrof . 2

Cancel

Item Description
Entrance & Exit Required. Enter a custom name.
Name

Number of Lanes Choose 1 or 2, based on the actual number of lanes.

5. Configure the lane information.

Add Parking Lot Wizard

& © e

Basic Parking Lot Info Add Entrance 8 Exit Config Lane

Z Lane Info Linking Devices
Entrance & Exit : )

=1 *Lane Name | Lanel

Lane
Lare? “Lane Type Entrance
-2
Lanel
Lane?
Back Meat Cancel
Item Description
Lane Name Enter a custom lane name.
Lane Type Choose Entrance or Exit as needed.

6. Link devices to the lane.
On the Linking Devices tab, click Linking Devices, and then select device(s) to link.
[®) Note:

Only LPR cameras can be selected. Cameras are added in Device Management > Frontend Device >
Private Device.

255



Add Parking Lot Wizard e

Baslc Parking Lot Info Add Entrance & Exit Config Lane

Eeiranc i i Lane Info Linking Devices

r Y 4 LUnking Devices b

Lans1

Device Name Diewice Type P Ackdress Device Status Operation
Lane2
Lans] Add Linking Device X
Lane2
b} ter 0l g :
Device Na.. Chanral ID P Address = Accese Pr.. Dievlca Ty... Status Operation

195 1 5257652644.. 172.20.86.19% Privats Capture Cam... e Oniine d + J

7. Click Save.

Manage Parking Lot

Click ( /# or 117 ) to edit or delete parking lots, entrances & exits, lanes, and linked devices.
Parking Lot [+ 2| Default_Parking Total Space: 1000 Total parking spaces for Pre-registered Yehicles: 100

= (E Default_Parking

y NIF Entrance & Exit FZ | Laneinte Linking Devices

+ Unking Devices | 2 Refissh

22.1.2 Configure Alarm Rules

¢ Speeding Alarm: Based on the speed detection capabilities of radar cameras, you can configure speeding
alarm rules to receive speeding alarms and deny access to speeding vehicles.

e Match/Not Match Alarm: The system supports setting match and not match alarms for authorized and
forbidden vehicles. It performs a license plate comparison between the vehicles captured by the camera and
the registered vehicles. If the license plates match, it reports a match alarm; otherwise, it reports a not match
alarm.

Note:
Alarm rules should be configured for the main parking lot and will apply to all LPR cameras and radar vision
cameras added to the platform.

Steps

1. Select the main parking lot and click /.
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Edit Parking Lot Info X

I Parking Lot Info

*Parking Lot Name

*Parking Space

Parking Space for Pre-...

I Let Through Rule

et Through Rule

Default_Parking_Lot

1000

Allow Pre-registered Vehicles C ~

I Speeding Alarm

Speeding Alarm

Add Speeding Vehicle...

(:) Speedin... | 10 Km/h

I Alarm Type
Authorized Vehicle Naot Match Alarm v
Forbidden Vehicle Match Alarm v
2. Configure speeding alarm rules.
Item Description
Speeding Alarm When enabled, set the threshold for speeding alarms (default is 10 km/h, range is
1-300 km/h).

An alarm is triggered if a vehicle's speed exceeds the set threshold.

to Forbidden Vehicle

Add Speeding Vehicles E> Note: This function can be enabled after the speeding alarm is enabled.

List When enabled, set the frequency threshold, so that when a vehicle exceeds the
speed limit M times within N days, it is automatically added to the forbidden
vehicle list.

3. Configure match alarms for authorized vehicles, and configure not match alarms for forbidden vehicles.
Take authorized vehicle as an example:

¢ |f set to Match Alarm, when the captured vehicle's license plate matches that of an authorized vehicle, a
match alarm is reported. This can be used to alert the appearance of authorized vehicles.

e If set to Not Match Alarm, when the captured vehicle is not in the list of authorized vehicles, a not match
alarm is reported. This can be used to alert the arrival of unfamiliar vehicles.

e |If set to Disable, then the license plate comparison will not be performed, and no alarms will be

generated.

4. Click Save.

Related Operation

To search vehicle alarms, see Motor Vehicle Search.
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22.2 Vehicle Management

Manage vehicle access permissions for parking lots using the authorized and forbidden vehicle lists.

Vehicle Types

e Authorized Vehicle: Vehicles added to the authorized vehicle list are granted access to the parking lot during
the specified validity period.

e Forbidden Vehicle: Vehicles added to the forbidden vehicle list are denied access to the parking lot during the
specified validity period.

e Temporary Vehicle: A vehicle is considered temporary if it is unlisted on either the authorized or forbidden
list, or if is listed but outside the validity period. Access permissions for temporary vehicles are determined by
the parking lot's let through rule.

Priority Determination

If a vehicle's license plate is on both the authorized and forbidden lists, and is within the validity period for both

lists, the vehicle will be prioritized as a forbidden vehicle.

Effective Scope

Vehicle lists are applied uniformly across all parking lots.

22.2.1 Authorized Vehicle

Add authorized vehicle information, including vehicle information, owner information, authorized validity period,
etc.

Ag999 i e ® nsctne
A00002
AADDDD

AD0009

ADOOOE

ADOOOT

#fa0000s : ST . ¥ kong: T 1
. D24/12/46-2100/12721
Total 14 | 20/p=as Goto | 1

Note:
The authorized vehicle list synchronously displays vehicles associated with Person/Visitor.

Add Authorized Vehicle
You can add authorized vehicles one by one or in batches.

Add one by one
1. Click Add.
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Add

Vehicle Info

Biete Ty Small Vehicis Flate . End Time o Usisand Time. =

Pinte Colar Elue

Vehicle Owner Info

Card Typa ID Card

Small Vehicle

Authorization Info

Leaving start time and end time blank means pe..

= e

2. Complete the vehicle information.

Vehicle Info

Plate number is required.

Vehicle Owner
Info

You can enter the information manually or click Bind Person to select a person from
department to bind.

Department
n m apart ar a i 5 Operatia n
A

Tomid 1 2{fpape Gatn | 1

E> Note:
After binding here, the vehicle will be accordingly added to the Person's vehicle list.

Authorization
Info

Vehicles will only have access during the authorized validity period. Leaving the start
time and end time blank means permanently valid.

3. Click Complete to save.

Batch import
1. Click Import.
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!_Download

2. Prepare a template.

(1) Click Download to download the import template.
(2) Fill in the template with vehicle information.
3. Import the template.
(1) In the Import window, click the text box, and select the modified template from local.
(2) Click OK.

Other Operations
e Search: Select a search criteria in the upper-right corner and enter keywords to search for vehicles.

* Edit: Click 2 for the vehicle to edit the vehicle information, see Add Authorized Vehicle.

Note:
If the vehicle is already associated with a person/resident/visitor:

* You cannot modify the vehicle's plate number, owner name, or authorized validity period.

¢ You click Reset to unbind the person-vehicle association. The vehicle will also be removed from the
Person's/Resident's/Visitor's vehicle list.

e After resetting, you can also rebind the vehicle to another person.
* Delete: Click 7ii; for the vehicle, or select vehicle(s) to delete and click Delete.

@ Note:

If the deleted vehicle is already associated with a person/resident/visitor, it will also be removed from the
Person's/Visitor's vehicle list.

e Export: Select vehicle(s) and click Export to export the vehicle information into a file.

22.2.2 Forbidden Vehicle

Add forbidden vehicle information, including plate number, owner information, prohibited entry time periods,
etc.

+ Agd [0 Delets

Wehiche Comer Mohile Phane Mo Start Time znd Time Hlermarks Operation

Add Forbidden Vehicle
1. Click Add.

2. Enter the required license plate information and other details as needed.
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Add X

*Plate Number

Vehicle Qwner

Start Time

End Time

Remarks

[®) Note:
Vehicles will be denied access during the specified time period. Leaving start time and time blank means
permanently prohibited.

3. Click OK.

Other Operations
e Search: Enter the license plate keywords in the upper-right corner to search for a specific vehicle.

* Edit: Click /# for the vehicle to edit the vehicle information.

* Delete: Click 7iij for the vehicle, or select vehicle(s) to delete and click Delete.

22.2.3 Vehicle Data Sync

You can sync authorized and forbidden vehicle information to parking lot devices.

The list displays the matching relationship between all vehicles and parking lot lanes. You can search for vehicles
using criteria such as parking lot name, entrance & exit, lane name, plate number, vehicle attribute, and sync
status.

* Syncone by one: Click =] for the vehicle to sync its information to the corresponding lane’s device.

e Batch sync: Select vehicle(s) and click Batch Sync to sync the information of the selected vehicles to the
devices. If you click Batch Sync without selecting any vehicles, all vehicles meeting the search criteria will be
synced.

Parking La.- Ertramce - ! Lane Hama Phatm Mure...

shicle st T Gymcfemus

Parking Lot M. Entrance & Exit Lane Name

22.3 Vehicle Volume

You can search for parking lot vehicle flow statistics on the Vehicle Flow page.

Search criteria:
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e Statistical unit: By Day/Month/Year (default is the current day/month/year; you can specify a different day/
month/year)

e Parking Lot

e Entrance & Exit

“slculste By By Day 20240809 00:00:00

Search Results:

Total Parking Volume | The total number of vehicles that meet the search criteria, including both vehicles
entered and exited.

Average Traffic ¢ By Day: Average vehicle flow per hour = (Total daily vehicles entered + Total daily
Volume vehicles exited) / 24 hours.

¢ By Month: Average vehicle flow per day = (Total monthly vehicles entered + Total
monthly vehicles exited) / 30 days.

e By Year: Average vehicle flow per month = (Total yearly vehicles entered + Total
yearly vehicles exited) / 12 months.

Click to display the data as a line chart.

il Click to display the data as a bar chart.

Click to save the current chart as an image file.

Export Click Export to download the detailed record search data as a vehicleFlowList.csv file
locally.

23 Electronic Patrol

This function is mainly used for campus area scenes where security guards patrol the premise according to the
patrol schedule.

You can configure patrol schedules on the platform, specify personnel to conduct patrols according to the
schedule and designated routes. After patrollers check in at patrol points through face recognition terminals/
general access control devices/access controllers, the system generates patrol records accordingly to keep track
of patrol tasks.
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A Configure Patrol Schedule .‘2. Execute Patrol Task

Patrallers checkin on devices atthe designatad

Patroller/2 | shift1 | Route 1 [&] — [E— [F—[F] times and routes
Patroller3 | shift2 | Route2 [2] — [2]— [2] — @M H-@——""d
&
Patroller4/5 | shift3 | Route3 @@4— [&+ [=]— [ S
© EH\Q
Patraller N | Shift N | Route N ««v - m'.__—--——-"’

The general patrol process is as shown below:

e Patrol Point Shift Search
Library

Permission

e = Patrol Patro| Record
v Dratiatneaa ro rol Records
| Face recognition terminal m=p M ‘ " Schedule =

Patrol Statistics

|
| Access Controller |
|

| General access control device Patrol shift I

Prerequisite
e Patrollers have been added in the person library. See Personnel Management .
¢ Device permissions have been assigned to patrollers. See the descriptions below.

1. Add face recognition terminals, general access control devices, and access controllers. See Device
Management > Frontend Device > Private Device.

2. Configure device permissions for persons in the personnel library. See Access&Attendance > Access
Control Permission.

23.1 Patrol Configuration

23.1.1 Patrol Point

Add face recognition terminals, general access control devices, and access controllers as patrol points. Patrollers
need to check in on the specified devices to complete the patrol schedule.

Add Patrol Point
1. Click Add to add a patrol point.

2. Enter a name for the patrol point, choose a device type, and then select a device from the list.
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Add Patrol Point X

*Patrol Point Name:

*Device Type: (8 Face Recognition Terminal
Gengral Access Control Devics

Access Controller

Pt

+ ] cloud

] 202 181103
20 TELIS3 AC

3. Click OK. The patrol point is added.
4. Repeat the above steps to add all the needed patrol points.

Patrol Point Mame! Diavice Type: Davice Nama:

Patral Point Name Device Type Diavice Name

Manage Patrol Point

You can search, edit, or delete patrol points.

e Edit: Click /~ torename a patrol point (cannot change the patrol device).

* Delete: Click 7iij to delete a patrol point; or select multiple patrol points and then click Delete on the top to

delete the selected patrol points.

Operation

e Search: Set search criteria such as patrol point name, device type, device name, and then click Search.

23.1.2 Patrol Route

A patrol route includes patrol points arranged in certain order at certain time interval for patrollers to follow

when conducting patrols.

¢ A patrol route can include face recognition terminals, general access control devices, and access controllers.

¢ In a patrol route, one device can be added only once that is to say, one device cannot be patrolled multiple

times in a patrol route.

e The following patrol methods are available:
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Patrol Method

Description

All Random

Patrollers are allowed to patrol in random order, so long as all the patrol points are
covered.

First Point Fixed

Except for the first patrol point, other points allow check-in in any order.

First and Last Points
Fixed

Except for the first and last patrol points, other points allow check-in in any order.

All Points Ordered
(Random Interval)

The patrol must be conducted in the order specified by the patrol list, with no
specific time interval required between adjacent patrol points.

All Points Ordered
(Fixed Interval)

The patrol must be conducted in the order specified by the patrol list, with the
same time interval between adjacent patrol points.

All Points Ordered
(Custom Interval)

The patrol must be conducted in the order specified by the patrol list, with the user-
set time interval between adjacent patrol points.

Figure 23-1: Patrol Route

Route Nams

Add tefrest Export

Add Patrol Route

Total Patro

1. Click Add. A page as shown below appears.

Figure 23-2: Patrol Route

(' Current Location: Patrol Route> Add Route

Duration? Patrol Mathod Patrol Point: Recat
at | Patrol My o ol | for OCperation
2 u First Point F
Tminute(s) A nl 2 1
e e y
AN Tval,
e
Raute *Patrol . Se—— s "
f Al Points Ordered {Flxed Interval
MName: Method:
“Check-in
20 minute{s] Time 5 minute(s)
Diiscrepancy:
Selected Patrol Pointig)(3) !
Patrol Point Operation
013140E3
Total Patrol Duration:40minute{s}
Description;

2. Set the patrol route. The parameters are described below.

Parameter

Description

Route Name

Enter a name for the route.

Patrol Method

Choose a patrol method. See patrol methods.

Total Patrol Duration

Required for the following patrol methods: All Random, First Point Fixed, First and
Last Points Fixed, and All Points Ordered (Random Interval)
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Parameter

Description

Set the total duration of the patrol (maximum duration is 300 minutes).

Time Interval

Required for All Points Ordered (Fixed Interval).
Set the time interval between two patrol points.

Time Discrepancy
Range

Set the allowable range of patrol time deviation, within which it is considered
normal patrol; otherwise, it is considered unscheduled patrol.

Patrol Point

Click - in the upper-right corner of the patrol list to add patrol points.

Patrol Point X

All
3232
013140E3

DOOR22

You can perform the following actions to a patrol list:

* Click 7ii] in the upper-right corner to clear all the patrol points.
* Click Tiij for a patrol point to delete it.

e Drag a patrol point to change its sequence in the list (only available to certain
patrol methods).

¢ First point fixed: You must set the first point. Click the corresponding Set as First
Point. The patrol point appears on the top of the list.

013140E3 ‘w Set as birst Point

DDDR22

e First and Last Points Fixed: You must set the first point and the last point
separately. Click the corresponding Set as First Point. The patrol point appears
on the top of the list. Click the corresponding Set as Last Point. The patrol point
appears on the bottom of the list.

Patrol Point w

01314082 R -
Door2? BB =]

e All Points Ordered (Custom Interval): You need to set the time interval between
each patrol point and the previous patrol point.
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Parameter Description
Patrol Point Check-in Interval Operation
it
013140E3 20 minutels
DOQR22 minutes
Description Input a description of the patrol route.

3. Click OK.

Manage Patrol Routes

You can search, edit, delete, or export patrol routes.

¢ Edit: Click /& to edit a patrol route.

delete the selected routes.

routes to a form.

23.1.3 Patrol Team

Assign patrollers to different teams so you can assign shifts when making a patrol schedule.

Create Patrol Team

1. Click in the team list to create a team.

Enter the team name, select patrollers, and then click [ — | to add them to the team.
Team List Add Team
Team Name
Y Person List
All People
. ley MNarme Gender Departrment
| L
-2 : I
:.: i ale 1
i
3. Click Save.

Manage Patrol Team
View team members, edit teams, or delete unneeded teams.

Click in the upper-right corner to toggle between list or card mode.
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Search: Set search criteria such as route name, total patrol duration, patrol method, and then click Search.

Delete: Click 7 to delete a patrol route; or select multiple patrol routes and then click Delete on the top to

Export: Select multiple patrol routes, and then click Export > Export Selected or Export All to export the

Operation




Figure 23-3: Patrol Team-List Mode

Team List Team1

Person List Edit &

allanasl 5 MName Gandar Dapartmant

Figure 23-4: Patrol Team-Card Mode

Team List Team

Person List Edit

I>

e View: Select a team in the team list to view the team members on the right.
e Edit: Click Edit on the right side to rename the team, add or remove team members.

e Delete: Hover over the team name and then click Delete to delete the team.

23.1.4 Patrol Schedule

Configure patrol schedules so patrollers can patrol the specified routes according to the set shifts.

Figure 23-5: Patrol Schedule

Schedule

Patrol Route: Schedule Effective R - n —_—
Mame: Time: - i C 5 Rest

jary résults 9 Add
Schedule Mame Schadule Effective Time Patrol Boute Patrolier Operation

Add Patrol Schedule
1. Click Add. A page as shown below appears.
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Figure 23-6: Add

Tycier

Mo,

o Schedule Details

“Schedule Mame:

Route

.Schedule Effactive

By Week

Estimated Patrol Duration Start Time End Time Cperation

Timinute(s}) 180500 =AU

2. Configure the patrol schedule. See parameter descriptions below.

Parameter

Description

Schedule Name

Enter a name for the patrol schedule.

Time

Schedule Effective

Configure the time during which the schedule is effective. The schedule needs to be
carried out only during the effective time.

Patrol Cycle

e By Day: Set a patrol schedule for a day, and the schedule will be repeated every
subsequent day.

e By Week: Set a patrol schedule for a week, and the schedule will be repeated
every subsequent week.

Daily Patrol Schedule

When setting a daily patrol schedule, you need to complete the following in
sequence: patrol route, patrol start time (patrol end time will be calculated
automatically).

3. (Optional) Configure holiday dates. Set days on which patrol schedules will not be performed. Multiple
exception dates are allowed. Click Add, and then select a holiday

{ + | Schedule Details

Nao

Haliday Name

o Holiday configuration{opticnal)

Holiday Duration .
Date Range s Operation
{day)

4. Click Next, select patrollers from the team or from a person library.
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|+ ) Schedule Details | v ) Holiday configurationfopticnal) e Patroller

Please sslect patroller. Selected2person

Patson Team Selected Personls i

i» I

[~}

as

S & 2]

5. Click Create to complete patrol schedule.

@ Note:
All patrols in the patrol schedule are required to patrol all patrol routes.

Manage Patrol Schedule

Search, edit, or delete patrol schedules.

e Search: Set search criteria including schedule name, patrol route, schedule effective time, patrol cycle (by day
or by week), and then click Search.

* Edit: Click to edit a schedule.

Delete: Click [ii] to delete a patrol schedule; or select multiple patrol schedules and then click Delete on the
top to delete the selected schedules.

23.2 Patrol Search
23.2.1 Schedule Search

View patrol schedules and their status.

Schedule Records
You can filter schedules by patrol route and patroller.
Schedule records can be displayed in two styles: card and list.

e When displayed as cards, each card represents a patrol shift and displays information about this shift,
including patrol route, patrol time, patroller, scheduled check-in time at each patrol point, current patrol
status of each patrol point (completed/not patrolled).

By default, the calendar on the right side shows schedules of the current month. The dates with shifts are
marked with a blue dot. The currently selected date is marked with a red dot.
Click the left or right arrow to view more shifts.
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Schedule List “ List

Patogi Route : All » Patroller = All v 4 1 2
semin  Today
Team1 |ABnarmwai Patrel| —earz Tear .
2024-06-18
Aote Rautaz Aot
L 041727~ 0411827 5 124645 ~12:47:45 S 151 5e~ 15:17:80
2024-06
1 1 e 4
Ty  We ™ Ft 53
First and Last Points Fixed 21 All Points Random . First Point Fixed o
ET-B31H-MM-8-172-20-156-22 () sfst ET-B3TH-M-B-172-20-155-22 (D) SRR R B
Patrol Time:- Patrol Time:- Pagrol Time:- > o 19 1 22 19 W 1B
sfsf dd ET-B37H-M-A-172-20-84-204 23 24 3 ow oW 4
Patrol Time:- Patral Time:- Patrol Time:-
ET-B31H-M-A-172-20-84-204
Patrol Times-
dd
Patrol Time:-
¢ The following shows shifts displayed as a list.
Schedule List Card List
Patead Route © Allv Patratier . All v Patrol Time @ 2024-06-18-2024-06-18 v
Patrol Route Patrol Method Patrof Time Patroller Shift Status Dperation
o First SHd LSSt PSR -1 8 0017137 - 2024-06-18 Q1 827 %

Abnorma

Shift Details

Click View Details in list mode or double-click a card in card mode to view detailed information about a schedule,
including shifts, patrol points, and patrol time.

View Details B

Shift Into
Patrol Time: 2024-06-18 (12:46:45-12:47:45) Patrol Route: 123 Patral Method: All Points Randem Patrol Schedule: 382
Actual Start and Last Points Time Error: {=5minute(s)) Patroller: 1 Shift Status: Abnormal Patrol

Total patrol pointis): 2

Patral Point Patrol Time Actual Patrol Time Patrol Status
P Missed Patrol
Fomt Missed Patral

23.2.2 Records Search

Search patrol records to view the details of a patrol schedule.

Patrol Records
You can search patrol records by criteria such as schedule effective time, patrol route, and patroller.

In the list of patrol records, you can view the patrol status of each patroller on each patrol route in the patrol
plan. Patrol results are divided into Normal and Abnormal.

Note:
For a patrol route, if any point is abnormal (early patrol / late patrol / missing patrol), the route is abnormal;
if every point completes the patrol according to the plan, the route is normal.
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Schedule Effective Time: | 2024-06-17 000000 - 2024-05-15 2359:59 Patrof Route! Patroller: m Reset

Found query resuits 23 Export v Refresh
Patrol Route Patral Time Mctual Start Time Actual End Time Patroller Patrol Schedule Patral Status Operation
Routed 2024-06-12 16EHA0-2024-D5-18 185248 2024-05-18 16:47:40 2024-05-18 1EELED 1 Soesuel |T
Routed 2024-05-18 15:15:40-2024-06-18 157748 2024-06-18 151449 2024-05-18 15:718:50 52 Scheculed
3 2024-0 24 1247 202, 12 2024 18.12:52:4 Sceduled

Patrol Details

Click [ to view the details of a patrol route, including shift information, and patrol status of each patrol point.

View Detsils

Shift Info
Patrol Time: 2024-06-18 (12:46:45~ 12:47:45) Patrol Route; 123 Patral Mathod: A Paints Random Patrol Schedule; &IFR
Actual Start and Last Points Time Errer: +Sminute(s) Patrofles: 1 Shift Siatus: Abmermal Patro

Total patrel pomntisk 2

Patrol Point Patrol Time Actual Patrol Time Patrel Status

Foirtl

Missedt Catnt |

PORTZ Missed Patred |

Export Patrol Records

e Export selected: Select patrol records to export, and then choose Export Selected. The selected patrol records
are exported.

e Export all: Choose Export All to export all patrol records.

23.2.3 Patrol Statistics

You can collect patrol statistics from different dimensions, including patrol route, patroller, and patrol point, and
set search criteria such as time range and patrol route.

After setting search criteria, click Search to view the statistical results.

Report by: Fatroller Patrai Poirit Statistics Time: | 20240611 000000 - 2024-08-18 230059 m
Found query results 5 Expert Nots Miszed » Unardersd » Unscheduled, Missed shifts ot be counted as "unardered” or "unzcheduled
Shife Abnormal Shift Patial Point On-tims Early Patral Lats Patral Missad Patrol Make-up Patral Kot Patrolled .
Patrol Route & 2 Operation
Count Count/Rate Count Count/Rate Count/Rate Count/Rate Count/Rate Count/Rate Count/Rate
Roster 4 4{100.0% g 0 4! 5
Route? i | 8 0% 0 450 % 0%
100 20 oo 0! 2

The statistical items include: shift count, on-time patrol count/rate, early patrol count/rate, late patrol count/rate,
missed patrol count/rate, make-up patrol count/rate, not patrol count/rate.

Patrol Result Description of Judgment Rules

Normal Complete the patrol within the route [start time, end time].

Missed patrol Not patrol within the route [start time, end time].

Early patrol In an all points ordered (fixed interval) or all points ordered (custom interval) route,

patrol earlier than the point within the route [start time, end time].

Late patrol In an all points ordered (fixed interval) or all points ordered (custom interval) route,
patrol later than the point within the route [start time, end time].

Make-up patrol In an all points ordered route, within the route [start time, end time], the latter
location has been patrolled and then the former location is patched.
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Patrol Result Description of Judgment Rules

Not patrol Patrol time has not started and patroller are not on patrol.

View Details

C

lick [ to view patrol details and statistics of early patrol, late patrol, missed patrol, and make-up patrol.

View Dealails X

[l Routel

Statistics Time: 2024-06-11 00:00:00~2024-06-18 23:55:59 Shift Count: 5 On-time Count/Rate: 1/5%

Early Patrol Count/Rate: 0/0% Late Patrol Count/Rate: 0/0% Missed Patrol Count/Rate: ‘12/80% Make-up Patrol Count/Rate: 3/15%
Early Patrol Statistics Late Patrgl Statistics Missed Patrol Statistics Make-up Patroi Statistlcs

Patral Time Patroller Fatrol Schedule

2024-06-17(222T0N ~22:28:01) 1 Schedulal

Patrol Paint Patral Time Actual Patral Time Patral Status

Total 3 | 1 | 10/ page

Export Patrol Statistics

24

Export selected: Select patrol data to export, and then click Export > Export Selected. The selected data are
exported.

Export all: Click Export > Export All to export all patrol data.

Map Configuration

Go to Basic Config > Map Configuration.

E
fl
a
v

-map is applicable in various scenarios such as campus areas, enterprises, and residential areas. Maps, including
at maps, model maps, and GIS maps, can be bound to areas to display the location of multiple resources and
larm events reported by devices. You can also perform operations on devices and manage resources on the map
isually, which provides you with an immerse operating experience.

Functions

Map Engine Management: GIS maps and scene maps carry longitude and latitude information and need to be
managed through the map engine service. On the map engine management page, users can upload GIS maps
and configure scene maps.

Edit Map: Users can bind maps (including flat map, model map, GIS map, and scene map) with an area, add
devices to the map, and draw hot zones.

Map Application: With the map background, users can view device locations, alarm locations, and trajectories
of a person more intuitively.

Configuration

Prepare the maps that you will use. See the table for detailed descriptions.

Flat map Flat maps are maps in JPEG, JPG, PNG, and BMP format, such as the floor plan of an
area or a room, applicable to small campus areas, shopping malls, etc.
Upload the flat map. See Edit Map-Bind Map.
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Figure 24-1: An example of flat map

tisE

R

GIS map GIS maps are generally map resources released by map manufacturers, such as
Google Maps and Baidu Maps, which can present the real ground environment,
including administrative regions, buildings, roads, etc., and are suitable for
management scenarios in wide regions.

Follow the steps to upload a GIS map:
1. Upload a GIS map file in gmdb format. See Map Engine Management -Add Map.
2. Bind a GIS map with an area. See Edit Map-Bind Map.
Figure 24-2: An example of GIS map
a n
| *a
0}
Model map A model map is a 3D map model in 3dtiles or gltf format. It is usually the internal

space of a floor, which can reflect the 3d space layout of buildings. Model maps are
suitable for the internal scenes of office buildings and residential buildings.
Upload model map. See Edit Map-Bind Map.

Figure 24-3: An example of model map
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Scene map

A scene map is a model in unw format. A model is one or more complete buildings,
including multiple floors. Scene maps usually carry latitude and longitude
information and can be overlaid on GIS maps to both represent location information
through the GIS map and visualize the internal structure of a building through the
model. For model maps, scene maps are more professional and applicable to the
general scenarios of office buildings, residential buildings, etc.

1. Upload the scene map files in unw format. See Edit Map-Bind Map.

2. For instructions on modifying scene map parameters (longitude and latitude, sky
styles, GIS map), see Map Engine Management- Scene Management.

Figure 24-4: An example of scene map

24.1 Map Engine Management

Go to Basic Config > Map Config > Map Engine Management.

Configure the map service, including adding maps and configure scene maps.

@ Note:

For instructions on uploading flat maps, 3D model maps, or scene maps, see Edit Map-Bind Map.

24.1.1 Map Management

24.1.1.1 Add Map

You may upload GIS maps (offline maps), access third-party maps (online maps).

= Map Server
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Upload GIS Map
The system will analyze the GIS map type (including 2D maps, satellite maps) after you upload a map.

1. Go to Upload Map, click Add Map.
2. Click the Upload Map tab.

Add Map

Upload Map Access Third-party Map

*Map Mame:
=City:

*Map Unload: [

Upload Cancel

3. Enterthe map name, city, and then click [ and select the map file (.gmdb format, max. 512MB) to upload.
4. Click Upload.

v  Upload Map

o1, Add Map
(2 Baidu 2D Map [ @)
H."I
— 12%
(3) Baidu Satellite Map ®
@ Note:

Do not close the page or browse to other pages before the map is uploaded.

Access Third-party Map (online maps)
The system supports third-party maps (which released on website by map-makers).

1. Go to Upload Map, click Add Map.
2. Click the Access Third-party Map tab.
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*Image Mame:

* Map Name:

* Wtap Tile LIRL

* Resolution:

* Level Range:

Ceordinate System: | WGS84

* Map Tile Sart Paint:

* Map Tile Canter Point; | 900

* Map Tile Conversion Fun

00

Upload Map Access Third-party Map
* Imzge Type Defaukt
* The Size: | =%
Copyright Irfo
12 Level Unit: (@) Meter argle

® Gz

. Configure the parameters (obtain parameter values, you can either download the map service information file
from the third-party map service publishing website or contact the third party for assistance).

Parameter Description

Image Name Name of the map source, used for internal differentiation, and can be
customized. It consists of letters, such as "Google".

Image Type You may choose Default, 2D, and Satellite, or click Customize to add a custom
type.

Map Name Enter a map name as needed. The name will be displayed in the map list.

Tile Size Size of map tile. The default unit is pixel (px). You can check it in the map service
information file.

Map Tile URL Third-party map address. You can check it in the map service information file.

Resolution Resolution of each level of map, separated by commas, refers to the actual

distance represented by one pixel on the screen. You can check it in the map
service information file.

Copyright Info

Copyright information of the map.

Level Range The supported range of levels for the map, from 1 to 18. You can check it in the
map service information file.
Unit Unit of the map, which can be Meter or Angle. You can check it in the map

service information file.

Coordinate System

Coordinate systems used in the map. You may choose Default (Mercator),
WGS84, and Mars. You can check the map service information file for the
available options.

Map Tile Start Point

Longitude and latitude of the starting point for map tiles. You can check it in the
map service information file.

Map Tile Center Point

The level, longitude, and latitude of the center point of a map tile can be found
in the map service information file.
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Parameter Description

Map Tile Conversion Manipulates the map tile sequence number, such as adding prefixes or
Function converting to hexadecimal, and thereby concatenate the complete address to
retrieve the map tile.

Add Correct Point Used to compare and align the coordinates of the third-party map with the base
map. If they are not consistent, at least three correction points should be added
on both sides at the corresponding positions.

4. Click Next to preview the map.

5. Click OK to save the map.

Map Management Operations

e Enable map: Only enabled maps will be displayed. Only one map can be enabled at a time.
Click to enable a map. Blue means the enabled status.

e Set the center position of the map, which is the default position displayed when you open the map page.
In the floating window above the map, you can view the current status, including the map level and the
longitude and latitude of the center position.

Current Level: 14
Center Longitude: 119.99999963

Center Latitude: 30.00000022

Reset Return to Default Location

1. To change the center position, click Reset.
2. A"+" symbol will be displayed on the map. Drag the map to align the center with the "+".
3. Click Set as Default Position to set the marked position as the center position.

e Return to the default location: Click Return to Default Location to quickly return to the default position.

24.1.1.2 Upload Urban Road Network
Road network refers to the actual distribution of roads on a map. When a road network is added to a map,

the route (or trajectory) will be drawn based on the road network, otherwise, it will be a straight line segment
between the starting point and the destination.

Upload Road Network
1. Expand the Upload Urban Road Network tab, click Upload Road Network.
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(=) Map Server > Upload Map

> Upload POI Data
Map Management

v Upload Urban Road Network
Scene Management

1, Upload Road Network

Defete Road MNetwork Diata

2. Enter the road network name, and upload the road network file.

Upload Urban Road Network

“Road Network Mame:

“Upload File;

[ Note:
The road network file must be in .kml or .shp format.

3. Click Upload.

Road Network Management Operations

* Show or hide road network: Click [*1/ 7] in the bottom right corner of the map to show or hide the road
network.

e View details: Click : and then choose View Details to view the detailed information about the uploaded road
network file.

e Delete road network: Click Delete Road Network Data, and then confirm. All road network data will be
deleted.

24.1.2 Scene Management

A scene map is a model in unw format. A model is one or more complete buildings, including multiple floors.
Scene maps usually carry latitude and longitude information and can be overlaid on GIS maps to both represent
location information through the GIS map and visualize the internal structure of a building through the model.

You can add scene image models and configure model parameters as needed.

e The scene maps added on this page will not be automatically synchronized to e-map (Edit Map). However,
after completing configuration, you can export the map model and upload it in e-map.

e The scene maps added in e-map will be synchronized to this page. You can modify the model parameters
here, and the changes will be automatically synchronized to the scene maps in e-map.

24.1.2.1 Add Scene Map

A scene map (.unw format) includes models of multiple layers.
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Add Scene

1. Go to Scene Management, click Add Scene.

@ Map Sarvar Lurest moos fotal § u

| —y—
| o 2 ﬁ “:.1 =

- L

2. Inthe Add scene dialog box, enter the scene name, and upload a map (.unw format) for the scene.

Note:
The models of each layer will be analyzed after you upload a scene map here.
You may also add layers (see Add Layer) and upload models in the Edit scene dialog box.

¥ Scens name:

Upload File: O

Cancel

3. Click OK.

Add Layer

1. On the Scene Management page, hover over a card, click View Details.
Current model total 7

e View Details

Unpublish

Add scene
Celete

2. Inthe layer list, click -, choose Add Layer.

(@ Map Server <1
Map Management Layer List Video Fusion Resource
Scene Management e et s to <ea —+
3 Test Add Layer
Add Model
> LayerTest

3. Enter the layer name, and then click OK. The layer is created.
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Add Layer X

* Layer Name:

4. Inthe layer list, click -+, choose Add Model.
5. Select the layer, and then upload the model file (.zip format).

Upload Model

Layer.| LayerTest

*Upload Model: |

Cancel

6. Click OK. The model is created.

Vi FLsn Agsource

Defauk Layer.

24.1.2.2 Configure Model Properties
Configure model properties and scene properties after the model is uploaded.

1. Go to Scene Management > Layer List, and then select a model.
2. Configure properties on the right side.

e Model properties: Configure the latitude and longitude coordinates of the model, road network, and
optimal view.
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Madel Properties bt

Longitude: 116.391272539128
Latitude: 39.80700467372793

Height: 2.7596544594739634

Show Road Metwork
Upload Road Network
Optimal View:
Set Current View as Optimal View
Floor:

Building1 1Floor_3
Additional Configuration Info

Add Key Point

¢ Scene properties: Configure the scene models to be displayed on the earth scene to enhance the visual
appeal of the model map.

e SkyBox: The display style for the sky.
¢ Show Earth: Place the scene model on the earth sphere.

e Custom Map Image: Select an uploaded GIS map source to display the scene model on the GIS map
according to the latitude and longitude.

¢ Show Road Network: Displays road networks on the scene model.

e Water/Wall: Click Add and use mouse to draw lines as water surfaces or walls.

Seene Froperties e

Scene Mame: 1

B2 Show SkyBos

@) Blue Sky Mightfall Might
Custem

B chow Earth
Custom Map Image

Fiease. B aidu 20 Map [l Baicu Satelli..
zelact

Show Road Metwork

Optirad View: Sel

Additional Configuration Infa

Add Key Paint

Water  Acd

3. Click Save in the upper-right corner when you complete the configuration.

24.1.2.3 Export Model

After completing the configuration of the scene model, click on Export in the upper-right corner to export the
scene map (.unw format).

More Operations

You can upload a scene map in Bind Map.
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24.2 Edit Map

Go to Basic Config > Map Configuration > Edit Map.

Users can bind maps to different areas, add devices to the maps, and draw hot zones on the maps.

@ Note: Flat maps, model maps, GIS maps, and scene maps are supported.

Figure 24-5: An example of a flat map

24.2.1 Bind Map

Create areas and floors and bind them to a map according to the actual building.

Prerequisite

To use the GIS map and city road network, please make sure you have uploaded them in System Configuration >
Map Engine Management.
[ Note:
For images, model maps (including road networks), and scene maps, you can upload them directly in E-map
page.
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1. Bind Map

For the first-time use, please add a default map first. It is recommended that the default map provides an
overview of the area. You can then add submaps as needed. For example, Area Map > Building Map > Floor Map.

1. On the MapEdit page, click Create your own map.

¥ou haven't bound any map. Please bind a map first

2. Select the map type and upload the corresponding file. Then click Binding.

Bind Map X

Map Type: (@ Fiat Map Modal Map GIS Map

Scene Map

Upload Map:

@ Note:
e Flat map: @ Must be JPEG, JPG, PNG, or BMP images, max size 100MB. Both the height and width
cannot exceed 8190px. @ Cannot be paused or canceled after the file is uploaded.

e Model map: @ Supports single gltf model; 3dtiles models/gltf models compressed into a ZIP file can also
be uploaded. Please make sure there is a tileset.json file/index.gltf in the root directory after unzipping
and the size of the model must be within 100MB.® Road networks allow Shapefile data in a zip file.
Road network data must include point data and route data.

* GIS map: After uploading a GIS map in Resource Management > Map Engine Management, you can bind
the map on this page.

e Scene map: Must be .unw format scene maps (no size limit). After uploading, the scene map will be
overlaid on the enabled GIS map according to the latitude and longitude.

2. Add Submap
In the building list, the first uploaded map is designated as the root layer.

1. Choose the parent map, click -, and click Add Submap to add a submap.
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Buildings List

v () cis
iBa 1 Add submap
Al 2 Move
:!i! ic: Rename
'?‘” 4 Celete

@ Note:

¢ Up to 4 levels of maps are allowed.
e The root map can be renamed but cannot be deleted.
e You can click Move > Up/Down to change the map sequence on the list.

2. For newly added submaps, please bind the map by referring to 1. Bind Map.

3. Add Floor

For flat maps, model maps, and GIS maps, there is a default floor in the floor list, you can also add multiple floors
to the area map. (Scene maps already have multiple floors included by default, so you don't need to add floors)

1. Click Add Floor to add a floor.

—— Add Floor

2. To bind a map for newly added floors, see operations in 1. Bind Map.

@ Note:
e Click : for the floor to set it as the default floor, rename or delete it, or move it up or down in the floor
list.

¢ The default floor can be renamed but cannot be deleted.

e The default floor is displayed each time you access the map. You can also change the default floor.

4. Change Map

Click More Configurations > Change Map in the upper-right corner to upload a new map.
24.2.2 Device Point Management
Mark devices on the map to visualize device locations.

Mark Device Point on the Map

1. Click Locate Point above the map. All devices in the local domain are listed.
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- 7 Locate

9 7 Remove from Map

. indicates devices that are already marked on the map.
e Click : for the device to locate it on the map or remove the device from the map.
e If the device name is not fully displayed, drag the left edge to resize the panel.

2. Select a device and drag it to the desired position on the map.

3. Change the device icon in the pop-up window as needed.

Point Setting #
Point Mame: 172.200485.%1_10
E lcon:
: ol
Change |1} -

BN cee B
r

Cancel
.
i i B
O [ ] [ Ry

4. Click OK.

Manage Device Points on the Map

For devices marked on the map, you can edit the device information, move the device position, or remove them
from the map.

N

* Click / to edit the point name and icon.
* Click <~ to move the point position.

* Click |7 to delete the point.

Aggregate Points

If device points on the map are very close together, they will be aggregated and a number will be displayed to
indicate the total number of aggregated devices.
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24.2.3 View Map

After binding a map and marking device points to the area, you can view device points visually.
1. By default, the page shows the default floor of the root area.

2. Select an area map from the map list on the left and the default map for that area will be displayed on the
right.

3. Click on the floor list in the map's upper-left corner to switch to the map of the desired floor.

_J* .

p ). - __.
¥ &: 2 V2GR

@ Note:

* You can use the scroll wheel to zoom in or out on the map.

* You can hold and drag the left mouse button to move the map.

e For model map and scene map, you can hold and drag the right mouse button to move the map
perspective.

Click @ in the map's lower-right corner to restore the default perspective.

24.2.4 Heat Zone

Draw heat zones on the map. A heat zone is to jump from the current area to another linked area. For example, if
an alarm occurs at location A and you also need to check the situation at location B, you can set A as a heat zone
linked to B.

Draw Heat Zone

1. Click Draw Heat Zone above the map.

2. Use the left button to draw a closed area on the map, and double-click to complete the drawing.

3. Select a map to link to in the pop-up window and click OK.
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‘Heat Zone Setting *x
Plzase select the linksd building
v @8 root 3
i cis
R e

a2

Default

By 122

> H: LTTTHAL-T
A =

v a1
@ 10

» By 02

Description:

n Cance'

Heat Zone Management
Hover the mouse over a heat zone to display operation icons.
e Click = to jump to the linked area from the current area.

e Click /7 to edit the linked area.

e Click [i] to delete the heat zone.

24.2.5 Map Display Management

Mange the display of on-map device resources, road networks, and map perspectives.

Show/Hide Device Name

Click Name Display Method above the map to choose whether to display device names on the map.

u &) Locate Poin

@ Hide by default, and show as mouse approaches

© Always Display

Show/Hide Road Network
After uploading a road network to a model map or a GIS map, you can set whether to display the road network.

Select Show Road Network. The road network is shown as blue paths in the figure below.
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213.208.120.20

o

Set Default Perspective
You can set a default perspective in flat maps, model maps, or GIS maps.

e Click Set as Default Perspective in the upper-right corner to set the current map view as the default
perspective. After adjusting the map view, you can click -@- in the bottom right corner to restore the default
perspective.

* Click . in the upper-right corner, and select map(s) of the same type as the current map to sync the current
default perspective setting to the selected map(s).

Manage Layer Display
Configure the types of device resources to be displayed on the map for a clearer view.

Click Layer in the upper-right corner and select the types of devices to be displayed on the current map.
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'} More Configurations
D = 2T

2 All

Encoding Device

Other De... & IPC

¥ Decoder

| ADU

| Access Control Device

& AccessC... & AccessC...

™ Smart Device

¥ AaBOX

¥ Video Intercom Device

¥ Entrance.. @ Indoor unit

® Radar Device

Radar

Channel

® Encoding ... & Alarmin.. & AlarmOu...

¥ Voice inte... ¥ Door ¥ Decoding...

¥ Video Int...

Clear Data

Click More Configurations > Clear Data in the upper-right corner to clear all devices and heat zones on the map.

24.2.6 Evacuation Route

Draw evacuation routes on the map so when an emergency occurs, people can follow the route to safely
evacuate.

@ Note:

Evacuation routes can be drawn on scene maps only.

Draw Evacuation Route
1. Click Evacuation Route in the top toolbar to display the evacuation route list.

2. Click Add Path in the list to start drawing a route.
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3. Click to draw anchor points. The system will connect the anchor points in sequential order to form line
segments. Click [Jfl] to enter preview mode.

4. Click [ij again, and then enter a name for the route.

Cancel

5. Click OK to save the route.

Edit Evacuation Route

1. Click Evacuation Route in the top toolbar to display the evacuation route list.

Add path

2. Click [ for the route you want to edit.

3. Modify the route by referring to the descriptions in the table below.

Table 24-1: Icon Description

Icon

Description

Add an anchor point.

Click anywhere on the map to add an anchor point.

291




Icon Description

. Insert an anchor point.

Click anywhere between two anchor points on the route to insert a new anchor point.

- Delete an anchor point.

You can delete any anchor point on the route, and after deletion, the two adjacent anchor
points will automatically connect to form a line segment.

. Move an anchor point.

You can drag and move any anchor point.

. Undo the previous action.

4. Click i to save the changes and enter preview mode.

[ Note: To exit the editing mode, click [l and then confirm the prompt message.

5. Click &

6. Setthe route name, and then click OK to save the changes.

Delete Evacuation Route

In the evacuation route list, click Efor the route you want to delete, and then confirm the action.

24.2.7 Roam Config

Draw roam paths on the map to enable automatic movement of the map perspective along the roam path.

Note:
Roam paths can only be drawn on scene maps.
Draw Roam Path
1. Click Roam Config in the top toolbar to show the roam path list.
2. Click Create Path in the list to start drawing the path.
Figure 24-7: Draw Roam Path

4ﬁ
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3. Click to draw anchor points. The system will connect the anchor points in sequence to form line segments.
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4. Click [i to enter preview mode.

hg

5. Click ] again, and then enter a name for the roam path.

Figure 24-8: Create Roam Path

Cancel

6. Click OK to save the settings.

Preview Roam Path
You can adjust the video speed and viewing angle in preview mode.

Progress bar

The progress bar at the bottom shows the preview progress.

* Click to play the preview video; click to pause the video.

e Drag the progress indicator to adjust the progress; or click on the progress bar to navigate to the desired time
point.

e The progress bar shows the positions of the various anchor points. Click a marker to navigate to the
corresponding time point of the anchor point.

Adjust view

Adjust the view upward or downward.
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* : Adjust the view upward.

* : Adjust the view downward.

Adjust speed

Adjust the video playing speed in preview.

¢ : Increase the video playing speed in preview.
o ) . . . .
-. Decrease the video playing speed in previews.

¢ Drag the slider up or down to increase or decrease the video playing speed.

Edit Roam Path

1. Click Roam Config in the top toolbar to show the roam path list.

Add path

2. Click [ for the path you want to edit.
3. Edit the path by referring to the descriptions in the table below.

Table 24-2: Icon Description

Icon Description

' Add an anchor point.

Click anywhere on the map to add an anchor point.

n Insert an anchor point.

Click anywhere between two anchor points on the path to insert a new anchor point.

Delete an anchor point.

294



Icon Description

You can delete any anchor point on the path, and after deletion, the two adjacent anchor
points will automatically connect to form a line segment.

- Move an anchor point.

You can drag and move any anchor point.

- Undo the previous action.

4. Click [l to save the changes and enter preview mode.

[ Note: To exit the editing mode, click [ and then confirm the prompt message.

5. Click [H-

6. Set the path name, and then click OK to save the changes.

Delete Roam Path

In the roam path list, click for the path you want to delete, and then confirm the prompt message.

24.2.8 Panoramic Config

Customize look around view parameters to achieve panoramic viewing of the scene model (where the model
rotates around a central axis, allowing you to view all sides of the model).

Configure Panoramic View

1. Click Panoramic Config on the top toolbar to enter editing mode.

Panoramic Center

Heights 1

Panoramic Distance:

Panoramic speed:

Banaramic angle:
L

2. Configure look around view parameters by referring to the descriptions in the table below. After the
configuration is completed, the left side of the page will display the look around view effects.

Table 24-3: Panoramic View Parameters

Parameter Description

Panoramic | Longitude,

. (1) click E to enter the top-down view mode.
Center latitude

(2) Click to select a point. A dialog box as shown below appears. Check the
longitude and latitude and then click Confirm Selection.
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Parameter Description

Longitude: 120. 1 Wil 2995543

Latitude: 30U 8==80829450903

Confirm Select Cancel

Height Enter the height (meters) of the center of the panoramic view.

[ Note: The height must be an integer in the range of 1 to 500.

Panoramic Distance Set the distance (meters) for the panoramic view. The value must be an integer
in the range of 1 to 500. You may also drag the slider to adjust the value.

Panoramic speed Set the speed (°/s) for the panoramic view. The value must be an integer in the
range of -180 to 180. You may also drag the slider to adjust the value.

Panoramic angle Set the angle (°) for the panoramic view. The value must be an integer in the
range of 0 to 90. You may also drag the slider to adjust the value.

3. Click OK to save the settings.

24.3 Map Display Configuration

Go to Basic Config > Map Configuration > Parameter Configuration.

You can customize the map display style as needed.

Map Applications Screen Display Name Configuration
You can customize the e-map title displayed in full-screen mode.

1. Enter the title name as needed.
2. Click Save.
Figure 24-9: Set Title

Map Applications Screen Display Name Configuration

m Festore Defauts get

Points Display Method

For scene maps, to meet different needs for point icon clarity and loading speed, we provide 2 display modes:
Fluency Mode (fast loading but low clarity) or High-definition Mode (high clarity but slow loading).

1. Choose a point display mode as needed (Fluency Mode/High-definition Mode).
2. Click OK.

Figure 24-10: Points Display Method
Points Display Method

Optional Methods: (@ Fluency Mode High-definition Mode
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Figure 24-11: Points Display Effect
High-definition Fluency

mct cam 0002
IR

24.4 Map Application

With the map background, users can view device locations, alarm locations, and trajectories of a person more

intuitively.

¢ Real-time Alarm: Allows users to view various types of devices and device alarms on the map and control the

devices intuitively.

Face Trajectory: The system can retrieve the snapshots of a person of interest based on specified features
or face image, and then marks his/he geolocation on the map based on time and geographical coordinates
to display his/her trajectory on the map. The trajectory provides useful information, including the range of
activity and specific locations where the target person has been present.

Motor Vehicle Trajectory: The system can retrieve the snapshots of a motor vehicle of interest based

on specified features/event/violation, and then marks it's geolocation on the map based on time and
geographical coordinates to display it's trajectory on the map. The trajectory provides useful information,
including the range of activity and specific locations where the target vehicle has been present.
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25 AR Live Map

Go to Video Application > AR Live Map.

AR live map upgrades the traditional 2D map command system, which lacks a sense of presence, into a three-
dimensional command system based on augmented reality.

Using the live video from an high-position camera as a real-world map, it supports the overlay of additional
resource labels (such as surveillance points, buildings, roads, etc.), while integrating with a 2D map to construct
a comprehensive, multi-angle video surveillance network, providing multi-dimensional information support for
command and dispatch.

Search labels quickly

and jump to their high-
position vieww.

Multi-type labels can
1ag various resources,
enabling global
oversightand detailed
focus in a view,

Dverlay resources such
as camera locations,
roads, and buildings as
labels on the high-
position camera’s live
view for easy reference.

Open the associated
low-position camera
live in the high-position
camera’s live viewto
monitor key scenes.

Note:
By default, one high-position camera is supported. For multiple AR cameras, additional licenses are required.

Go to the AR live map page:
¢ If no high-position camera is available, please first configure high-position cameras.

¢ If a high-position camera already exists, the live video from the first camera in the high-position camera list
will automatically play.

Table 25-1: Icons

Icon Function Description
Expand or collapse the toolbar below.
m View AR live map in full screen.

E/E Show or hide all label names.

Enable or disable 3D positioning.
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Icon Function Description
E> Note:
VSS cross-domain cameras do not support 3D positioning.
P) Show or hide the PTZ control panel.
=)
g/g Show or hide the map.
. After displaying the map, switch between the map and the live view.
./. After displaying the map, zoom in or out on the map.

25.1 Configuration

Click the Configure button in the toolbar at the bottom to go to the Configuration page.

Perform high-position camera configuration, personalization, high-position camera image rotation, and more.

25.1.1 Configure High-Position Camera
AR live maps can only be accessed after a camera has been configured as a high-position camera.
Add High-Position Camera

1. Click Configure at the bottom of the AR Live Map page, go to Configuration > High-Position Camera Setup.
Figure 25-1: High-Position Camera Setup

2. Click Add, go to the Add page and configure the high-position camera information.

Note:
Ensure that the high-position camera has been added to the map in advance in Edit Map.
Currently, 2D maps and GIS maps are supported.

Figure 25-2: Add High-Position Camera

Add

@ Camera point is a required field. please add it to the map in advance

Select Ca.. 192.117.3.120.1

Camera IP: 1921173120 Device Chann...| 2

camecs e | R o= v~ [6amaaaa

(1) Click the Select Camera input field and select a camera from the organizational tree.

(2) When the device type is selected as a PTZ camera, fill in the camera IP and other information for login
authentication to enable full functionality such as PTZ control and 3D positioning.
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3. Click OK to add the high-position camera.

Note:

The first high-position camera in the list will be displayed by default when entering the AR live map
interface.

The order of high-position cameras can be adjusted by dragging them in the list.

4. Calibrate the high-position camera: Return to the AR live map page, press F10 to enter calibration mode,
adjust the screen to position the camera's optical center and label angles, and press F9 to exit calibration
mode after completion.

AR Live Map Command System
e 7

— _ == [==]

To ensure greater accuracy, it is recommended to first adjust the optical center and then

adjust the label.

Modify High-Position Camera Information
1. In the high-position camera list, click the corresponding /* for the camera to go to the page as shown below.

Figure 25-3: Modify Camera Point Marking

Edit

0 Camera pomnt is a required field, please add it to the map in advance

Select Ca...

Camera IP; 192.117.3.120 Device Chann...| 2
Camera Usern._| admin | Device Type: | HD Dome Camera
Camera Passw.., ssssssssssasarssasesnacs | Device Mauul...: Urnmview

Camera Port: | 80 | Camera Hr_‘igh.l 2m

2. Adjust the camera parameter settings and click OK to save the changes.

Note:
Modifying the camera position is not supported.

Delete High-Position Camera
1. In the high-position camera list, click the corresponding Tii] for the camera.

2. Click OK to confirm the deletion.

A Are you sure you want to delete the high-position

camera?
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25.1.2 Personalization

Customize the AR live view title name and label aggregation.
Go to Setup > Personalization.

Figure 25-4: Personalization

| System Customization

Personalization
AR Systern Name; AR Live Map Command Syst

Save Reset

Whether to enable tag aggregation: '.

* AR system name: The title name displayed at the top of the AR page. The default name is "AR Live Map
Command System," and it supports up to 12 characters.

e Enable label aggregation: When enabled, multiple nearby labels will be aggregated into a single point (the
number indicates the label count). Click the aggregation point to expand the label list. It is recommended to
enable this when there are many labels to prevent them from overlapping.

Figure 25-5: Display Effect

AR Live Map Command System___ L .- AR Live Map Command System___

25.1.3 Other Configuration

Figure 25-6: Other Configuration

| Image Rotation Configuration

High-positio...

High-Position Camera Image Rotation

If the camera's image is reversed compared to the real-world scene perspective, the image can be flipped
through rotation.
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High-peosition Camera Image Rotation

Image Rotatlon

Normmal

Select Rotation Type] Mormal

Narmal
Flip Vertical
Flip Horizontal

120"

25.2 High-Position Camera Switching

Switch between high-position cameras to view their respective live video.

The system only supports displaying the AR live video from one high-position camera at a time. To view other
high-position cameras, perform the following switching operation:

L. Click the to expand the list of high-position cameras.

2. Inthe camera list, select the desired camera to switch to its AR live view.

Figure 25-7: Swtich High-Position Camera

& 192.1173.120.2

# 192.117.1.100.1
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25.3 High-Position Camera Patrol
Add high-position patrol tasks to view live video from multiple high-position cameras in sequence.
Add a High-Position Patrol Task
L Click , select High-Position Patrol Task.

2. Click B& to add a high-position patrol task.
Figure 25-8: Add High-Position Patrol Task

4 pad high-position Patrol ..

Task Marme - Thee name canrs s 20 ¢ b chers

Coamessa List

(1) Enter a task name and set the patrol interval (i.e., the time duration between switching high-position
cameras).

(2) In the camera list, select a high-position camera and cIickf‘:)\, to add it to the patrol group. (Drag = to

adjust the order; click ijjj to remove a camera.)

(3) Click OK to complete the task creation.

Start High-Position Patrol

In the high-position patrol task list, click (] corresponding to the task to initiate the patrol. The high-position
cameras in the patrol group will switch and play live video sequentially according to the set time interval. The
currently playing camera information is displayed above the live video.

Click [{¥] to pause the patrol task, remaining on the current camera's live video.

Click to exit the patrol task.
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Figure 25-9: High-Position Patrol

Modify Patrol Task

In the high-position patrol task list, click the corresponding [ for the task, select Edit to modify task parameters.
Refer to Add High-Position Patrol Task for specific operations.

Figure 25-10: Task Operation

& 192.1173.120.2

& 192.117.1.100.1

Delete Patrol Task

In the high-position patrol task list, click the corresponding [ for the task, select Delete, and then confirm the
deletion.

25.4 High-Low Position Camera Linkage

When abnormal situations are detected in the panoramic view of a high-position camera, you can click the low-
position camera labels on the screen to view their live videos for detailed monitoring.

On the high-position camera's live view image, click a low-position camera label to open its live video.

@ Note:

A maximum of 5 labeled live videos can be displayed simultaneously on the high-position camera's live video
image.
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Figure 25-11: High-Low Position Camera Linkage

A low-position camera's live view window supports the following operations:
e Dragthe window border to move its position.
e Top-right toolbar: Zoom in/restore the window, close the window.

e Bottom-left toolbar: View the list of cameras associated with this low-position label, switch to 4-split window,
switch to single window.

25.5 Add Label

Supports overlaying various types of information - such as monitoring points, roads, and buildings—onto the
high-position camera's live video in the form of labels on the AR live map screen, serving as monitoring aids.

25.5.1 Add Label

Add fixed labels, vector labels, area labels, and personalized labels to the AR live map.

Click the Add Label button at the bottom of the page to display the label list on the left.
Figure 25-12: Label List
Label List

Building

n | o

Road Patrol Route | Direction

L)

Custom Ar...
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Fixed Label

Fixed labels include low-position cameras, high-position cameras, buildings, and custom labels. The addition
method is similar for all. Here, adding a high-position camera label is used as an example:

1. Select High-Position Camera from the label list.

2. Move the cursor to the map and click the location to be marked. The Add High-position Camera page pops

up.

Figure 25-13: Add High-Position Camera Label

i

High-position Camera

| —

> | Add High-position Camera

Label Name

Label Attribute Police

Label Direction | Upper Right

Label Size medium

Label Shape Circle

High-position...

Add as Key Label

3. Enter the label name and configure relevant parameters, then click Save to complete the addition.

Table 25-2: Fixed Label Parameters

Parameter Description

Label Name The name of the camera label. If left blank, it will be automatically populated with the
camera's name.

High-Position Click to open the camera resource list. Select the camera and click OK to bind the

Camera corresponding camera to this label.

Label Attribute

¢ Click [ to expand the options and select a label attribute (e.g., Public Security
Network / Police / Industry / Key Personnel / Surveillance Equipment / Public
Area / Road Facility / Duty Post / Other).

® Click . to go to Label Attribute Management and add new label attributes.

Label Direction

The direction of the label, including: UpperRight / LowerRight / UpperLeft /
LowerLeft.

- 9 UpperLeft

@ Lowerleft

Label Size

The size of the label in the AR live map (Large, Medium, Small).

Label Shape

The shape of the label in the AR live map (Diamond, Circle, Hexagon, Rectangle).

Add as Key Label

Click . to add this label to the key labels list.
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Vector Label

Vector labels include roads, security routes, directions, and custom labels. The addition methods are similar.
Here, adding a road label is used as an example:

1. Select Road from the label list.

2. Move the cursor to the map. Click the location to be marked for the first time to set the starting point, then
click again to set the endpoint. The Add Road page pops up.

Note:
When adding a security route label, you can repeatedly click the left mouse button to plot the route, and
click the right mouse button to end the plotting.

Figure 25-14: Add Road Label

Label Name

Label Color

Route Color -

Label Attribute | Public Place
Label Direction Uf_n_per Right

Label Size | medium

Label Shape | Circle

Remaris

Add as Key Label 7.7

3. Enter the label name and configure relevant parameters, then click Save to complete the addition.

Table 25-3: Vector Label Parameters

Parameter Description

Label Name Name of the label.
Label Color Color of the label.
Route Color Color of the label route.
Label Attribute Attribute of the label.

 Click | to expand the options and select a label attribute (e.g., Public Security
Network / Police / Industry / Key Personnel / Surveillance Equipment / Public
Area / Road Facility / Duty Post / Other).

* Click . to go to Label Attribute Management and add new label attributes.

Label Direction The direction of the label, including: UpperRight / LowerRight / UpperLeft /
LowerLeft.
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Parameter

Description

e Upperieft < i 8 ij P 4 Uppeq'Rjgﬁt .

Label Size The size of the label in the AR live map (Large, Medium, Small).
Label Shape The shape of the label in the AR live map (Diamond, Circle, Hexagon, Rectangle).
Remarks Remarks related to the label.

Add as Key Label

Add the label to the key label management list.

Area Label

Area labels include custom areas and other custom labels. The addition methods are similar. Here, adding a
custom area is used as an example:

1. Select Custom Area from the label list.

2. Move the cursor to the map. Left-click to select points for the area to define the shape, then right-click to
finish drawing. The Add Custom Area page pops up.

Figure 25-15: Custom Area

Label Name

Labed Color

Label Attnbute | Police

Label Direction | Upper Right

Label Sze medium

Label Shape Circle

Fill

Opacity —————— 5%
Stroke [ v | [Salid Li... »
Remarks 128 characters allowe| i

Add as Key Label 7.

3. Enter the label name and configure relevant parameters, then click Save to complete the addition.

Table 25-4: Custom Label Parameters

Parameter Description
Label Name Name of the label.
Label Color Label colors include blue, red, pink, purple, green, orange, and gray.
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Parameter Description

Label Attribute Attribute of the label.

 Click | to expand the options and select a label attribute (e.g., Public Security
Network / Police / Industry / Key Personnel / Surveillance Equipment / Public
Area / Road Facility / Duty Post / Other).

® Click . to go to Label Attribute Management and add new label attributes.

Label Direction The direction of the label, including: UpperRight / LowerRight / UpperLeft /
LowerLeft.

: e Upperleft

1 * Lowerl eft
Label Size The size of the label in the AR live map (Large, Medium, Small).
Label Shape The shape of the label in the AR live map (Diamond, Circle, Hexagon, Rectangle).
Fill Fill color of the area.
Opacity Transparency level of the area display.
Stroke Line style of the area border, which can be set to solid or dashed, with configurable

line thickness.

Remarks Remarks related to the label.

Add as Key Label Add the label to the key label management list.

Custom Label

Custom label types include third-party webpages and custom labels, which have similar addition methods. Here,
using a third-party webpage as an example:

1. Select Third-Party Webpage from the label list.

2. Move the cursor to the map and click the location to be marked. The Add Third-Party Webpage page pops
up.
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Figure 25-16: Add Third-Party Webpage

Label Name

Label Color

Label Attribute | Police

Label Direction | Upper Right

Label Sze medium

Label Shape Circle .

Fll

Opadity — — | 25%
Stroke [ v | [Salid Li... »
Remarks Up to 128 characters allowe| :

Add as Key Label 7.

3. Enter the label name and configure relevant parameters.

Table 25-5: Custom Label Parameters

Parameter

Description

Label Name

Name of the label.

Label Direction

The direction of the label, including: UpperRight / LowerRight / UpperLeft / LowerlLeft.

Label Attribute

Attribute of the label.

¢ Click [ to expand the options and select a label attribute (e.g., Public Security
Network / Police / Industry / Key Personnel / Surveillance Equipment / Public
Area / Road Facility / Duty Post / Other).

* Click . to go to Label Attribute Management and add new label attributes.

URL

Third-party webpage URL link.

Bind Camera

Click to open the camera resource list, select the camera, and click OK to bind the
corresponding camera to this label.

Add as Key Label

Add the label to the key label management list.

Click Save and Configure to set the label size and choose whether to display video within the label area.

Click OK to save the settings.

Clicking a web label in the AR live map will open the web address (the example shown in the diagram is the
management platform) and overlay the camera's live video on the webpage.
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Figure 25-17: Third-Party Webpage Configuration and Display Effect

Pieasa configure the content area and window size
— | @ Maragement latiorm [ 1
Window Size: Widthips) | 600 Hewghtipx) | 600 Display Video : s E=e— i e

Management Platfo_. | Folice |

Aanagement PL.. Triak 193 day(s)

25.5.2 Label Operations

Supports modifying, deleting, hiding, and other operations on labels.

Search Labels

Enter keywords in the upper-right corner of the page to search for labels under the current high-position camera
or all high-position cameras. Clicking a label will jump to the camera view where the label is located and highlight
it on the image.

Figure 25-18: Keyword Search

AR Live Map Command System
N :

i [8 Management Plattorm <

Manage Labels
Click Add Label to enter label editing mode, where the following operations can be performed:

e Move label: Vector labels and area labels cannot be moved after being added. Other labels can be dragged to
change their position.

* Modify label: Click E corresponding to a label to modify its parameters.

® Delete label: Click E corresponding to a label to delete it.

View Labels

Exit label editing mode. Click the label name to view label details or the camera's live video.
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¢ For low-position camera labels, clicking the label name will open the live video of that camera.

Figure 25-19: Low-Position Camera Label Details

@ Note:

A maximum of 5 label live videos can be displayed simultaneously in the high-position camera view.

e For high-position camera labels, clicking the label name will switch to the AR live view of that high-position
camera.

¢ For building labels, clicking the label name will display label details and open the live video of the associated
camera.

Figure 25-20: Building Label Details
| Meeting Room [Public P..|

Detailed Info

Building Name:None

Organization:None

Height:None Total Hoors:None

Total Building Area:None Accommeodation Capaaty:N...

Linked Camera

e For third-party webpage labels, clicking the label name will open the third-party webpage and play the live
video of the associated camera.

e For other types of labels, clicking the label name will display label details, etc. Specific behaviors are subject to
the screen display.

Hide Label Names

Exit label editing mode, supports showing or hiding label names for a clearer view of label information.

* Click {@) of a label to hide its name. Click again to restore the display.
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e Click [&] in the upper-right corner to hide all label names. Click again to restore the display.

25.6 Label Management

Centrally manage labels, supporting operations such as editing and deleting.

Click Label Management at the bottom of the page. The Label Management list will appear on the left side,
allowing you to view and manage all labels.

Figure 25-21: Label Management

Label Management

e Click a label to go to the high-position camera view where the label is located.

e Search: Select either the current high-position camera or all high-position cameras, then enter keywords to
search for labels.

* Edit: Click [ next to a label and select Edit to modify its content.

e Delete: Click ﬂ next to a label and select Delete to delete the label.

25.7 Key Label

Manage key labels of focus. Clicking a label quickly navigates to its location.

Add Key Label
Three methods are supported for adding labels to key labels:

* Inthe AR live map, click the H on a label to add it to the key label list under the corresponding label category.
Figure 25-22: Mark as Key Label

Mark as Key Label

e In the upper-right corner of the AR live map page, enter keywords to search for a label, then click the
corresponding ﬂ to add the label to the key label list under the corresponding label category.
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Figure 25-23: Add to Key Label

e When adding a new label, set it as a key label. For details, see Add Label.

Key Label List

Click Key Label at the bottom of the page to display the Key Label list on the left side of the page, showing all key
labels in the system.

Figure 25-24: Key Label List

e Filter key labels: Supports filtering key labels of all high-position cameras or key labels in the current high-
position camera; supports keyword search.

¢ Inthe key label list, select a label. If the label is not in the current field of view, the camera will automatically
move to the label's position.

e Delete key label: Click [@ after a label to remove it from the key label list.

25.8 Filter Labels

Filter labels by type or attribute for convenient viewing of desired labels.
1. Click Filter Labels at the bottom of the page to display the Filter Labels list on the left side.

2. Select the desired label types or attributes, and only the selected labels will be shown in the live view.
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Figure 25-25: Filter Labels

Filter Labels v Select All X

Filter Labels + Select All

Label Type Label Attrib... | Label Type Label Attrib...

[v] Low-position Camera
[w] High-position Camera
[v] Building

[w] Road

[w] Palice
[v] Skynet

[w] Industry

[v] Key Person

X

[w] Patrol Route [w] Device

[w] Direction [w] Public Place

[w] Custom Area [w] Road Facilities

[+#] Third-nartv Wehnans

[#] Saruritv Banth

25.9 Map Display

View the current high-position camera's location on the map.
Click g in the lower-right corner of the page to open the 2D map.

Figure 25-26: Map Display

af 192.117.3....

¢

e The point indicated by the blue icon represents the current high-position camera. Double-click other high-
position cameras on the map to switch to the AR live view of the corresponding camera.

Switch map / live view: Click . to toggle between the map view and the live view.

315



Figure 25-27: Map View

192.117.3...

N

Figure 25-28: Live View

Zoom in/out on the floating panel in the lower right: Click + to zoom in; click - to zoom out.
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Figure 25-29: Zoom In on Live View Floating Panel

* Place the mouse over the map, hold down the left mouse button to drag and view the map, and scroll the
mouse wheel to zoom the map in or out.

25.10 PTZ Control

If the high-position camera is a PTZ camera, PTZ control is supported.

[®> Note:
VSS cross-domain cameras do not support the PTZ control function.
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®  Click the in the lower right corner of the page to open the PTZ control panel (click again to hide it).

Direction arrows such as u and n can be used to adjust the PTZ orientation, while g and g can adjust the
camera's focal length to zoom the picture in or out.

Figure 25-31: PTZ Control Panel

Click the direction arrows , ’-, -, ’ around the AR live view to adjust the PTZ orientation.
¢ Inthe live view, scroll the mouse wheel to zoom the picture in or out.
Click the in the upper left corner of the page to enable the 3D positioning function (click again to disable
it).
¢ Click to locate: Click any point in the picture, and the PTZ camera will rotate to center on that location.

¢ Drag to Zoom: Hold down the left mouse button and drag a box in the picture. Drag from top-left to
bottom-right to zoom in; drag from bottom-right to top-left to zoom out.

Note:

If 3D positioning is not activated, you can also hold down Ctrl + left mouse button to drag a box for
zooming.

26 Alarm Center

You can manage all types of alarms in the system. Real-time alarm and alarm linkage are available for you to

detect abnormalities promptly. You can also search and analyze historical alarms to understand alarm trends and
review events.

Function Description

Function Menu Description

Alarm Configuration e Allows users to configure alarm recipients, aggregation rules, and sounds to

push targeted notifications to users based on their needs.

¢ Allows users to configure alarm linkage methods so that when an alarm occurs,
it can automatically trigger associated actions (play live view, display a pop-

up alarm window, etc.), ensuring users can promptly perceive and view alarm
details.

Real-time Alarm Allows users to view various device resources and alarms on a map and control
devices in a visualized way, providing an immersive operational experience.

Historical Alarm Allows users to search and handle various kinds of alarms received by the system.

26.1 Alarm Configuration

Configure alarm recipients, aggregation rules, sounds, and alarm linkage.

318



26.1.1 User Subscription

Configure subscription information for users so that they can receive and view alarms on the Web interface when
specified alarms occur on certain devices.

Note:
By default, the admin and loadmin users can receive all alarms without manual alarm subscription.

¢ You can manage subscription information by user or by subscription group.

¢ Subscription information can be manually entered or auto-filled by template.

Configure Subscription Template

You can create a subscription template for specific alarm types and apply it when configuring subscription
information for users or groups, reducing the workload of repeat configuration.

1. Go to Alarm Config > User Subscription.
2. On the Subscription Template tab, click - .

3. Complete the subscription information on the right-side.

Figure 26-1: Create Subscription Template

Create Subscription Template

Alarm Subseription Informetion

(1) Customize the template name and description.
(2) Select alarm level(s) to subscribe.
(3) Click Add next to Alarm Type to select alarm type(s) to subscribe.
(4) Click Add next to Device List to select device(s) to subscribe.
4. Click Save.

The successfully saved templates will be displayed in the left-side list. You can enter keywords in the search bar to
search for the template or hover the mouse over a template name and click to delete it.

Subscribe by User
Configure alarm subscription information one by one.

1. On the User tab, select a user from the left-side user list.

2. Click Add in the right-side and complete the subscription information.
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3.

Figure 26-2: Configure User Subscription Information

"loadmin"Information

tarm Typa Alarm (3 Operatian
= il

Davica Mams Davica Coda Dparatian

m s

e By Template: Select an existing subscription template, and the subscription information in the template
will be automatically filled in.
e Manual Enter: Select alarm level(s), alarm type(s) and alarm device(s) to subscribe manually.

Click Save.

After saving, you can click on the user in the left-side list to view the subscription information.

Other Operations:

Edit Subscription Information: Click Edit to edit the subscription information.
Cancel Subscription: Click Cancel Subscription to cancel the user's subscription.

Save as a Template: Click Save As a Template, enter the template name and description to save the current
configuration as a template.

Copy Subscription Information: Click Copy To, select user(s) to replicate the current configuration.

By Subscription Group

Add users to groups and configure subscription information by group.

1.

2.

3.

On the Subscription Group tab, click -}- .

On the right-side, customize the subscription group name and description, and then select users for the
group.

Figure 26-3: Configure Subscription Information for Subscription Group

Create Subscription Group

Sroup hamie! Subgeription Sroug User

Alarm Subscription Information
T

1 B Selectad [ T 8 e B0 B Waring a=rt [ Othe

Hlarm Type Alarm D Operation

Device Name Device Code Oiperation

Configure subscription information for subscription group.
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e By Template: Select an existing subscription template, and the subscription information in the template
will be automatically filled in.

¢ Manual Enter: Select alarm level(s), alarm type(s) and alarm device(s) to subscribe manually.

4. Click Save.

After saving, you can click on the group name in the left-side list to view the subscription information. You can

click Edit to edit the subscription information or hover the mouse over the template name and click [jj to delete
it.

26.1.2 Alarm Aggregation

Set alarm aggregation rules to group same types of alarms from the same source within a specified time period.
This function automatically filters repeated alarms in a short period of time, improving alarm handling efficiency
and ensuring that important alarms are not missed.

Configure Alarm Aggregation Rule
1. Click Add.

2. Select alarm source and alarm type, and set the aggregation time (0s-1800s; repeated alarms within this
period are automatically aggregated and the total alarm count will be recorded).

Figure 26-4: Add Rule

Alarm Source: Select Device

Alarm Type:

Rule: seconds to alarm once
3. Click OK.

You can search, edit (alarm type/time), or delete configured rules.
Figure 26-5: Rule List
All loaded. Total 1 items

Alarm Source Alarmn Type Time {s) Oparation

EC_PAG MOEILE Device Onling Davice Difline.liegal Access Netwark Disconnected Matw Eilit— [i] —Dalete

26.1.3 Alarm Sound

Configure alarm sounds for alarms to remind users to promptly check alarms.
Alarm Type En -
Add [i] Delete

B  socund Name Sound Filas Associatad Alarm Types Operation

Add Alarm Sound
1. Click Add.
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Add X

@ Users can upload the required alarm sound and customize the scund prompts for related

alarms,
*Sound Name
*Sound attachment T, Upload File

*Associated Alarm Types

2. Click Upload File, select a sound to upload. Click ) to listen, click Reupload if you need change the sound.

Note:
The file supports .mp3 and .wav formats, with a maximum allowed size of 30 MB.

3. Click , select alarm types.

Note:
Each alarm type can only be associated with one alarm sound.

4. Click OK

Configure play times

In the upper-right corner of the page, modify the number of times the alarm sound plays. After making the
changes, click anywhere in the blank area of the interface to save the settings.

[ Note:
The play times setting applies uniformly to all alarm types.

Search alarm sounds

Select the alarm type and click on Search to query the alarm sound associated with that particular alarm type.

26.1.4 Alarm Linkage Configuration

Configure alarm linkage to automatically trigger actions on linked devices (e.g., display live video on a video wall,
access control) when an alarm is generated. This allows users to promptly perceive and review alarm events.
The system also supports the use of time templates to define the active periods for alarm linkage, preventing
activations during designated "Do Not Disturb" hours.

26.1.4.1 Alarm Linkage Configuration

Configure linkage actions based on different alarm types from the alarm source.

Configure Alarm Linkage
1. Click Add. A page as shown below appears.

2. Select the alarm source type, alarm source, and alarm type. (Only supported alarm types for the selected
source type will be displayed.)
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| Lser 1o

Linkeg Object

| Linkage Tima

Select Linkage Time
Schedule Templat

| Linkage Action

Pop up live

Pop up playback

Lve View on Videa..

Backup Recording

Store Recording

Device On/Off Swit.

Mon linked users

Alarm Source

elected]}

Alzrm Source (s

B & B
z @
¥
;
;

Cancal

3. Click Next to configure alarm linkage. When an alarm occurs, the corresponding linkage actions are triggered.

) )

Alarm Source Alarm Linkage

(@) All users Specify users

@ If not configured, always effective by default.

Equipment Linkage
| Pop up five
Pop up playback
Live View on Video Wall
Backup Recording
Store Recorcing

Davice On/Off Switch

Access Control

[s]

ther Linkage
Play Audio
Send E-mail

send Tet

Cancel Back “
Item Description
User Info Linked Object | Trigger action for the selected user(s) or all users when the selected alarm

source reports an alarm.

¢ Non linked users: No users are linked. Only Live View on Video Wall,
Backup Recording, Store Recording, Device On/Off Switch, Access
Control, and Send E-mail are available for linkage.

e All users: Link all users logged into the same server.

e Specify users: Link selected users only (up to 32 users).
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Item

Description

Linkage Time | Select Select an alarm linkage Time Template. The alarm linkage will only be active
Linkage Time | during the periods defined in the template. Alarms generated outside these
Schedule scheduled times will not trigger the linked actions
Template If no template is configured, the linkage is always active by default.
Linkage Pop up live Displays a pop-up live view window for specified users.
Action T L T - Y
Duraticn ®) Permanent Existence Custom Closg 10 secondls
Playing Made Hlay In"pap-up windaow
e Duration: Set the window to display permanently or close after the
specified duration.
¢ Playing Mode: The pop-up live view window will overlay on any client
interface.
¢ Mode Selection: Select a stream (main/sub stream) for live view.
e Window Layout: Auto (based on the number of cameras), or specified
(1/4/9/13).
e Associated Mode: Select which camera(s) to play live view.
e Associated Alarm Source: Play the live view of the alarm source.
¢ Manually adding a camera: Select camera(s) and specify each
camera's live view window and preset.
¢ Text Overlay: Custom text information that can be overlaid on the live
view.
Pop-up Displays a pop-up playback window for specified users.
Playback
8 Pop up playback
Linksd Obyject

Playback time

SeconGs|

#) Manually adding a camera Assoclated Alarm Source

Camera List &

No. Mame Wwindow ID Operation

e Playback time: Set the duration of the playback window. Recordings of N
seconds before an alarm will be played.

e Associated Mode: Select which cameras for playback.

e Manually adding a camera: Add multiple cameras and specify the
playback window for each.

e Associated alarm source: Play back the recording from the camera
that triggered the alarm itself.
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Item

Description

Live View on
Video Wall

Plays live videos of specified camera on a specified video wall.

Live Nigw on Video.,

Widee Wall [ Overlay Red Alarm Box
Druration (®: Permanent Existence Custom Close 10 second{s)
Pane Select Foli Fixed pane
Live distribaution Strategy | Sequential Allacstion
Assocdated Mode (&) Manually adding a camera Associated Alarm Source
Carners List 2
Mo, Mame Operation

Video Wall: Select a video wall for live videos.

e Overlay Red Alarm Box: When selected, a red border will be displayed
around the alarm triggered live view windows.

e Duration: The duration for which the live videos is displayed on the wall.
After the time limit, the linked live videos will be closed and the original
videos in the windows will be restored.

Pane Select Policy (window selection strategy): Configure windows/split
screen for live view display.

¢ Fixed First pane (fixed first window): All cameras’ live videos are
played in the first opened window (window ID is 1).

e Associated alarm linkage pane (Associate alarm linkage window):
After specifying alarm linkage windows on the video wall, camera's
live videos will be played in these windows.

e Custom pane List (custom window list): Add window(s) and specify
the layout (one window can be split into multiple windows).

e Live Distribution Strategy: Select the camera assignment sequence for
specified windows/split screens (windows/split screens are specified in
Window Selection Strategy)

e Sequential Allocation: Cameras will be assigned sequentially to
specified windows or split screens, overwriting existing content in
windows. If camera count exceeds the window count, newly added
cameras will overwrite the earliest displayed cameras.

[ 5 NN 2 |
=it
El  EN =]

e First Pane First (first split window priority): The newest camera video
will be assigned to the first split screen of the specified window,
pushing the original first video to the second split screen, and so on.
If camera count exceeds the window count, the earliest displayed
camera will be removed.

[E> Note:
This strategy cannot be selected when using the Custom Pane List
configuration.
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Item

Description

¢ Free Pane Priority (idle split screen priority): Cameras' live videos are
assigned to idle split screens in sequence. If no idle split screens, they
will preempt other windows. If the camera count exceeds the window
count, newly added cameras will overwrite the earliest displayed
cameras.

¢ Associated Mode: Select which camera(s) to play live view.
e Associated Alarm Source: Play the live view of the alarm source.

e Manually adding a camera: Select camera(s).

Backup Back up recordings before/after an alarm of specified cameras. You need to
Recording configure backup resources first.
B sackup Recording
Before backup alarm 10 srecording
After backup alarmy ] 5 recording
Associsted Mode (2] Manually adding a camera Aszociated Alarm Source
specified Camera Camera st LS
hio. Nama Operation
A
e Back up recordings from N seconds before the alarm to N seconds after
the alarm.
e Associated Mode: Select which cameras for recording backup.
e Manually adding a camera: Add multiple cameras.
e Associated alarm source: Back up the recording from the camera that
triggered the alarm itself.
Store Store recordings after an alarm from specified cameras. You need to
Recording configure storage resources first.
@ stoce Rzcording
Lfter storage alarm 10 = Tecoromg
& Marwally adding a camera Associated Alarmn Source
Specified Camera Camera List 2 oo
Mo, Mame Operation
2 Tea2 02
1 |
e Store N seconds of recordings after the alarm.
e Associated Mode: Select which cameras for recording storage.
e Manually adding a camera: Add multiple cameras to store their
recordings.
e Associated alarm source: Store the recording from the camera that
triggered the alarm itself.
Device On/ When an alarm occurs, turn on the alarm output of the camera.
Off Switch
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Item

Description

Device OnfOff Swit.. (1) dlerr: Sets alarm augput o ershied camams

Select OnAOH S

No MName Operation

Access When an alarm occurs, the specified access control devices can be controlled
Control to open or close door.
B Access Control T) fdert: Tontrols spaciied devices to open/close doar
Access Contral Access Contral Device List Selected Lat {2)
" m Local Domain Davice Nama Device Action Cperation
L&o“ 18 3 K} Cipen Door I
g 0 _
-l RE o
= o
e Access control device: Select face recognition terminal(s), general access
control device(s), and access controller(s) from the left-side list and add
them to the selected list.
¢ Device action: Open Door, Close Door, Keep Open, Keep Closed, Restore
(restore door from keeping open/closed).
Play Audio Broadcasts alarm information to specified users. For broadcast contents, you

can choose from the provided expressions (which will be replaced with the
specific alarm information) or enter custom descriptions.
Er

...... Eprassiol

General Alarm

S[Alarm Type}

Supported expression types:
e General Alarm: Alarm Type, Alarm Level, Alarm Device, and Alarm Type.

¢ Vehicle Event (only applicable to vehicle event alarms): Plate Number,
Vehicle Owner Name, and Vehicle Speed.

Send E-mail

Sends an email to specified users.

Zend E-mail art: Sends an emall to specfisd users, up 1o 32 smail sddiesses are alizwed
Emall Addrass

Conmant Templatg 8 |ate Mumb

Image Attachment Send Imags
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Item Description

& Note:
Before using this function, you need to configure the email server and
contacts first. See System Config > Service Config > Email.

e Email Address: Select email addresses (up to 32 email addresses).

e Content Template: you can choose from the provided expressions (which
will be replaced with the specific alarm information) or enter custom
descriptions.

Supported expression types:

e General Alarm: Alarm Type, Alarm Level, Alarm Device, and Alarm
Type.

¢ Vehicle Event (only applicable to vehicle event alarms): Plate Number,
Vehicle Owner Name, and Vehicle Speed.

¢ (The configuration is displayed only for vehicle event alarms)If want to
attach vehicle alarm snapshot in the email body, you can select Send
Image.

Send Text Sends a custom text message (displayed in a pop-up window) to specified
users.

Send Text A BiErt: Sences tewt mestage 1o mhentisd Usens
ink=c Object

Text Contents

Manage Alarm Linkage

You can edit, delete, enable, disable alarm linkages. Linkages must be enabled to take effect.

e Edit: Click /7 in the Operation column to modify alarm linkage configuration.

e Delete: Click ;] in the Operation column or select linkage(s) and click Delete above the list, and then
confirm the deletion.

* Enable alarm linkage: Click in the Operation column or select linkage(s) and click Enable above the list to

enable the linkage.

¢ Disable alarm linkage: Click & in the Operation column or select linkage(s) and click Disable above the list to
disable the linkage.

26.1.4.2 Time Template

A time template defines the active periods for alarm linkage configurations. Linkage actions will only be executed
for alarms that occur within the scheduled time defined in the template. Pre-configuring time templates allows
for quick selection when setting up alarm linkage, improving configuration efficiency.

@ Note:

A time template consists of two parts: a weekly schedule and a holiday schedule. The weekly schedule
governs alarm linkage during regular days, while the holiday schedule takes priority during holidays. For
example, if a holiday is configured as Do Not Execute Linkage Actions, linkage will not be triggered during
that period, even if it falls within an active time slot in the weekly schedule.

Add a New Time Template

1. Click 4 to add a new time template.
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2. Configure the weekly schedule.

Schedule List

£ A

+ o
Template Name

Rernaric

Weekdy Schedile
£ Edit o

Sunday
Monday
Tuesday
Wednesday

Thursday

A2

Holidey Schedule

Reset

Copy Template

Mo Schedule

[l zreective Trme

=l -
No. Description
1 Enter a template name.
2 Select Copy Template to select an existing template. Its time configuration will be copied to the
new template for further editing.
3 Configure effective time periods using one of two methods.
¢ Click Effective Time or No Schedule. On the time chart, click or click-and-drag to define
periods. Each block represents one hour.
[E> Note:
White blocks (No Schedule) indicate periods where linkage is inactive. Green blocks
(Effective Time) indicate periods where linkage is active.
e Click Edit to manually add up to 12 precise time periods (to the minute) per day.
After configuring one day, you can select other days and click Copy To to apply the same
schedule for quick setup.
Sunday Monday Tuesday Wednesday Thursday Friday Saturday
Period Start Time End Time Operation
D000 0100 ]
2 02:00 02:00 o
3 05:00 06:00
-+ Add Time Period
Copy To: Al check
Sunday Maonday Tuesday Wednes.., Thursday Friday Saturday
Cancel QK
4 Click Reset to clear all configured time periods for the current template. |
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3. (Optional) Configure the holiday schedule.

Weekly Schedule

Hofiday Schadula

@ Salect Hokday (2/32) & Clear 5 Refresh

& Edit [

Reset

a 2 4 & a 10 12 14 16 1 4
Maw Yoar'... @ Mo Scheduls
Thanksghe... & | M Effective Time|

BN o
No. Description
1 Select Holidays. (Holidays are created in System Configuration > Service Configuration > Holiday
Management)
e A maximum of 32 holidays can be selected per template.
* Click 3 next to a selected holiday to remove it.
2 Click Edit to set precise active time ranges (up to 12 per day) for each selected holiday.
New Year's Day  Thanksgiving
Period Start Time End Time Operation
1 0000 0400 i
z 0800 1600 il
3 20:00 0a.00 ]
—+  Add Time Perind
Copy To: All chack
New Yea... | Thanksg..
After configuring one holiday, select other holidays and click Copy To to apply the same schedule.
3 Click Clear to remove all selected holidays from the current template.
4 Click Reset to clear all configured time periods for holidays in the current template.
5 Click No Schedule, click or click-and-drag on the time chart to erase periods (set as inactive).
6 Click Effective Time, click or click-and-drag on the time chart to draw periods (set as active).
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4. Click Save to complete the configuration.

26.2 Real-time Alarm

View device resource points and device alarms on the map. You can also perform operations on devices and
manage resources on the map visually, which provides you with an immerse operating experience.

Operation entry: Click the Q in the upper-right corner of the main interface

Prerequisite
By default, the system marks all devices on the background image.

To display devices on the actual map, bind the area map and mark device locations on the Edit Map page.

Map Overview

By default, the page shows the default floor of the root area.

Click the map list in the upper-left corner of the map to select the map of an area.

Click on the floor list in the map's upper-left corner to switch to the map of the desired floor.

Device points and alarm information are displayed on the map.

@ Note:

¢ You can use the scroll wheel to zoom in or out on the map, or hold and drag the left mouse button to
move the map.

*  Click -@- in the map’s lower-right corner to restore the default perspective.

Click . in the map’s upper-right corner to enlarge to the full screen. The screen name support

customization, see Map Display Configuration.

Table 26-1: GUI Introduction

Tab Description

Realtime Alarm | The |eft-side realtime alarm pane shows the latest 20 alarms. Alarms are sorted by time,
with the latest alarm at the top.

e You can clickEgto filter alarm types to be displayed.
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Tab Description

Filter Alarm
Alarm Level

Crificll | Major || Minor | Wamning

Alert Others

Alarm Type

¢ Click More Alarm Records to go to the Alarm Records page.

Alarm Details e Click an alarm card to switch to the map where the device is located, locate the device
on the map, and show alarm handling operation panel.

e Double-click an alarm card to view alarm details.

Today's Alarm Display the total number of alarms reported today, and the number of alarms that are
Statistics classified by alarm level/alarm type.

B> Note: The number of alarms reported today is counted in real time; the data is cleared
in the early morning of the next day.

Alarm handling

In the realtime alarm list, you can click an alarm card to locate the alarm on the map and display the alarm
handling panel.

2
MaskimageAlarmOn

2 Alarm Device 147-IP Camera 01
Alarm Time 2024-01-29 19:10:06

I lAlan'n Details

[
Table 26-2: Alarm Handling Operations
Operation Description
View alarm details Click Alarm Details to view alarm details and perform the following operations.
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Operation

Description

Live Wiew

=l Akem info

{000, )

¢ View the device on the map, its live and recorded video and images, and alarm
information.

e Verify to acknowledge or discard the alarm, and give a comment.
e Choose a user and forward the alarm to the user.

e Upload alarm images for archiving.

Acknowledge alarm

If the alarm is valid, select Acknowledge Alarm and then click OK to set it as a valid
alarm.

Discard alarm

If the alarm is false, click False Alarm and then click OK to discard it.

On-map device operations

Click the device to view the operations allowed. For example:

video wall.

H ®
Live View = Playback |Live View ... Playback ... Gnid Track...

Camera: View live or recorded video, play video on the

Face recognition terminal/General access control
device/Access controller: Open door, close door,

keep door open, keep door closed, restore door from
keeping open/closed.

Face recognition terminal: You can clear the alarm-
triggered action on the device if the alarm is false.
Additionally, you can click i in the left-side alarm list
to clear alarms on all access control devices in batches.

B ES HH

£l 1t}

Open Door Close Door| Keep Open Keep Clos...

3 B @ El

| Open Door | Close Door | Keep Open | Keep Closed Restore  One-dlick to...

Vil b

Two-way audio: Make two-way audio calls. Temperature/humidity sensors: View historical data.
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aOfiline

| Host call extension Host broad casting Host call host

Note: If device points on the map are very close together, they will be aggregated and a number will be
displayed to indicate the total number of aggregated devices.

Grid Tracking
Grid tracking lets you view live or recorded videos of neighboring cameras of a certain device.

1. Click Grid Tracking, the cursor changes to@.

2. Click the marked location on the map, the system will searches cameras around the specified location
according to the straight line distance from near to far and plays video of the discovered cameras in the
windows until all the windows are populated.

@ Note: You can click the video image of a camera to start grid tracking again with that camera as the
center.

Heat Zone

Click on a heat zone to jump from the current area to another linked area.

=%
Show/Hide Device Name

Click Device Name above the map to choose whether to display device names on the map.

Hide by default, and s

QO Always Display
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Measurement
You can measure line distances and closed areas in the scene map.

e Measure distance: Marking points on the map to get the route distance from each point to the start point (the
length of the whole route is displayed at the last point).

1. Click Measure > Measure Distance.

2. Hover the mouse over the map and left-click once to determine the start point. Then, draw the route by
using the left button several times. Finally, right-click on the map to complete the drawing.

Start Paint

Currently 355 m
Click to continue, Right-click to cancel.

e Measure area: Marking points on the map to get the area of a closed figure.
1. Click Measure > Measure Area.

2. Hover the mouse over the map and use the left button to draw a closed figure on the map. Finally, right-
click on the map to complete the drawing.

I 10222172235 3

. 10222172235 1

Layer
Configure the types of device resources to be displayed on the map for a clearer view.

Click Layer in the upper-right corner and select the types of devices to be displayed on the current map.

Layer

I apu

ontrol Device

ntr.. (¥ Access Contr...

¥ Video Intercom Device

¥ Entrance Ma.. %/ indoor unit

Roaming Route

Note:
Only scene maps support roam path, see Roam Config.

1. Click Roam Route in the top toolbar to show the roam path list.
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2. Click [ to view roam path, you can play a video of the roaming route in the map screen from the first
viewpoint.

Panoramic View

@ Note:

Only scene maps support panoramic view, see Panoramic Config.

Click Enable Panoramic View in the top toolbar to start panoramic view, the model rotates around a central axis,
allowing you to view all sides of the model.

26.3 Alarm Notification

When an alarm occurs, users can be notified by alarm pop-up window and alarm sound.

Prerequisite

Click 83 in the upper-right corner and select Client Config. You can choose whether to enable alarm sound and
pop-up alarm window as needed.

Client Config X

I Alarm Notification

Pop-up Alarm Window ()
Alarm Sound ()

Alarm Pop-up Window

If enabled, when an alarm occurs, a pop-up window will appear in the lower-right corner of the page displaying
alarm information and accompanies by an alarm sound.

Alarm Push b4

Alarm Level Alarm Time Alarm Type  Alarm Device Operat..

-

® Major 2025-07-08 10:31:18  Motion D... 172.2081.1.. [

® Major 2025-07-08 10:31:18  Ultra Mot... 172.2081.1.. [

Do not show again (7)

26.4 Historical Alarm

Go to Alarm Center > Historical Alarm.

Search and handle historical alarms received by the system.

26.4.1 Alarm Records

View historical alarm records and handle alarms.
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Search Alarm

You can search alarms by alarm time, alarm device (default: all; or click +++ to select devices within permissions),
alarm type, alarm level (critical/major/minor/warning/alert/others), handling result (unhandled/acknowledged/
false alarm/ignored), and user who handled the alarm.

After setting the search criteria, click Search to display the alarm records that match the set search criteria.

Figure 26-6: Historical Alarm Records

Handle Alarm

Timiad | 20250007 00 20280107 2 Alarm Devica Selected devicest] | L Alarrn Tyme Alarm Level;

Hanclar By EXR -

Alarm Level  Alarn Time Alarm Type Alaim Device Fesult Dperation

L] it 3 1 ti F
L] 1421 I b
m Mir 1421 1 I b
L[] 1421 I b

Table 26-3: Alarm Handling Operations

Operation

Description

View alarm details

Click [Z! for the alarm record to view alarm details.

Live View Playback mage

E Alarm Infa

Alarm Device: NvR1_2

Alarm Level: m Waming

Alarm Type: Imtruss

Algrm Tirm:

Crgamization Level

] atarm Handling

Alarm Plan: Mone
"Resuli: Acknowledged Falze Alarm lgnored
Comments!

Push To:

Alarm Snapshaot:

The following operations are supported:

e View the channel's location on e-map, live videos, recordings, snapshots, and alarm
information.
For important person, face match, face not match, unauthorized area access,
and unauthorized time access alarms, you can view the face snapshot and library
information. For unauthorized alarms, you can also click Track Trajectory to redirect to
the Face Search page to view the face trajectory.

337




Operation

Description

e Acknowledge alarm, mark the alarm as a false alarm, or ignore the alarm, and add
handling comments.

e Select user(s) to push the alarm.

¢ Upload alarm snapshots.

Acknowledge alarm

Click Acknowledge/False Alarm/Ignored next to Result on the Alarm Details page or
select alarm(s) in the alarm list and click Acknowledge to handle alarm.

n
T
T
=
1
s
~
=)
[w]
15
=N
T
']
T
w
L
i)
I

Push alarm

For example, when the administrators receive an alarm, they can push the alarm to other

unauthorized users for alarm handling.

Click the selectbox next to Push To in the Alarm Details page or select alarm(s) in the
alarm list and click Push Alarm, and then select the alarm recipient(s).

Push Tof1/1)

- sdministartor
"~ -
fP=Ta i i

-~ -
1 lOECMIN

=

When succeeded, the recipient will receive the corresponding pop-up alarm window.
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Operation Description
Alarm Push X
Alarm ) Alarm )
Alarm Time Introducer Operati

Level Type
B Minar 2024-07-04 12:23:32  Face Detec... loadmin L?\
B Minar 2024-07-04 12:23:28 Face Detec... locadmin L?\

Alert 2024-07-04 12:19:55 Motion Det... loadmin L?\

Do not show again

Export alarm Select alarm(s) in the alarm list and click Export to export the selected alarm record(s) to

local.

Manual alarm Click Manual alarm above the alarm list and complete the alarm information.

Manual Alarm X
wAlarm Devics NVR1_4 =Alarm Type: Enter Area
=Alarm Time =Alarm Level: Major
Linked Image m

Cancel

After configuration, a manual alarm record will be added to the alarm list.

26.4.2 Pushed from Others

View alarms pushed from others and handle alarms.

Note:
For push operations, please refer to Push alarm.
Search Alarm

You can search alarms by alarm time, alarm device (default: all; or click -+ to select devices within permissions),
alarm type, alarm level (critical/major/minor/warning/alert/others), handling result (unhandled/acknowledged/
false alarm/ignored), and user who handled the alarm.

After setting the search criteria, click Search to display the alarm records that match the set search criteria.

Figure 26-7: Alarm Records Pushed from Others

Alarm Type Alarm Level: All

m ki

Alarm Time: 2025/01,07 O - 20250107 2= Atarm Device!

Result: Al Puched By:

Atarmy Laval Alaem Time Alarm Typa Alarm Davice Pushad By Pushed On Oparation

ng 25-01-07 1408 =cz Manl VAT e Iowdin F0F5-01-07 14:243

Note: On the Pushed form Others page, you can re-handle alarms that previously handled by others and
update the handling result.
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Handle Alarm

Table 26-4: Alarm Handling Operations

Operation

Description

View alarm details

Click [F! for the alarm record to view alarm details.

Alarm Details

Live View Playback mage
El alarm Info

Alarm Device: WNVR1_Z

Alarm Level: m Waming

Alarm Typa: Imtrusicor

Alarm Time: 2025

Crganization Level Path: == MR

[ atarm Handling

Alarm Plan: Mone

“Result: Acknowledged Falee Alzrm lgnored

Push To:

Alarm Snapshaot:

The following operations are supported:

e View the channel's location on e-map, live videos, recordings, snapshots, and alarm
information.
For important person, face match, face not match, unauthorized area access,
and unauthorized time access alarms, you can view the face snapshot and library
information. For unauthorized alarms, you can also click Track Trajectory to redirect to
the Face Search page to view the face trajectory.

e Acknowledge alarm, mark the alarm as a false alarm, or ignore the alarm, and add
handling comments.

e Select user(s) to push the alarm.

e Upload alarm snapshots.

Acknowledge alarm

Click Acknowledge/False Alarm/Ignored next to Result on the Alarm Details page or
select alarm(s) in the alarm list and click Acknowledge to handle alarm.

™

*Result: Acknowledged

o]
L
i)
=
o
]
-
=]
=
[
)
(T
=1

Push alarm

For example, when the administrators receive an alarm, they can push the alarm to other
unauthorized users for alarm handling.
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Operation

Description

Click the selectbox next to Push To in the Alarm Details page or select alarm(s) in the
alarm list and click Push Alarm, and then select the alarm recipient(s).

Push Te{1/1)

- Cadministartor
,.;,admin

L] b i
ain l03dMIN

m Cancel

When succeeded, the recipient will receive the corresponding pop-up alarm window.

Alarm Push X
Alarm ) Alarm )
Alarm Time Introducer Operati
Level Type
B Minor  2024-07-04 12:23:32 Face Detec... loadmin =
B Minor  2024-07-04 12:23:28 Face Detec... loadmin =
Alert 2024-07-04 12:19:55 Motion Det... loadmin E\

Do not show again

Export alarm

Select alarm(s) in the alarm list and click Export to export the selected alarm record(s) to
local.

Manual alarm

Click Manual alarm above the alarm list and complete the alarm information.

Manual Alarm X

shlarm Devica: NVR1_4 =Alarm Type: Enter Area
=Alarm Time: : : =Alarm Level: Major
Linked Image: -

Cancel

After configuration, a manual alarm record will be added to the alarm list.
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26.4.3 Alarm Statistics

View alarm trends and the count of each alarm type by time and device.

e Statistical criteria: Supports statistics by time (by day/week/month) and device (default: all; or click -+- to
select devices within permissions).

e Statistical charts: Includes a trend chart by time and a bar chart of alarm counts by alarm type. Hover the
mouse over the chart to display the alarm count within that time period.

¢ Detailed data: Displays the detailed number of alarms reported.

Figure 26-8: Alarm Statistics-Trend Chart

OH00.051% 0800-08:50 OO 10:5T 12001210 1200 14:50

Time Feporied Alaom Count

Figure 26-9: Alarm Statistics-By Alarm Type

Aarmiz]

e Alarm Type Feported Alarm Court

For the bar chart, click on the bar to view the specific alarms under that type. For example, the following displays
the subtype statistics for service-related alarms.
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Figure 26-10: Alarm Subtype Statistics

Alarmis)

Na Alarm Type

Raportod Alamm Count

27 System Configuration

27.1 Third-Party Application

You can add third-party applications (webpage or program) to the platform so you can open them on the
platform as a function menu directly.

+ Add
App Name Type Group Address Remarks Operation
Srmart Clisrt Embecded Local App (el ] (" AbsExaMama;* http://en sm i
1. Click Add.
Add App # [l add Agp *
"t Type @) Emberded Local App  Embedded Webpage " Type Embedded Local App (@) Embedded Webpage
* App MName * App Mame
' Group ¢ Group
* Program Address + Open by ) Current Window New Window
Frogram Farameater = Webpage LRL
Remarks = Remarks
App lcon 1 B 3 0 ﬂ E. 0 +4lF g Applcon . n 4|8 E_ e - A [0} 1
o oS E S A B S ] o a8 dEEAn S
Q&0 8 a8 6o = a O 402 0 R aé = @
(=]

Choose to add a program or a webpage. For detailed operation descriptions, please refer to the on-screen
instructions.

Embedded program: Enter the program address and startup parameters. The program (e.g. a client) must
be installed on the local PC.

Embedded webpage: Enter the URL (e.g. http://www.google.com/). The webpage must be can accessed in
Google Chrome.

3. Click OK. When added, you can view the application in Function Navigation on the homepage.
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27.2 Platform Cascading

Build a multi-domain networking environment to enable lower-level platforms to share resources with upper-
level platforms.

27.2.1 Private Cascading

Go to Platform Cascading> Private Cascading.

Forward platform data to a certain address via the private protocol (OpenAPlI).

Add Forwarding
1. Click New.

Add Forwarding *

Basic Info Selert Device

* Forwarding

* Select Time ! i t - T Walid Permanently

Forwarding Ty...| Structured Dats Forwarding M..., URL

* |P Address: e * Port Numbe...

2. Enter the basic information.

Item Parameter

Forwarding name Customize a name as needed.
Forwarding type e Structured data: You need to select a forwarding mode (image/URL).

¢ Device: You need to enter the parent organization ID.

e Alarm

IP address/Port Enter the IP address and port number of the destination side.
number

3. Click Next, and then select device(s) for forwarding.

Add Forwarding =
&
Basic Infa Select Device
* Forwarding .. | 1

Unselected Resource =

Selected Resource 1] Delete
Resource ID Resource Name Qperation
B 1921151162 2
Bl 191151084 .
= 1921151164 1921151164 I
&= 77
= 19 5.1.179
B 1921151245 - 1921151777 192,115.1.177 [}
® 132.115.1.100_1
W 19211511621
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4. Click OK.

27.2.2 Platform Configuration

Configure the parameters of the local platform for use in platform cascading.

Platform interconnection communication protocol configuration

Log in separately to the local platform, the higher-level platform, and the lower-level platform to configure the
interconnection communication protocol.

Platform interconnection communication protocol configuration

V55

| * Intarconnection ID:
¥ Interconnection User [D:

Confirm

Stop updating shared resource names

Stop updating the name of a shared resource on a lower-level platform

parameters

Description

Platform
interconnection
communication
protocol

VSS

Interconnection ID

The VSS-compliant inter-platform interconnection ID is a 20-digit code, where digits 11
to 13 are "200".

E> Note:

e Inter-platform interconnection IDs using the same inter-platform
communication protocol must not be duplicated.

e After adding an higher- or lower-level platform, if you modify the inter-
platform interconnection ID, the system will prompt you to restart the service.
Please proceed with caution as instructed on the screen.

Interconnection User
ID

It will be automatically generated based on the Interconnection ID.
[ Note:

¢ Interconnection User ID must not be duplicated and must not be the same as
their corresponding platform Interconnection ID.

e After adding an external domain, if you modify the Interconnection User ID,
the system will prompt you to restart the service. Please proceed with caution
as instructed on the screen.

Stop updating shared resource names

Click to enable the function. When a lower-level platform modifies a resource name, the change will not be

automatically synchronized to the local platform.
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27.3 Protocol&Interconnection

Configure various protocols to achieve data interconnection between different platforms.

27.3.1 Cloud Service

In WAN scenarios, you can add the platform to EZCloud to manage persons, visitors, access permissions, etc. on
the EZCloud's Web interface.

Note:
After successful connection with EZCloud:

* You can add, edit, and delete organizations/devices/channels/rooms linked to video intercom devices on
the platform only.

e You can add, edit, and delete rooms/persons/visitors/access permissions/schedule templates/holidays on
EZCloud only, and you can only view such information on the platform.

Register to Cloud
1. Select Enable to enable EZCloud, and then click Save.

Ercicud (®) Enable Disable

en.ezcloud.uniview.com

Server Address

Register Code UGGV 4 SEPENROCK
Devics Status
Levies Mams
Cloud Account
Tzam Mame
Service Agreement http://en.ezcloud.uniview.com/doc/termsofservice.ntml
Scan OF Code B

[=] %]

]

-

2. Login to EZCloud website: https://en.ezcloud.uniview.com.

Team Sellings

Alamm Parameters

wam mmm's Team

Notmication

* Davice Nama 1 Pl

EogeService Confi. 2

Devics Register Code Fienss enfer keywors

(1) Click Team Mode in the upper-right corner and select UNV Guard Team to enter team mode.

(2) Go to Team Management > Team Settings > Edge Service Config. Enter the platform’s device name and
register code, and then click Save to connect the platform to EZCloud.

[®> Note:
The register code can be found on the EZCloud page on the platform.

(3) After successful connection (device status is online), click Sync Data and select From Device to synchronize
data from the platform.
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Attention:

After successful connection, if you disable EZCloud on the platform, the client will exit and unbind the
platform from EZCloud, and the data will no longer be synced.

27.3.2 OpenAPI

When third-party platforms invoke the OpenAPl interface of the platform, they need AppKey information of the
platform for authentication.

@ Note:

Supported interface authentication methods:
e Access Token + Username/Password

e Access Token + ApplID/SecretKey

e Interface Signature + Username/Password

e Interface Signature + ApplD/SecretKey

nvoke the CpenAPl interface of this platform, they must use the following

AppKey {(®) Enable Close
ApplD 1443079168824111
SecretKey 1747959719591813730058617475997198
Access Token ® 01567854396575072572
Walid Until 2025-05-25 18:46:35

Rese

AppKey ¢ Enable: Requires authentication via key. When enabled, the following information will

be generated automatically.
e ApplD: Remains permanently valid if not updated.
e SecretKey: Remains permanently valid if not updated.

e Access Token: Used to verify interface access or invocation permissions, valid only
for 48 hours.

¢ Disable: Does not require key authentication.

Copy Info Click the corresponding [C| to copy the AppID, SecertKey, and Access Token for third-party
platform use.

Reset Info Click Reset to geneate new ApplD, SecretKey, and Access Token.

[ Note:

When you reset or disable the AppKey:

¢ If the previous Token is still valid, this operation will only invalidate the old AppID and SecretKey. The old
Token is still valid.

¢ If the previous Token has expired, this operation will invalidate all.

27.4 Service Configuration

Configure services globally.
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27.4.1 Holiday Management

Set public holidays or specified days as holiday. Holiday has higher priority than weekly schedule and attendance
rules.

¢ Scene 1: During holidays, access control permissions are executed based on the holiday schedule.

@ Note:
After adding holidays on this page, you need to configure the holiday Schedule Template and associate it
with access control devices in Access Permission Config.

e Scene 2: Absence in holidays does not record as attendance exceptions.
For example, attendance rules require attendance during 9:00-17:00 from Monday to Friday. If New Year’s
Day is set as holiday, then holiday attendance rules are applied on New Year’s Day.

Note:
After adding holidays on this page, you also need to configure the Holiday Adjustment rules.

Add Holiday
1. Click Add.

Add ot

*Holiday Mame:
= Start Date: Start Date - End Date

Repeat by Year

2. Enter the holiday name and set the holiday period. The holiday name must be unique.
3. (Optional) If Repeat By Year is selected, the holiday will repeat every year.
4. Click OK.

More Operations

You can edit and delete holidays.

fi oo

® Edit: Click /~ in the Operation column.

* Delete: Select the holidays to be deleted and click Delete, or click [ii] in the Operation column.

27.4.2 Email

Configure SMPT server settings, sender email information, etc. When configured, you can use the email sending
function in functions such as alarm linkage.

27.4.2.1 Email Server

Configure the mail server, sender email address, and other related information.
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“Server Authentication l Enable D

*Username

*Paszword

*SMTP Server

* Encryption Type (@)

*SMTP Port

*Sender Address

" Recipient Address 1

Recipient Address 2

Recipient Address 3

Save

o
%)
o
i

Off S5l STARTTLS

Parameter

Description

Server Authentication

e Enable SMTP server authentication: Requires verification of the sender's username
and password to prevent unauthorized use.

e Disable SMTP server authentication: No need to fill in the sender's username and
password; any service can send messages through this server.

[ Note:
Authentication must be enabled if sending emails via public networks, cloud
services, or third-party email providers.

Username/Password

After enabling SMTP server authentication, you need to enter the username and
password of the sender's email account.

[ Note:
The password entered here is the authorization code provided by the SMTP
service, not the email account's login password.

SMTP Server

Enter the address of the SMTP server.

Encryption Type

When SSL/STARTTLS is enabled, the data between the platform and the SMTP server is
encrypted, protecting email content from interception.

SMTP Port

Enter the port number of the SMTP server.

[E> Note:
The SMTP port corresponds to the encryption type.

e No Encryption: Port 25 or Port 587(Note: Port 25 is typically used for server-to-
server communication and may be restricted for client use on some networks).

e SSL Encryption: Port 465.
e STARTTLS Encryption: Port 587.

Sender Address

Enter the sender's email address. The system emails will be sent from this address.

Recipient Address

Enter the recipient's email address. Click < to test if emails can be sent successfully.
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27.4.2.2 Contacts

Configure email address information.

Hama =mad Address Hemarks

Add Contact
1. Click Add, then enter the contact's name and email address.

Add X

Femarks DG

[l
[i1)
[l
iT

2. (Optional) Click =] to send a test email to the corresponding address and verify if the email sending function
is working properly.

Note:
The Email Server must be configured before sending test emails.

3. Click OK to save the configuration.

Send Test Email
Supports sending test emails one by one or in batches.
* Send one by one: Click [=] in the Operation column to send a test email to the corresponding address.

¢ Send in batches: Select multiple contacts and click the Send Test Email button above to send test emails to
the selected addresses in batches.

More Operations
e Search: Quickly search address book information by contact name, email address, or remarks.
* Edit: Click /# in the Operation column to modify contact information.

e Delete: Select the contact(s) and click the Delete button above, or click [iij in the Operation column.

27.4.3 Temperature

Choose a temperature unit as needed. The temperature unit on pages such as Face Search will use the one
specified here.
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*Temperaturs Unit  (®) Celsius (°C) Fahrenheit (°F)

27.4.4 Data Sync Configuration

System Config > Security > Data Sync Configuration

You may synchronize personnel authentication records from the platform to a third-party database for direct use

in a third-party attendance system.

1. Enable Data Sync.
. @  init o

G

2. Select access control device(s) and synchronize personnel authentication records to the third-party platform.

Click Add, select access control device(s), and click OK.

3. Configure handling measures for the abnormal data.

¢ Sync Authentication Failure Records: When enabled, authentication failure records will also be synced to

the third-party platform; otherwise, they will not be synced.

e Retry If Sync Fails: When enabled, if data synchronization fails, the system will automatically synchronizes

the failed data again every hour; otherwise, the data will not be synchronized again.

4. Configure the third-party server and database information, including the database type (PostgreSQL, MySQL,

SQL Server), data encoding format, server IP/domain name, database name, and database username/
password.
Once completed, click Test Connection to test if the connection with the database is successful.

Database Info
Database Type: My SQL
Data Encoding Format utf-3
*Server [P/Domain Mame 217.2.2.706
*Server Port: SIUG
*Database Name: K
*Username: root o
*Dassword: rasssanes Test Connection| @ The database is connected

5. Enter the name of the third-party database table where the data will be synchronized to.
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Table Field

*Third-party Database Table Name: person o

6. Enter the third-party database field name that corresponds to the platform data type and select the field
format.
Please complete the information according to the third-party database table.
For example: If the third-party database field for “Access Data&Time” is “ac_data_time” with the format
“yyyy-MM-DDTHH:mm:ss”, the platform’s access data&time data will be synced to this field in the set format.

*Person 10 id

o]

* Access DateBiTime: ac_date_time yyyy-MM-ddTHH:mm:ss

Access Dats ac_oate Vyyy-i-aa -
“Access Time ac_time | HH:mm:ss

Authertication Result Succeeded:

Failad:
Authentication Type: 14
Davice Mem

Device Serial No.:
Channel Name
Person Mama:
Department Name:

Card Mumber Kk

Save o
7. Click Save.

27.4.5 Video Intercom

Configure the ringtone duration (40s~60s) for the video intercom. The system will end the call when it is not
connected within the set duration.

*Ringtone Duration: 40  Second(s)
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27.4.6 Face Sync

l Face Sync

*Sync Type  (®) Sync Features Only Sync Images&Features

I Face Enrollment
* Face Image Verification ()

Face Sync Type

When using the access control verification function, face images and features should be synced to access control
devices for verifying the matching degree between the captured person and people in the library.

Set the sync type for face information to be synced to face recognition terminals when configuring Permission
Group.

¢ Sync Features Only: It will not sync face images to the access control device. Even if verification succeeded,
there won’t be any face image on the access control device.

¢ Sync Images&Features: It will sync face images to the access control device so that the corresponding face
image will be displayed on it when the verification succeeded.

@ Note:

Some access control devices do not support direct sync of face features from the platform. So you need to
manually sync face images to these devices, and they will then extract the face features themselves.

Face Image Verification
Set whether to verify image quality when adding face images to personnel/visitor/resident info and face libraries.

e On: Only face images meeting the requirements can be added.

e Off: The system does not verify image quality, allowing low-quality images and images partially obscured.

27.4.7 Time Configuration

Configure time information for the platform, including time zone, date and time format, and system time.

Time Zone (UTC+08:00) China, Singapore, Malaysia -
System Time 2025-08-15 18:35:26 = Sync with Computer Time
Date Format YYYY-MM-DD -
Time Format 24-hour v

Auto Update Enable {®) Disable
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¢ Sync with Computer Time: When selected, the platform's system time syncs with the PC time.

e Auto Update: When enabled, an NTP server needs to be configured. Once configured, the platform's system
time syncs with the NTP server time.

27.4.8 Auto Time Sync

Use the current time of the computer as a reference to adjust the time on the device and keep it synchronized
with the computer time.

Enable Auto Time Sync and set the synchronization interval. The system automatically synchronizes the time once
when the function is enabled, and then continues to synchronize the time regularly at the set time interval.

Auto Time Sync: ®) Enable Disable

Interval: 8hour(s) -

27.4.9 Alarm Input/Output Config

Configure alarm input and output types for the server.
@ Note: For example, the server is connected to an external warning light:
e If the alarm type is N.O., when an alarm occurs, the state is closed, and the warning light lights up.

e Ifthe alarm type is N.C., when an alarm occurs, the state is open, and the warning light goes off.
1. Go to Alarm Input/Output Config.

Alarm Input/Cutput Config

1 Batch Config all

2. 2. Click the corresponding ./ for the alarm channel, or click Batch Configure, modify the alarm type. After
the modification, you need to select Enable Alarm Input Channel for the changes to take effect.

Figure 27-1: Configure One by One

Edit Alarm Input Channel *

*Channel Name - E N@R_I_1

Alarm Type MN.O. v

Enable Alarm Input Channel
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Figure 27-2: Configure in Batches

Edit Alarm Input Channel *

*Alarm Channel T

e Alarm Input Channel M

M.O.

Alarm Type

¥ Enable Alarm Input Channel

Select Alarm Input Channel

] I@R 110
¥ |@R.1_11
v @R 112
B I@R.1_13
v |@R._7
B {@R | 8
v @R |_14
B (@R 115
T @R |16

Cancel
Lancel

27.4.10 Card Attribute

This function supports the customization of snapshot information and structured attributes displayed on
pedestrian/face/motor vehicle/non-motor vehicle snapshots on the Smart Live View page and Comprehensive
Search page.

e By default, all card attributes are displayed on the card.

e Only the selected attributes will be displayed on the card. To conceal an attribute, deselect it. A preview of
the card can be viewed on the right side.

I Pedestrian Pedestnan Relsted
Face Related
Artribate Config Card Prendew Fa
rapn. oo [onier) [[oe ] [ore.) ”
Mataor Vehicle Related
MAnto Vehicke
Wehicle Applcaton
Mon-Motor Vehicle Related
| Face
Attribute Config Card Praview
Snapsh. Snapsh, | Age ‘J | nﬂ'-‘j | :'H?’-f.‘i.--‘J
=0 Mask
s".
Body Tempesturs
1 Face Racaanitinn
Item Description
Pedestrian Attributes displayed on cards in Smart Live View > Pedestrian Snapshot, Multi-
Target Detection > Pedestrian Snapshot, and Pedestrian Search > By Attribute.
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Item

Description

Face

Attributes displayed on cards in Smart Live View > Face Snapshot, Multi-Target
Detection > Face Snapshot, and Face Search >By Attribute.

Face Recognition

Face match/not match attributes displayed on cards in Smart Live View > Face
Comparison, Face Recognition, and Face Search > By Alarm.

Search by Image

Face library and people pass-thru record attributes displayed on cards in Face
Search > Search by Image.

Motor Vehicle

Attributes displayed on cards in Smart Live View > Motor Vehicle Snapshot,
Multi-Target Detection > Motor Vehicle Snapshot, and Motor Vehicle Search > By
Attribute.

Vehicle Application

Vehicle match/not match and violation attributes displayed on cards in Smart Live
View > Vehicle Comparison and Vehicle Application.

Non-Motor Vehicle

Attributes displayed on cards in Smart Live View > Non-Motor Vehicle Snapshot,
Multi-Target Detection > Non-Motor Vehicle Snapshot, and Non-Motor Vehicle
Search > By Attribute.

27.5 Network Management

27.5.1 Network Configuration
27.5.1.1 TCP/IP

Set TCP/IP parameters in different working modes, including IP obtainment (static or DHCP), IP address, subnet
mask, default gateway, MTU, preferred and alternate DNS server, and default route.

Winrking Meds

Select NIC

Multi -address

NICY

DHCP Epabie (8 Disable

Pud Adress W s 1,
Pd Subnet Mask
Ps Defauie Gatewsy W, {15

P4 Address

*KITU 1500

Hate 100M Full-Dupiex
Dreferredd DNS Server
Alternate CHE Senver 8

MICt

Crefault Foute

@ Note:

e The configured IPv4 addresses of the NICs must belong to different network segments.

e After the Working Mode/NIC/DHCP/IP address is modified: (1) The system will refresh its configuration
and return to the login page. It will be ready to log in within 5-10 minutes. Do not restart or power off the
device during this time. (2) Custom routes will be cleared.

Working Mode e Multi-address: Default mode. The Network Interface Cards (NICs) work

independently with different IP addresses.

¢ Load Balance: NICs that make up a virtual NIC use the same IP and work together to
share the network load.
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¢ Net Fault-tolerance: NICs that make up a virtual NIC use the same IP and work as a
backup to each other. If either NIC becomes faulty, the other takes over.

DHCP

Use a DHCP server to automatically assign an IP address.

IPv4 Address

Server' IP address. Users access the system at this address from a Web or software
client.

Connection Status

The connection status of the selected NIC. The status is "Online" when the network port
has a cable connected and the connection is active.

DNS Server

Domain Name Server, which resolves a domain name into an IP address.

Default Route

Specifies the default NIC that the server uses to send data. The default route may be
different from the NIC set in the Select NIC drop-down list.

27.5.1.2 Port

Configure HTTP, HTTPS, RTSP and alarm ports.

HTTP Port

HTTES Port

RTSP Port

Alarm Port

20

443

554

52008

27.5.1.3 Custom Route

Add static routes to interconnect the platform with destination networks. Up to 100 custom routes are allowed.

You need to choose the NIC and set the subnet ID, subnet mask and gateway. A custom route is enabled by
default and can be disabled.

Add

Status:

MNIC:

*Subnet 1D:
*Subnet Mask:

*Gateway:

@ Note:

NIC1

192.168.2.33

255.0.0.0

192.168.2.1

Changing the NIC's working mode will clear all the existing custom routes.
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27.5.2 Security Configuration
27.5.2.1 HTTPS

Go to Network Management > Security Config > HTTPS.

HTTPS is a secure communication method that enhances the data transmission security via mechanisms such as
data encryption and identity verification.

HTTPS only allows encrypted communication using the more secure TLS 1.2 or higher protocol versions. Modern
browsers enable support for the latest TLS versions by default, eliminating the need for manual configuration by
the user, automatically ensuring the best security and compatibility.

When enabled, you can log in to the platform or integrate with third-party systems securely via the HTTPS
protocol.

To enable HTTPS, you must first activate a digital certificate, which is generally issued by a Certificate Authority
(CA) to verify the identity of an entity, such as a website, server, or user. When a user tries to access a webpage
secured by HTTPS, the server presents its digital certificate to the user's browser. The browser verifies the
certificate's validity and authenticity. If normal, an encrypted communication channel is established between
them.

Certificate Management

Choose a method to import and activate the certificate.

Method Description
Import Certificate If you already have a certificate (either official or private), you can import it
directly.
HTTPS
| Certificate Management

Certificate Management (@) Import Certificate Certificate Request 'rivate Certificate (3)

mpart Certificate

Certificats Info
exampole.crt
Issued To IP=127.0.0.1,C=CN
lssued By IP=127.0.0.1.C=CN
Walid Period 2024-11-22T10:08:352~2034-11 -23T10:08:352

1. Select Import Certificate for Certificate Management.
2. Click Upload Certificate File to upload the certificate file from local.

[ Note:
Two types of certificate formats are supported:

o key file + .crt file: The .key file is the private key generated by the
certificate holder, and the .crt file is the certificate generated by the
CA.

e .pem file: Packages the .key file and the .crt file into one.
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Method

Description

3. Click Activate Certificate.

Certificate Request

If you do not have a certificate, you can submit a request file to request an
official certificate from the CA.

HTTPS

l Certificate Management

Centificate Management mpaort Certificate (@) Certificate Reguast Private Certificate (7)

Create Certificate Reguest

Cernificata Request Info
servercer

Praparty 1P=127.00.1.C=CN

riificate request file first Once being

Cl Please downlc r ats re
authenticated by the certificate authority, you will get the certificate file.

Import Certificat

Certificate Info
Please upicad the certificate file first

1. Select Certificate Request for Certificate Management.

2. Create a certificate request file.
Click Create Request File. Enter the device information, organization
information, and the email address to receive the certificate. After
confirmation, the system will generate a certificate request file (server.csr),

which can be downloaded locally.
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Method

Description

Create Certificate Request 5

FaeEsy Eyasarice M
Country Example: CN

Hostname/IP Pleaze enter

Organization Please enter
Company Please ente

E-mai Flease enta

3. Submit the certificate request file to the CA to request a certificate.
4. Click Upload Certificate File to upload the certificate file from local.
[ Note:

e Only the certificate (.crt format) generated from the above request
can be uploaded. Inconsistent data will fail the upload.

¢ When creating a certificate request, a .key file is generated in the
background, which will be automatically verified by the system.
Therefore, you don't need to upload a .key file.

5. Click Activate Certificate.

Private Certificate

A private certificate is created by the software developer for testing purposes or
internal network use and is not trusted on the Internet.
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Method Description

HTTPS

Certificate Management

Cerificate Management mpot Certificate Certificare Raquast ®) Private Cenificate ()

Create Certificate

Certificate Info
servercrt
Issued To IP=127.0.0.1.C=CN
Issued By IP=127.0.0.1.C=CN
Valid Period 2025-04-21706:39.062~2035-04-21T06:39:062

1. Select Private Certificate for Certificate Management.

2. Create a private protocol.
Click Create Private Certificate. Enter the device information, organization
information, and the validity period. After confirmation, the system will
generate a private certificate file (server.crt).

3. Click Activate Certificate.

Once the certificate is activated, you can:

¢ Download Certificate: Click Download Certificate to download the certificate file (server.pem) locally. The
downloaded certificate can be imported directly.

® Delete Certificate: Click 7ii7 for an imported certificate file to delete the certificate.

Note:
Once deleted, the webpage will return to a status without a certificate, and the HTTPS function will be

automatically disabled.

Enable HTTPS

Once the certificate is activated, please enable HTTPS manually. Then, the system will return to the login page.

Please log in again using the HTTPS protocol.
e For B/S client: Visit https://server IP address using a browser.

e For C/S client: Select HTTPS as the protocol on login page.

27.5.3 Network Security
27.5.3.1 SSH

After enabling SSH, you can login to the platform via SSH on port 23333.
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*55H Enable (@) Disable

@ Note:

e SSHis disabled by default.
e SSH will automatically disable after remaining enabled for 30 minutes.

e Service restarts will cause SSH to shut down automatically.

27.5.3.2 802.1x

Enable 802.1x to control access to the device with username and password set in the network switch.
[ Note:
802.1x must also be properly configured on the authenticator (such as Ethernet switch).
Select MIC MNICT -

802.1x (®) Enable Disable

Protocol Type

EAPOL Version 1 v

Username admin

Password aEssmsssssamsEEE

Select NIC You may select an NIC to enable 802.1x;
Authentication is independent among NICs.
Binding 1 and Binding 2 are displayed if the working mode of the selected NIC is
Load Balance or Net Fault-tolerance.

Protocol Type Currently only EAP-MD5.

EAPOL Version 1 for 802.1x-2001, and 2 for 802.1x-2004.

Username and password Used for authentication. Authentication succeeds when the entered username and
password match that on the authenticator (such as Ethernet switch).

27.5.3.3 ARP Protection

By binding the platform's gateway IP address to the gateway's MAC address, it prevents network interruptions,
data leaks, and other hazards caused by malicious tampering with the gateway's MAC address.

Select Obtain Automatically to obtain an MAC address automatically, or fill in an MAC address manually.
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Select NIC NICT v

ARP Protection (® Enable Dizable
Gateway
Gateway MAC Address 00:00:00:00:00:00 Obtain Automatically

Warning: Using the automatically obtained MAC address may pose a security risk.

Note:
ARP protection is effective only when it is enabled and configured before an ARP attack occurs. Protection
may fail if you edit the gateway MAC address during an attack.

27.5.3.4 IP Address Filtering

Use blocklist/allowlist to forbid or allow login from certain IP addresses only.

IP Addrass Filtering Clase

Blockiist Filtering Mote: P addresses within the configured ranges will be filtered

192 188, 1 15

=)

e Blocklist: When enabled, login from the specified IP addresses is forbidden.

¢ Allowlist: When enabled, login only from the specified IP addresses are allowed.

@ Note:

¢ Blocklist and Allowlist cannot be enabled at the same time.
e Blocklist/allowlist is effective to IP-based logins.

¢ You can click a field in the list to edit an IP address.

27.6 Cluster Management
27.6.1 Primary/Replica Management

When a single server cannot meet the required storage bandwidth, forwarding bandwidth, or access capacity,
adding replica servers can expand system management, storage, and forwarding capabilities.

In primary/replica mode, one server acts as the primary server, provides user management, storage, and
forwarding functions, while the other servers act as the replica servers, providing only storage and forwarding
capabilities. The primary and replica servers must be deployed within the same LAN.

Attention:
In primary/replica mode, the primary server’s performance is halved. If more than 3 replica servers are
configured, the primary server is used only for management purposes.
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27.6.1.1 Configure Primary/Replica

Go to the Cluster Config page to configure the primary/replica mode.

Configure Primary Server

Log in to the primary server, select Primary and enter the primary server name. Click Save.

*Current Role (® Primary Replica

*Mame

Note:
The device name can be customized, but if hot standby is to be enabled, it must match the actual host name.

Configure Replica Server

@ Note:

¢ Please login to the replica server (input the IP address of the primary server after switching to the replica
server).

e The hardware, version, and model of the primary and replica servers need to be the same.

e When switching between primary and replica servers, the service will restart, all data will be cleared, and
the password will be restored to the default.

e There is a maximum number of replica servers that can be supported. Once the limit is reached, no more
replica servers are allowed.

e After the configuration is completed, clients will not be able to log in to the replica server, and users
cannot recover the server on the web page.

1. Login to the replica server, select Replica and enter the primary server's IP address.
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*Current Role Primary (®) Replica

*MName

*Primary IP

*Replica Ser... Device connection, alarm receiving, media forwarding, image and recording storage.

2. Click Save. After switching, the replica server's status is Online.

27.6.1.2 Primary/Replica Status

View replica server's information and status.

27.6.2 Dual-Server Hot Standby

Dual-server hot standby is to configure a secondary server for the primary server to back up its working

data, ensuring high system availability. The primary server regularly sends heartbeat detection packets to the
secondary server. If the primary server fails, the secondary server automatically switches to operational mode to
ensure uninterrupted user services.

During video playback, the system will simultaneously query recordings from both the primary and secondary
servers.

The primary and secondary servers must be deployed within the same LAN and connected via NIC 2 to transmit
system configuration data. The actual application descriptions are as follows:

1. When the primary server is functioning normally, the secondary server monitors the heartbeat of the primary
server.

Primary Server Secondary Server

2. If the primary server fails and the secondary server does not detect a heartbeat within 10 seconds, the
secondary server automatically switches to operational mode.

365



Primary Servar Secondary Server

3. When the primary server comes back online, it will be use as the secondary server.

27.6.2.1 Hot Standby Configuration

Go to the Cluster Configuration page and configure the hot standby mode.

Prerequisites

The primary and standby servers must have identical hardware, software version, model, and network
interface cards (NICs).

The primary and standby servers must be on the same network segment. If they are deployed across different
segments, the switch must be configured with NQA (Network Quality Analysis).

The primary and standby servers must have identical root passwords, subnet masks, and gateways.
The names of the primary and standby servers must be different from each other and cannot be "localhost".

The primary and standby servers must be running normally, with no power or network interruptions during
configuration.

Configure Hot Standby

@ Note:

e Perform hot standby configuration on the primary server.

¢ When the primary server has replicas attached and hot standby is enabled, to ensure normal primary-
replica connectivity, you must change the primary server's IP to the virtual IP in the replica’s backend.
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*Current Role

*Mame

*Enable Hot ...

*Secondary ...

*Primary 1P

* Secondary ...

*Virtual IP

* root Passwo...

* Subnet Mask

*Gateway

(®) Primary Replica

G208

(@) Enable Disable

BW5209
172 . 20 . 135 ., 208
172, . 20 .. 135 ., 209
172, 20, 135 ; 28
255, 255 | 255 |, O
1720 . 20 .. 3% 1

1. Login to the primary server page, select Primary, and select Enable for hot standby.
Configure the settings as described below.

Name

The actual hostname of the primary
server. You can log in to the local
server backend and run the hostname
command to check it.

Secondary Name

The actual hostname of the standby
server. You can log in to the standby
server backend and run the hostname
command to check it.

(i) Attention:

¢ The hostnames of the primary
and standby servers must be
different from each other and
cannot be "localhost".

¢ To change the hostnames of the
primary and standby servers, log
in to the server backend and run
the command: hostnamectl set-
hostname <new hostname>.

Primary IP

IPv4 address of the primary server (see TCP/IP).

Secondary IP

IPv4 address of the standby server (see TCP/IP).

Virtual IP

Select an unused IP address in the network. After completing the primary-standby
configuration, you can use this virtual IP address to log in to the client.

root Password

root password for the primary/standby servers (must be identical in a dual-server).

Subnet Mask

Subnet mask for the primary/standby servers (must be identical in a dual-server).

Gateway

Gateway for the primary/standby servers (must be identical in a dual-server).

Business Network

eth0:0.

Business network interface for the primary/standby servers (must be the same in a
dual-server setup), formatted as "interface:0" , "0" is a fixed suffix— for example,
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2. After completing the configuration, click Save. The system will sync the settings, and the services on both the
primary and standby servers will restart, making the web interface temporarily unavailable.

3. Access http://standby server IP:9820, log in to the High Availability software interface (default username/
password: admin/admin), and view the dual-server information.

¢ The primary/standby server names, IP addresses, and virtual IP cannot be modified;

e The root password, business network interface, subnet mask, and gateway IP can be modified.

B2 High Availabili...

Sl SendcoStatus %

te1; Ma patches available

- Confirm the dual-machine setup. Installation will start after verification -

* Biminess Network: | ethixl * Busines: Netwaork:

* Subnet Mask: 55255255

+ Subnet Mask:

* GateaaylF

4. After confirming that all information is correct, click Information Correct, Confirm Installation to start
installing the dual-server software on the primary and standby servers.
BT High Availabili... [ESSERE

Ell  Sennce Sintes

5. After installation is complete, click Cluster Running at the top of the interface to start the cluster service.

The hot standby environment is now ready, and you can access the system by navigating to http://virtual IP
address to log in and manage services.
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® High Auailabii... [

G Serdee Stafis [~ St HpE
E AL
= ftware patches, Mo patches avallable

Primary Name Hz08

Fle seatas ikl lohwars statin: lornal

Note:

In the high-availability software interface, the primary/standby relationship is determined by the roles
assigned during configuration. Even if services fail over to the standby server, their roles will not be
swapped. You can view the currently active server from the Platform Software Running Status.

Hot Standby Service Management

In the High Availability software interface, you can click the buttons to perform the following operations:

Cluster Running/Cluster Stopping: Starts or stops the cluster service. Once stopped, the hot standby
environment becomes unavailable.

Cluster Restart : Restarts the cluster service.
Refresh: Refresh the cluster status.
Primary Server-Stop Running : Stops the primary server service, triggering a failover to the standby server.

Standby Server-Stop Running: Stops the standby server service. This does not affect the primary server's
operation, but if the primary server fails, services cannot fail over to the standby server.

Primary Server(Standby Server)-Switch to Single-node Mode: The primary server is unlinked from the
standby server, and the standby service is stopped. This does not affect the primary server's operation. The
primary server remains accessible via either its physical IP or the virtual IP (since device registration is bound
to the virtual IP). However, if the primary server fails, services cannot fail over to the standby server.

[ Note:
e This operation can not be performed on both the primary and standby servers simultaneously.

¢ Switching to standalone mode does not uninstall the High Availability software; you can later click
Cluster Running to restore the dual-server hot standby configuration.

e After switching, storage must be reconfigured, and historical stored data will be lost!

Unload the high-availability software will result in data loss. Please contact technical support—do not
perform this operation on your own!

27.7 Disk Configuration

The server can utilize either local disk or network disk for resource storage.

Local disk: The hard disks of the server, used for image storage, recording storage, recording backup and hot
spare.

Network disk: External Uniview IPSAN, used solely for recording storage and recording backup.

After configuring the hard disk, please refer to Video Storage Configuration to configure video storage services.
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27.7.1 Local Disk

View the installed hard disks, configure disk usage and create RAIDs.

Once the configuration is done, the system will automatically create corresponding storage space for the

specified use.

@ Note:

¢ To ensure normal storage, it is strongly recommended to install hard disks in slots 1/2/3 of the server,
and the system automatically configures the hard disk usage: Slot 1 — Image storage, Slot 2 — Recording
storage, Slot 3 —Backup recording storage.

e The hard disks are hot-swappable, so you can continue using the existing storage after replacing a hard

disk.

¢ If a new hard disk replaces the old one, data on the old disk becomes inaccessible. If the hard disk is
removed and reinserted, its data remains accessible.

27.7.1.1 Disk Resource

On the Disk Resource page, the left side lists the hard disks of the server, including the disk status, total capacity,
and usage of each disk slot, and you can click the column header to sort the contents; on the right side, the hard
disks and RAID resources are displayed separately by their respective usages.

L?ﬂ Local Disk

Storage Reeouree (]

Usage Configuration (1)

B General{7452G) 2 B Recording Storage(3726G)

1 Create RAID £ Refresh

gz S8 v

# Racordi Backup(0G)
- PR ¥ Hot Spare0G)

Disk Status

Disk Status Description

Normal A hard disk is inserted in the slot and functioning properly.
Abnormal A hard disk is inserted in the slot but has read/write errors.
Offline No hard disk is inserted in the slot.

Partition does not meet
config requirements

After deleting an RAID including an offline disk, when the offline disk comes
back online, it still retains the old RAID and partition information, and this status
will be displayed.

To resolve this issue, click 1}y in the Operation column to clear the RAID and
partition information (this will also erase all data on the disk). The disk can then
be used normally.

Set Disk Usage

Disk Usage

Description

General

Used to store images.

Recording Storage

Used to store recordings.
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Disk Usage Description

Recording Backup Used to store backup recordings.

Hot Spare Once a disk is set as a hot spare, the RAID will automatically select the hot spare
disk to replace any damaged disk during automatic rebuilding to ensure normal
operation.

Failover Backup When the primary server goes down, its video recording storage service will
migrate to the Failover Backup resource on the standby server.

E> Note:
This usage is supported only in the standby server in a primary-standby
mode.

Two methods for configuring hard disk usages:

@ Note:

e Only hard disks with capacity greater than or equal to 512GB and in normal status can be configured with
usage.

e Each hard disk can only be configured with one usage.

e The system automatically initializes the usage for slots 1/2/3 (slot 1-image storage, slot 2-recoding
storage, slot 3-recording backup storage). The usage for slot 1 is unmodifiable; the usage for slot 2 and 3

is modifiable.
Method 1 1. Inthe disk list, select a disk in normal status but without usage configured, click
Configure Usage.
2. Select the usage in the pop-up window, and then click OK.
Disk Resource{16) RAID Resource(0)
¢ Configure Usage -+ Create RAID 3 Refresh
[ Disk Name = Satus = Total (G.. = Usage = Of
Local Disk-Slotl @ Mol 7452 W General
Local Disk- REHG HE Bl
Local Disk-£
T) The disk in slot] can oniy be set to general usage
Local Disk-£
*Selected Storage Res... | Local Disk-Slots X
Estimated Capacity 3726 GB
* Usage General
Method 2 1. Click -+ on the right side
2. Select the disk in the pop-up window, and then click OK.
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W Recording Backup(0G)

| Normal |

Disk Resource(d) RAID Resource(0)
= Disk Name 5 Status . Total (GB) =
[ Local Disk-Slots e Normal 931
Local Disk-5lot7 ® Normal 931
Local Disk-5l0t9 @ Normal 14902
Local Disk-51ot10 ® Normal 931

Clear Disk Usage

To modify disk usage, you must clear the disks/RAIDs of that usage and reconfigure.

@ Attention:
After clearing a usage, all disks/RAIDs configured with this usage will be reset to "no usage," and all data on
the resources will be erased -- affecting the existing storage services.
Note: The default usage of slot 1 cannot be modified (it remains General), but its data will still be cleared.

B General(7452G)

Normal

+ | £

Local Disk-5lot1
7452G

Clearing the usage will reset the usage of all

A associated resources, erase all data within them, and

affect the existing storage services. Continue?

27.7.1.2 RAID Resource

A RAID refers to combining multiple hard disks to work together to achieve higher performance, larger storage
capacity, or enhanced data redundancy and fault tolerance.

Type Requirement Description
RAIDO Number of hard disks: | e Feature: Striping Data is split into blocks and distributed across
2-8 multiple disks.

¢ Advantage: Delivers the highest read/write performance. Total
storage capacity = N x (capacity of the smallest disk).
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Type Requirement Description

¢ Disadvantage: No redundancy. A single disk failure will cause
complete data loss across the array.

RAID1 Number of hard disks: 2 | ¢ Feature: Mirroring - Data is duplicated across two hard disks.

¢ Advantage: Provides data redundancy - one failed disk won’t
compromise data integrity.

¢ Disadvantage: Low storage efficiency, requires 2x disk space. Total
capacity = capacity of the smallest disk.

RAIDS Number of hard disks: | e Feature: Striping with distributed parity - Data and parity
3-8 information are spread across multiple disks.

e Advantage: Provides data redundancy - one failed disk won't
compromise data integrity.

¢ Disadvantage: Requires minimum 3 disks. Capacity = (N-1) x
capacity of smallest disk. Reduced write performance.

RAID6 Number of hard disks: | ¢ Feature: Striping with dual parity - Stores redundancy equivalent
4-8 to two disks' capacity.

e Advantage: Higher fault tolerance — two failed disks won’t
compromise data integrity.

¢ Disadvantage: Requires minimum 4 disks. Capacity = (N-2) x
capacity of smallest disk. Further reduced write performance.

Create RAID

@ Attention:
e Itis recommended to choose unused and normal hard disks to create RAID.
e Slot 1 disk and hot spare disks cannot be used to create RAID.

e When creating RAID, it is advisable to choose hard disks with the same capacity. If the capacities of the
hard disks in the RAID are different, the effective capacity of the RAID will be calculated based on the
capacity of the smallest hard disk, leading to wasted capacity on larger disks.

e The capacity of the RAID should be greater than or equal to 512GB. Please select hard disks that meet the
capacity requirements according to the effective capacity calculation rules for different RAIDs.

1. Select the number of hard disks according to the RAID type. You may also select hard disks on the Create
RAID page.

Disk Resource(16) RAID Resource(0)
Lt Configure Usage - Create RAID i Refrash
[] Disk Name Status = Total (G.. = Usage = C

Local Disk-5lot1 @ MNormal 7452 B Genera

Local Disk-5lot5 ® MNormal 3726 B Recording Sto
Local Disk-Slote ® MNormal 931 --
Local Disk-Slot7 ® MNormal 931 --

2. Click Create RAID.
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Create RAID

The slot 1 and hot spare disks cannot be used for RAID creaticn.

n RAID, disks with larger capacity may have some of their capa...

Name
Type RAIDD - 2~8 data disks -
Selected Local Disk Local Disk-5lath X + 1 v

Estimated Capacity 1862 GB
Usage General -

3. Enter the RAID name, select the RAID type, choose hard disks for the RAID, and specify the RAID usage
(general/recording storage/recording backup).

@ Note:

In a primary-standby mode, the standby server does not support Video Recording storage. You must
configure Failover Backup to take over the video recording storage service when the primary server goes
down.

4. Click OK.
Hard disks that have been added to the RAID are marked with = after their names.

View RAID

After creating a RAID, you can view the RAID information in RAID Resource page.

Storage Resource (7) Usage Canfiguration (7

Diisk Resouricel16) RAID Resourcell W General(9314G) & W Racording Sterage{17266)

G i ’
25 Configure Usage = Refresh

oy Local Disk-SlotS
- st

W Recerding Backug{0G} 8 Heit aa] |

e Expand the RAID to view the included hard disks.
e RAID status includes:
e Normal.

¢ Degraded: The number of abnormal hard disks in the RAID is within the allowed range (different RAID
types have different allowed ranges). Degraded RAID can be rebuilt.

e Unusable: The number of abnormal hard disks in the RAID exceeds the allowed range, storage fails, and
rebuild is impossible.
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Rebuild RAID

e Automatic rebuild: 10 minutes after the RAID degrades, if a hot spare disk is detected (the capacity of the hot
spare disk must be > the damaged disk), the system will automatically start the rebuild process and replace
the damaged hard disk with the hot spare disk.

* Manual rebuild: Click L5 for the degraded RAID, select a hot spare disk or a hard disk with no usage
configured (its capacity must be > the damaged disk), then click OK to start the rebuild process.

+ Craats RAID [ Daiats i Rafrash

» Dhegradisd 3¢ B General

The rebuild process status progresses from "Initializing" to "Rebuilding," providing progress updates and
estimated time remaining.

During the RAID rebuilding process, you can click (7)) in the Operation to view and adjust the rebuild speed
(ranging from 1MB/s to 200MB/s). A faster rebuild speed reduces the rebuild time, but it increases the read/
write load on the hard disks, causing longer video search times.

=
=

> RAIDT Rebuilding 931 B Recording Sto

(
bS

Set RAID Rebuild Speed

*RAID Rehuild Speed 20 ME/S

A faster rebuild speed reduces the rebuild time but increases the disk readiwnis load,

causing longer recording search tims.
Note:

If the number of new disks is less than the number of damaged disks, the RAID will remain degraded after
the rebuild. Once all damaged disks are replaced with new ones, the RAID status will return to normal after
the rebuild.

Configure RAID Usage

e If usage configuration fails during the RAID adding process, or if the RAID usage is cleared, you can reconfigure
RAID usage using the following methods:

¢ Method 1: Select the RAID, click Configure Usage, and choose the usage.
* Method 2: In the usage area on the right side, click |-, select the RAID to add to the usage.

e If you need to modify the RAD usage, you will need to clear the hard disks/RAIDs associated with that usage
and reconfigure.
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B General(9314G)

RAIDO-RAIDD
1862G

Local Disk-5lot1

&9 74526

Delete RAID

a3

Clearing the usage will reset the usage of all
associated resources, erase all data within them, and

affect the existing storage services. Continue?

g |
%]
=)
[}
m

Select the RAID without usage configured, click Delete, and then confirm to delete the RAID.

Attention:
After the RAID is delet
loss. The original stora

ed, the hard disks in the RAID will become independent, resulting in irreversible data
ge services will be unavailable.

27.7.1.3 Cluster Environment

Primary/Replica Environment

Configuration
description

¢ View and configure the hard disks/RAIDs of replica servers on the primary server's
interface: Select Server in the upper left corner to view the resources under the
corresponding servers.

e For the same storage usage, a single server will create only one storage resource;
the primary and replica servers will create different storage resources.

Video storage

On Storage > Backup, by default, the system allocates the largest available recording
storage/recording backup resources to the cameras.

¢ |If a camera is allocated the primary server's storage resource, its recordings will
be stored on the primary server.

e If a camera is allocated the replica server's storage resource, its recordings will be
stored on the replica server.

Image storage

There is no need to manually allocate storage resources.

e Business images from the primary server are stored in the primary server's
general resources.

¢ Business images from the replica server are primarily stored in the replica server's
general resources; if the replica server lacks general resources, its images will be
stored on the primary server.

Primary/Secondary Envir

onment

Configuration

Log in to the primary server via the virtual IP, then select Server in the upper-

left corner of the page to configure the disks for the primary and standby servers
separately.

Caution: The standby server must be configured with a Failover Backup resource to
take over the video recording storage service when the primary server goes down.

Storage

Storage of the primary server and secondary server are independent.

¢ Images/recordings of the primary server are stored in the storage resource of the

primary server.
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Primary/Secondary Environment

e After the secondary server takes over the operations, images/recordings are
stored in the storage resource of the secondary server.

27.7.2 Network Disk

Add an Uniview IPSAN (support VX-U series and CX series, and the compatible VX-U component needs to be
installed on the IPSAN) as a network disk for the server. You can also create a resource group consisting of
multiple CX series IPSAN devices to expand the storage capacity.

After adding an IPSAN device, you need to configure its usage (Recording Storage/Recording Backup). The system
will automatically create a storage resource for the usage.

Note:
Network disks do not support image storage.

After configuring the hard disk, please refer to Video Storage Configuration to configure video storage services.

27.7.2.1 Single Resource

Add Uniview IPSAN and configure its storage usage.

Storage Resource (7) Usage Configuration (7}
Single Resouice(2) Resaurce Group(0) W Recording Storge B Recording
t Add Resource | | Configure Usage O Refresh + add || g Clear
T ypE Svatus s tal (G % Usage s Operatio 192.115.1.12(551G8) y
L L T 551 W Recording Stor Jts i B
£ 2 Config o 200 = o & :'le.._\_j'-is.mz

Add Resource
1. Click Add Resource.

*|P Address

Usage Select -
Item Description
Name Enter a custom resource name.
Type Uniview IPSAN.
IP Address Enter the IP address of the IPSAN device.
Usage Select Recording Storage or Recording Backup as needed.
2. Click OK.
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Configure Storage Usage

If the usage configuration fails during IPSAN adding or if the IPSAN usage is cleared, you can reconfigure its usage.
Method 1 1.

In the device list, select normal IPSAN(s) with no usage, and then click Configure
Usage.

2. Configure the storage usage in the pop-up window, and then click OK.

Single Resource(2) Resource Group(1)

—+ Add Resource i Configure Usage ] Delets {7 Refresh

Configure Usage

*Selected Storage Res.. | 192713229 X -
Estimated Capacity 200 GB
*lUsage Recording Storage *
oK |  Cancel

Method 2 1. Click -- in the corresponding usage tab on the right.

2. Select IPSAN(s) in the pop-up window, and then click OK.

¢ rding Storage B Recording Backup
+ Add i Clear |
Add Usage X
Single Resource(1) Resource Group(0)
Mame Type IP Address Total (GB) =
192.115.2.29 Uniview IPSAN 192.115.2.29 200

Clear Storage Usage

If you want to edit the IPSAN usage, you need to clear its current usage and reconfigure it.
Attention:
Clearing the usage will erase all data within the IPSAN resource and affect the existing storage services.

e Clear usage for all resources: Click Clear to reset all resources of that usage to no usage.

* Clear usage for a single IPSAN: Click 7 in the upper-right corner of an IPSAN. The IPSAN usage will be reset to
no usage.
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< - Recording Storage . Recording)

-+ Add 0 Clear

L The Usage of resources in an abnormal state cannot

be cleared. Clearing the usage will reset the usage

192.115.1.12(551GB) n A of all associated resources, erase all data within
|N3|'rra| _

them, and affect the existing storage services.

@ 192.115.1.12 Continue?
551GB

Delete Resource
* Delete one by one: Click ] for an IPSAN and confirm the deletion.
e Batch delete: Select IPSANs with no usage, click Delete, and then confirm the deletion.

@ Attention:

e After deletion, the storage data will be lost and cannot be recovered, and the existing storage services will
be unavailable.

e If the IPSAN is part of a resource group, you must unbind the resource group before deletion.

27.7.2.2 Resource Group

Create resource group consisting of multiple Uniview IPSANs to expand the storage capacity and enhance the
reliability.

[ Note:
The CX series storage device supports resource group creation, while the VX-U series does not.

Add Resource Group
Only normal IPSANs with usage configured can be expanded to a resource group.

1. On the Single Resource tab, click .~ for an IPSAN.

Single Resource(1) Resource Group|C)

—+ Add Resource % Configure Usage il Delete 3 Refresh
Name Typa IP Address Status B Total (G.. Usage = Ogeration
192.115.1.12 Uniview IPS... 192.115.1.12 o MNommal 551 M fecording Stor l Al R

m

Ypansion Source Existing IPSAN (@) New IPSAN

P Address

This figld iz required
*New IPSAN Name l

This field s reguired.
J:Jrce:
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Item Description
Name Enter a custom resource group name.
Usage The resource group inherits the usage configuration of the IPSAN before expansion.
This field is non-editable.
Expansion Source * Existing IPSAN: Select existing IPSAN with no usage configured.
¢ New IPSAN: Enter the IP address and name of the new IPSAN.
E> Note:
e The new IPSAN's capacity must be greater than or equal to the minimum
capacity of the IPSAN in the current group.
e The new IPSAN must be a Uniview IPSAN.
2. Click OK.
* A = icon will appear next to the name of the IPSAN that has been added to a resource group.

a2 Resourca Group(1

—+ AddResource | % Configure Usage 3 Refrash
Tyoe Sddres Status E Total (G = ags = Operatio
19 iew | 19 ¢ MNormal 2 M Recording Ste
13 Uriview 1P 192, 2 e Mormal 51 W f=co St

e Asingle IPSAN can only be expanded once. Subsequently, you can continue to expand the normal resource
group with usage configured: Click . 7 for a resource group to add more IPSANs. See operations in Add
Resource Group.

View Resource Group

After creating a resource group, you can view it in the Resource Group tab.

Storage Resource (7) Usage Configuration (3)
Single Resource(3} Recalres Group B Recoriing Snrage B Recording
+ hcd i Clear

R Configure Ussge {0 PRefresh

aunl Statis - Total (G sage : Coeratier 192.115.2.29(4006B)
o~ i @, 192115229
= - o

@, 19211512
= 556

e Unfold a resource group to view the IPSAN devices in it.
¢ Total group capacity = Number of IPSANs in the group * Smallest capacity of IPSAN in the group.
e Resource group statuses:

e Normal: All devices in the resource group are online.

e Partially Online: Some of the devices in the resource group are offline.

e Offline: All devices in the resource group are offline.

Configure Resource Group Usage
e If the usage of a resource group is cleared, you can reconfigure its usage.

e Method 1: Select resource group(s), click Configure Usage, and then select a usage.
®* Method 2: Click - in the corresponding usage tab on the right, and then select resource group(s).

¢ If you want to edit the resource group usage, you need to clear its current usage and reconfigure it.
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Attention:

Clearing the usage will erase all data within the resource group and affect the existing storage services.

Clear usage for all resources: Click Clear to reset all resources of that usage to no usage.

Clear usage for a single resource group: Click [ in the upper-right corner of a resource group. The
resource group usage will be reset to no usage.

B Recording Storage M Recording -,

-+ Add mn Clear ‘————————__________‘
192.115.2.29(400GB) - The Usage of resources in an abnormal state cannot
= i be clearad. Clearing the usage will reset the usage
S : ?;“; of all associated resources, erase all data within
@ 192.115.2.29 . them, and affect the existing storage services.

= 2008 Continue?
@ 192.115.1.12

ot

i
[
i

Unbind

e Unbind one by one: Click 4 for a resource group and confirm the operation.

e Batch unbind: Select resource groups with no usage, click Unbind, and then confirm the operation.

Attention:

After unbinding, the resource group will no longer exist, the IPSAN devices under it will be independent with

their usage cleared, the stored data will be lost and cannot be recovered, and the existing storage services
will be unavailable.

27.8 Advanced Configuration

Press the shortcut key Ctrl+Shift+Alt+Y on the homepage to enter the Advanced Config page and configure some
system parameters.

27.8.1 Function Switch
Use toggle buttons to enable/disable functions.

Auto Log Out/Lock 30 min

Show/Hide Card Password de @

27.8.2 Alarm Customization

You can add alarms types of third-party devices on the platform to receive alarms reported by them. After adding

alarm types here, you can view the added alarm types under the General category in Alarm Configuration and
Alarm Linkage Configuration.
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+ Add T Delete

Alarm MName

1. Click Add.
Add

= Alarm Mame

= Alarm 1D

*Protocel Type

Abarmn 1D Ala ¥p
121 2600
1004 2000 o

2. Enter the alarm name and ID (must match the one in the third-party device).

3. Click OK.

27.8.3 Style Personalization

Customize the system logo, and background image of the login page.

L0GO: m
+

Nota: For a custom |oqo. please uoload a §4¥64n

Login Page:

lota: The recommended size for 3 custom image is 192071080pw It must be 2 png image with a maximunt siza limit of
Theme Color: . '
Default Red Green Orange Purple m

Apply Reset

1. Customize the settings as needed.

LOGO The logo is displayed on the login page and the system's upper-left corner.
(1) click -+ to upload a logo image (.png format; resolution: 60px*64px).
(2) Select the target logo image. A "V" will appear at the lower-right corner of the
selected image.
Login Page Set the background image for the login page.

Hover the mouse over the image, and then click ' to upload a new image (.png format,
resolution: 1920px*1080px). After uploading, the new image will replace the existing
background image.

Theme Color

Change the color of the interface elements (menu bar, buttons, highlighted texts, etc.).
The default is blue. You can choose other colors as needed.
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[ Note:

The theme color configuration is permanently valid to all users and all clients (B/S
client and C/S client).

2. Click Apply to activate the settings.

27.8.4 Restore Defaults

You can restore the server to factory defaults. This operation will clear all data and configuration. Please handle
with caution.

Default The current network and admin/loadmin user configuration will be kept.

Factory Defaultf Restore all settings to factory defaults.

o Default: Restore all factory default settings except network and admin/loadmin user configuration.

e Factory Default: All settings will be restored to factory defaults.

[®> Note:
After clicking Default or Factory Default, in the pop-up prompt window:

¢ |If Initialize Disk is checked, the hard disk's storage configuration will be cleared and all data on the disk
will be deleted. The data cannot be recovered using database backup files.

If Initialize Disk is not checked, the hard disk's storage configuration and existing data will be preserved.

Restoring factory defaults will restart the device. Continu
& g’ g?

27.9 License Management

License is used to authorize the system’s supported functions and capacity.
@ Note:
Only the administrator can manage licenses.

27.9.1 License Activation

The system provides a free version with limited functions by default. To access full functions, please import a
license file.

Import License
1. Click 83 in the upper-right corner and select License Management.

2. Follow the on-screen wizard to import a license file: @ Click Apply for Host File and then enter the user
information to apply for a host file; @ Use the host file to activate the license on our company’s official

website (https://global.uniview.com/Support/Product_Licensing/ ); @ Click Import License to import the
license file.
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https://global.uniview.com/Support/Product_Licensing/

License Filg:

Application, import, and deactivation of license file.

= Apply for Host File: Apply for a host file using the user infarmatian ohtalned when you purchased the product

Apply for License Activation: L

& branse at the URL

Wizard Import License: Impert the licen:

.

wle reglstration.

s}

n on the platlonm.

3. When imported, the system will restart and return to the login page. Please log in again.

View License

After successfully importing the license, you can view the license's expiration date and the authorization details.

Validity Period
Creation Date Valid Days Remaining Days Expiration Date
2024-08-31 D161 30 5 2024-05-30 001611
License Code Service Info
Authorization Code List Service Type Mumber of Supported Se... Used Remaining
ALV SISV Time Attendance Module 1 1 0
7OHELTEETM S5 JEOCL Y7 Wisitor Service Module 1 1 o
COp NP Er T TR GNT Video Intercom Cutdoor A 256 1] 256
ANTIRATHLEF UTH TRV WM People Management Mo, 1 1 0
SYATAL LR TTEAIMAOOA TR ANFR Module 1 1 o

¢ [fthe license has 5 or fewer days remaining, the remaining days will be displayed at the top of the interface
(or in the login page). Please import a new license as soon as possible to avoid any disruption to your normal
use.

e The authorization details include the available subsystems and the number of devices allowed for connection.

27.9.2 License Deactivation

License deactivation restores the system to its original status before a license was imported.

Scenario Example: When changing servers, if Server A has a license applied using its host.id and an authorization
code, you need to deactivate the license and unbind the authorization code from Server A's host.id first. Then,
use Server B's host.id and the authorization code to apply for a new license for Server B.

Note:
Once the license is deactivated, the Server will no longer be able to use the original license.

License deactivation process: @ Generate the deactivation file > @ Submit the unbinding application.

Generate Deactivation File

1. Click £63 in the upper-right corner of the page and select License Management.

License File:
Application, import, and deactivation of license file.
» Apply for Host Fite: Apply for o host file wsing the user information obtained when you purchassd the product
Gl e
= Apply for License Activation: Lise the host file 1o activate the Bcense at the UALY
Wizard -

s Deactivete Licensa Click tha button 1o generste 3 comesponding deactivation file. Then upioad the genaratad fii
URL:IIE

Unbinding Mgt » Cevice Unkinding Appiication on the platiorm

2. Click Deactivate License.

3. The system will prompt “The system license will be immediately unavailable after deactivation”. Acknowledge
the risks and click OK. Then, the system will automatically generate and download the license deactivation file
(deactive.id).

4. Re-login to the system, and check that the authorization code is no longer listed on the License Management
page.
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Submit Unbinding Application

Access to the license unbinding website requires permissions. Please contact our technical support to obtain
access.

To proceed:

1. Login to the website at https://Imp.uniview.com/ and go to the Device Unbinding Application page.
2. Select the product category.

3. Upload the device's host.id and the deactivation file separately, and complete the required fields.

4.

Click Submit to unbind the authorization code from the host.id.

28 O&M

28.1 Operation Logs

View the operations performed by the user in system's functional modules.
e Set criteria and click Search to search the operation logs that match the criteria.

e Select operation log(s) and click Export to export them.

28.2 Database Backup

O&M > Database Backup

By using scheduled backup and manual backup functions to back up database data, you can restore the database
to a specific point in time from backup files in case of data loss or configuration errors.

Note:
Backup and restoration operations will consume certain system resources, so it is recommended to perform
these tasks during idle periods.

Backup Configuration

()] Sackup Configuration

1. Choose the backup path where the backup files will be stored. By default, the backup files are saved in the
disk with the largest remaining space on the PC where the service is located, and it is advisable to select a
non-system disk.

2. Set the maximum number of backups (manual + automatic) that can be retained, up to a maximum of 7. If
there is not enough space, the actual number of backups supported will be performed.
Once the maximum number is reached, new backups will overwrite the oldest backup.
When you reduce the maximum number, the system will delete historical backups in the current path that
exceed the limit.

3. Click Save.
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Manual Backup Click Manual Backup to generate a backup file.

Scheduled Backup 1. Enable scheduled backup.

2. Set the backup date and time, and the system will automatically perform backup at
the specified date and time on a weekly cycle.

3. Click Save.

Backup Records

You can view completed backup tasks in the Backup Records page.

Restore 1. Click <. A message appears, indicating that restoring the database will restart the
device. Click OK to start restoring.

Restaring database will restart the device. Continue?

2. The restoration process may take some time, so please be patient and do not
disconnect the power.

3. After the device restarts, it will automatically return to the login page. And you need
to log in again.

Download Click <> to download the backup file to your local computer.

&> Note:
¢ To avoid overwriting the backup file, please download it timely.

¢ To restore using a local file, copy the file to the backup path. The Backup
Records page will detect and load the local file, after which you can perform the
restoration.

28.3 Restart & Upgrade

Go to O&M > Restart&Upgrade.

Upgrade the system software version, restart the device.

Mote: Do not disconnect power during the upgrade, as it may result in upgrade failure and ser...

Local Upgrade Browse...
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Restart Device

Attention:
Restarting the device will interrupt the service. Proceed with caution.

1. Click Restart.

2. The system will return to the login page. Please wait for the restart to complete and then log in again.

Local Upgrade
@ Attention:
e Before upgrading, ensure that the system services are normal, and the network connection is stable.

¢ Do not power off the device during the upgrade process, as it may result in upgrade failure and service
abnormality.

e The system will restart during the upgrade process, causing service interruption. Proceed with caution.
e The previous system configuration and data will be retained after the upgrade.

1. Click Browse, select and upload the new version package from your computer (.tar.gz / .patch).

2. Click Upgrade. The upgrade progress will be displayed.

3. Wait for the restart to complete and then log in again.

28.4 System Diagnosis

28.4.1 Device Status Statistics

Provides statistics on the online/offline status and online/offline duration of devices connected to the system.

Cmvice Status Al Device Type | All . Device Hame T

Start and En. 2025-02-27 D0:0000 =~ 2025.02-27 23:59:5% Todzy st ¥ 16t 7 days rent mor

e Search device status: Choose device status (online/offline), device (Camera/NVR/Smart Box/ EIA/Radar/Radar
vision/Indoor station/Door station/Face recognition terminal/General access control device/Access control/
LPC/LPR/Xware), start and end time (up to 31 days), and then click Search.

Search results include the current online status, last offline time, total offline count and duration within the
specified time period.

Note:

Last offline time: The actual time when the device went offline, regardless of the specified time period. If
the device has never been online or has been continuously online, the time when the device was added is
displayed.

e Click 2> to open the device's Web interface.

28.4.2 Device Diagnostic Info

Export diagnostic information of IPC/NVR/face recognition access control terminal devices that directly
connected to the platform via the private protocol.

Real-time Diagnostic Information

Real-time diagnostic information can only be exported when the device is online.
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[ ] Device Name = Orgarization = Made! = Status = Dperation
[~] 192,455,154 Lij] HICHs ® Unline T
[~] 192958 100 0o Py Iod a3 e Cnline 1
14, am ® Offiine
192 N 01 @ Cffine
10 1] am & Dffling

1. Click T, in the Operation column or select multiple devices and click Export Diagnostic Info.

2. In the pop-up Export Status window, you can view export status and choose Download in Background or
Cancel Export for ongoing export tasks as needed.

Device Name = Organization = Model = Status =
192 4 ([} HICS LT a WL ® Exporting
192.%8.1.100 001 NVR- 1 1-prd ® Ewporting

< [ /1>

Download in Background Cancel Export

3. The latest export status is displayed at the top of the page. You can click the prompt to view all export
records.

Export Status X

192 1ef.1.54 |Succe-:—cied|
Filename:192.169.1.54_20250227115114.1gz

192.168.1.54 Succeeded

Filename:192.169.1.54_20250227115045.tgz

Historical Diagnostic Information

After exporting real-time diagnostic information for NVRs, you can view previously packaged diagnostic
information in Historical Diagnostic Info. You can export diagnostic information from the past 15 days at most.

Historical diagnostic information can only be exported when the NVR is online.
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1. Click T in the Operation column.

2. In the Export window, you can view the diagnostic information files available for export for that device.

[] Filename = File Size b= Time Modified =
1.65MB 2025/02/27 00:00:00
1.51MB 2025/02/26 00:00:00

1.56MB 2025/02/25 00:00:00
1.45MB 2025/02/24 00:00:00
1.32MB 2025/02/23 00:00:00
1.16MB 2025/02/22 00:00:00
1.03MB 2025/02/21 00:00:00
T77.36KB 2025/02/20 00:00:00
cgi_20250227112032log.tgz 175.87KB 2025/02/27 11:20:32
core_20250227104504lcg.tgz 111.07KB 2025/02/27 10:45:04

Total 135 2 3 4 5 6 7 > 20/page - | Goto | 1

3. Select diagnostic information file(s) and click Export.

4. In the pop-up Export Status window, you can view export status and choose Download in Background or
Cancel Export for ongoing export tasks as needed.

28.4.3 Server Diagnostic Info

Export diagnostic information of the server for troubleshooting.
Diagnostic information includes service logs, installation logs, configuration information, etc.

1. Select the server, which can be the primary or replica server.

2. Specify a server time period and click Generate to create a compressed package of the diagnostic information
within that period. During the generation process, you may click Cancel Generation to cancel the task.

@ Note:

During the generation process, if the disk space is insufficient (less than 4GB), the task will automatically
stop, and the status will show "failed"

3. Click <> to download the compressed package to local.

Note:
The system can keep the latest 2 compressed packages. Please download in time to avoid being
overwritten by new files.
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I Diagnostic Info

Server

Server Time 2025-07-04 ~ 2025-07-04
Cancel Generation

Server-Log 2025-07-04 12-46-48.zip

Server-Log 2025-07-04 12-40-25.zip

28.4.4 Server Packet Capture

Perform network packet capture on the server to collect interaction messages between the server and network
devices, thereby understanding network data exchange details and locating network issues.

[ Note:
Network devices can be any devices added to the server, PCs accessing the server, or other devices.

Two packet capture modes are available:

e Common packet capture: Short-duration packet capture for reproducible issues, generating smaller capture

files that can be exported from the web interface.
Background packet capture: Long-duration packet capture for intermittent issues, generating larger capture

files that require backend export. (Since issue recurrence timing is unpredictable, the task runs in the
background.)

@ Note:
By default, only Common Packet Capture is displayed. To display Background Packet Capture, press Ctrl+Alt

+Shift+B.
| comman Packet Capture
t Add Task B Delete {E) Start Facket Capture () Stop Packet Capture Download ) Refn
i Task Sisri Thie -
5B P_SRE m B
[ -] L iP F

I Background Packet Capturs

Y Refresh

3134504 2

Common Packet Capture

Perform packet capture as tasks, with a maximum of 5 capture tasks allowed, each capturing one packet.

@ Note:

e When capturing packets on a specified NIC, each task retains up to 5 pcap files, with each file limited to

20MB. If exceeding 5 files, the newest pcap file overwrites the oldest one.

When capturing packets on all NICs, each NIC retains up to 2 pcap files, with each file limited to 20MB. If
exceeding 2 files, the newest pcap file overwrites the oldest one.
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1. Click Add Task to set capture conditions: IP address/port of the network device, and the server's NIC.

Add Common Packet Capture b4

Port Specify -
* Manua Flease =nte o 5 ports, Separate
P Address Specify -

*|P Address] , , , =

Select NIC Loopback Pseudo-Interface 1 -
*NIC IP Addre
Cancel || Add & Continue | IR
Device Parameter Description
Peer Network | Port Port numbers of network devices interacting with this server.
Device

e All: Capture all port numbers.

¢ Specify: Capture only specified port numbers (up to 5 ports, separated

by commas).
¢ Filter: Exclude specified port numbers (up to 5 ports, separated by
commas).
IP Address IP addresses of network devices interacting with this server.

e All: Capture all IP addresses.
e Specify: Capture only specified IP addresses (up to 5 IPs).
¢ Filter: Exclude specified IP addresses (up to 5 IPs).

This Server Select NIC « Al NICs: Capture interaction packets between all server NICs and
specified network devices.

¢ Specified NIC: Capture interaction packets between a specified server
NIC and specified network devices.

2. Click Add to create a task and exit; click Add and Continue to save the current task and create next one.

Note:
Task name format: Task ID_NIC Name_IP Type_Port Type.

3. The new capture task is in waiting status; click to start capture, and the status changes to "Ongoing".

4. Click (=) to stop capture, and the status changes to "Packaging" and then "Completed".

[ Note:
If no packets are captured, the task status shows "Failed" after stopping.

5. After the task is completed, click <> to download the capture file to your local computer.
Other Operations
L[]

View task parameters: Click [=! to view capture parameters (same as the Add page).

* Delete task: Click 7ii] to delete a task. (Attention: This will also delete all capture files of this task).
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e Batch operations: Select tasks, then click the buttons above the task list to perform batch "Start Capture/Stop
Capture/Download/Delete".

Background Packet Capture

Perform packet capture as tasks, with a maximum of 1 capture task allowed. Depending on traffic volume, the
capture results may contain multiple pcap files. Each pcap file has a maximum size of 200MB.

1. Click Add Task to configure capture conditions: Background packet capture requires setting capture duration,
other parameters are the same as Common Packet Capture.

Add Background Packet Capture X

(5]
T
c
r
o
i
[a]
f

L

L

f

Port Filter -
*Filtering Port | Please ente to 5 ports, Separate e
P Address Specify v
* 1P Address1 ) ) . 4
Select NIC All -
Packet Captu..  5mins v
Cance Add

2. The new capture task is in "Waiting" status; click to start capture, and the status changes to "Ongoing".

3. For unfinished capture, you can click (=) to stop capture manually; after reaching the duration, the capture
stops automatically; the status changes to "Packaging" and then "Completed".

@ Note:

During capture, if the disk space runs low or the service restarts, the task will stop and package file
automatically.
If no packets are captured, the task status shows "Failed" after stopping.

4. After the task is completed, go to the file path indicated on the screen to view the capture files.
Other Operations

® View task parameters: Click [= to view capture parameters (same as the Add page).

* Delete task: Click 7ii] to delete a task. (Attention: This will also delete all capture files of this task).

28.4.5 Network Test

Test network connectivity between the platform and other devices by sending data packets to a specified
address. The test evaluates network latency and packet loss rate based on the responses received.

1. Set the test parameters.
e Test Address: The domain name or IP address of the target device.

e Test Duration: The duration for which the platform pings the target address. The test stops after this
duration.

e Time Interval: The interval at which ping results are obtained. The interval is calculated automatically by
the system based on the set test duration.
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e Packet Size: The size of the data packets to be sent. Larger packets can simulate high-load conditions to
test network latency and packet loss, while smaller packets are suitable for quick connectivity tests.

2. Click Test to start the test. Once completed, you can view the dynamic changes in packet loss rate and
network latency in the chart.

* Test Address 192.117.1.200
* Test Duration 10 Second(s)
Time Interval 2 Second(s)
~ Packet Size 64 Bytes
Tast Export
Test Resuit Marmal network connaction.
Netwark Facket Loss Rate (@ Netwark Latency
Latency(us)

800

3. Click Export to export the current test records to a table. The number of records equals to the floor value of
the test duration divided by the time interval.

28.5 Server Statistics

Go to O&M > Server Statistics.

View statistics on server storage capacity and recording status.

28.5.1 Storage Capacity

View statistics on server storage capacity to prevent server overload and potential malfunctions when the
number of storage channels is excessively high.

Tipt 1:5torage capasity display i for the local server.

2The number of storage channels occupied cefers to the cumulative total of all cameras with configured plans at the i week,

3.Different servers. diffe ificati ge ch. .

Bekongs to Server ™
Server Resource Storage Capacity:

W Futy Occupied [l Availabia Unacrupiod

Oxcupied: 1
Sunday Mwailable: 299

Werteesday

Terarsday

Friday

Saturday

Time.
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In the chart, the vertical axis represents the days of the week (Sunday to Saturday), and the horizontal axis
represents the time of day (0:00 to 24:00, divided into 24 segments).

e Different servers have varying specifications for the number of storage channels. Hover the mouse over the
chart to view the occupied and available storage capacity for the corresponding time period.

e Three colors indicate three different statuses:

¢ Red: Indicates no available storage capacity during the corresponding time period. It is not recommended
to configure recording schedules at this time.

e Green: Indicates available storage capacity during the corresponding time period. Recording schedules can
be configured.

e White: Indicates no storage capacity is being used during the corresponding time period. Recording
schedules can be configured.

28.5.2 Recording Status

View statistics on the storage information of cameras under the server.

Canch Typer & - Storage Man o Starage Hatus: 4 Sub-organizations chided

Camra ram Wb e, CONguRCApRNyIG)  Home Device  Storage Devke Cata Management Server Store s planed Swrage Pan Storge Sals

e Search criteria: Supports querying storage information by camera name, storage plan, storage status, etc.

e List: Displays information such as real-time storage bitrate, configured storage capacity, and storage status for
each camera.

28.6 Video Diagnosis

Note:
A valid license is required to enable this feature.

Diagnose the quality of camera videos. The results are displayed in visual charts for easy understanding of the
video service status.

Diagnosis items include offline, image capture, video loss, high/low brightness, color, contrast, screen frozen,
image blurry, noise interference, reinforced cross-gain, scrolling, video masking, scene change, black and white
image, drastic changes in a video, video jitter, real-time usage time, packet loss rate, PTZ control.

28.6.1 Diagnosis Configuration

Configure diagnosis standards and create diagnosis tasks.

28.6.1.1 Diagnosis Standard

You can customize different diagnosis standards based on the actual needs for flexibility and convenience. For
example, different standards for indoor and outdoor, day and night, sunny and rainy conditions, etc.

Add Standard

1. Click
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Standard Name Custom input.

Standard Description

Settings for diagnosis | Set the threshold for abnormal, warning, and normal.

Items Hover the mouse over the white block on the ratio bar __; to display the ratio value
and drag left/right to adjust the value.

Higher values for abnormal and warning settings indicate stricter standards.

Real-time Usage Time | Set the live view retrieval time. An alarm is reported if the value is exceeded.
Enter an integer in the range of 1-60.

Packet Loss Rate Set the packet loss rate, which is the loss ratio of the camera video stream. An
alarm is reported if the value is exceeded.
Enter a number in the range of 0.01-100, with up to 2 decimal places.

2. Click Save.

Other Operations

e View/Edit: Select a standard in the left-side list to display its details on the right. Click Edit to modify diagnosis
standard parameters. Click Save to save the settings.

* Delete: Select a standard in the left-side list and click Ti].

Note:
The default standard cannot be edited or deleted.

28.6.1.2 Diagnosis Task
Create video diagnosis tasks for cameras.

Hognosis Tack [Dlagnosis Standard

| Diagnosis Confiquratian

Task Marma Task T Mumier of Cam... Diagresis 5. Intullicgerd Disg. Tavk Progress Stari/Stap Taak Disscription Crmabs Uner Oparaticn
Task1 Irnmme.., 2 Drefault st.. 12700 —— Ioadmn

Task2 Imme.. 2 Defaultst. 127,004 — loadmn

Add Task
1. Click Add.
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2. Enter the task name and description, and then select a diagnosis standard.

— Back 2dd a e diagy

| Basic Information

Drefault standard

Disgnasis Pr |

8
B cortrast

8 Video Maskmg @ Scene Change B Blockand W

& Real-time

Us.,

Task Type

(8 Video-refated

;o Immediate Type

Select Diagnasis Camera Sefected ; 7

PTZ-related Inspection Captured

Ofline Image Copture (@ Video loss [ Hohilow jbre..

B soeenfrozen B imege By B Noise nterde. @ Reinforced €
B Orstic Chan, @ Viden Sitter
B Packet Loss R,

By Day By Week

3. Diagnosis items including video-related, PTZ-related and inspection captured. Select diagnosis item(s) as
needed by referring to the following table.

Diagnosis Item

Description

Offline

Detects the camera's online status on the video management platform, possibly
due to power outage or network disconnection.

Image Capture

Detects anomalies where the camera fails to capture images, possibly due to
power outages network disconnection, camera obstruction, or excessively live view
retrieval time.

Video Loss

Detects intermittent or persistent video loss, possibly due to camera malfunction,
poor contact of video transmission cable, lens detachment, malicious tempering, or
video transmission failure.

High/Low Brightness

Detects images with excessively high/low contrast, possibly due to camera settings,
lens aging, or environmental factors.

Color Detects discoloration in the video image, possibly due to external interference or
camera malfunctions.
Contrast Detects image with excessively high or low contrast, possibly due to camera

settings, lens aging, or environmental factors.

Screen Frozen

Detects image freezing, possibly due to video transmission or camera malfunctions.

Image Blurry

Detects blurry images, possibly due to camera lens damage or improper focus.

Noise Interference

Detects noise or snow-like interference on the video image, possibly due to line
aging, transmission fault, poor contact, or electromagnetic interference.

Reinforced Cross-gain

Detects prominent horizontal stripe interference on the video image, possibly due
to line aging, transmission fault, poor contact, or electromagnetic interference.

Scrolling

Detects rolling of the video image, possibly due to line aging, transmission fault,
poor contact, or electromagnetic interference.

Video Masking

Detects partial or complete occlusion of the camera lens, possibly due to deliberate
obstruction.

Scene Change

Detects changes in the scene, such as object moving/moving out or partial human
interference, possibly due to deliberate object movement.

Black and White
Image

Detects absence of color in the video image, possibly due to infrared mode or color
rendering failure.

Drastic Changes in a
Video

Detects significant changes in the image over a period, possibly due to continuous
PTZ movement, line aging, transmission fault, or electromagnetic interference.
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Diagnosis Item

Description

Video lJitter

Detects abnormal video jitter, possibly due to unstable installation or significant
ground vibrations. Suitable for high-attitude or elevated camera installations.

Real-time Usage Time

Detects the time the camera retrieves live video. An alarm is reported if the set
value is exceeded.

Packet Loss Rate

Detects the size of video packet loss. If the loss ratio exceeds the set value or there
is no video stream, an alarm is reported.

PTZ Control

Detects abnormalities in PTZ control.

Inspection Captured

Offline detection and image capture detection are enabled by default (see previous
description).

e If Patrol is enabled and a patrol interval (5-360 minutes) is configured,
inspections will be performed at the specified interval.

e If Patrol is not enabled, the task defaults to an immediate type, executed only
once.

D_iagtmii; . Video-related PTZ-related (@ Inspection Captured
ajec
Offline Image Capture
|:| Enable the patrol with interval between patrols minute(s)
Task Type & Immediate Type By Day By Week

4. Select a task type.

Item Description

Immediate Executes immediately after task creation and complete at once.

By Day Executes every day. You need the set the task start and end time. Default is

00:00:00-23:59:59 everyday.
By Week Executes every week with specified time periods. You need to configure each day

from Monday to Sunday separately, with up to 4 different time periods per day.

[E> Note:
When finished the settings for a day, you can sync the settings for other days by
selecting the corresponding day and clicking Copy.

5. Click Select Diagnosis Camera, select camera(s) to be diagnosed from the organization tree.

@ Note:

For random sampling, enter the number of cameras to be sampled in the Random Spot Check column
and select organizations, and then the system will automatically select the corresponding number of
cameras for diagnosis. If the set value exceeds the existing cameras under the camera, all cameras under
the organization will be diagnosed.
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Select Camera: Manually Select (®) Random Spot Check
In the following organizations | 5 cameras |
Random 5pot-check of Resource List 5 devices selected.
|sase enter resource e
I~ (.\ o xuni_LAPI 0788 1

[""| 1000_cam_org_lapi e A

B zic ‘b xuni_LAPI_0887_1

B Y xuni_LAPI_0266_1
| test org

e xuni_LAP) 0535 2

Cance. “

6. Click Save.

Other Operations
® Start/Pause task: Click [>/ || to start/pause the task.
e Re-diagnose: Click for the task to restart the diagnosis task, the task progress will reset to 0.

* View/edit task configuration: Click .,/ for the task to view or edit task details.

* Delete: Click i for the task or select task(s) and click Delete.

e Refresh task: Click Refresh to refresh the task.

28.6.2 Diagnosis Result

Search and export diagnosis results by organization or diagnosis task.

¢ Search by Monitoring Organization: On the By Monitoring Organization tab, select an organization in the
left-side list, and set search criteria on the right-side. Click Search, and the video diagnosis results under the
organization are displayed.
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Search by Diagnosis Task: On the By Diagnosis Task tab, select a task in the left-side list, and set search criteria
on the right-side. Click Search, and the video diagnosis results under the task are displayed.

Compranansia Swuatas | Caméra Siatis: Canar Nama:
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Search Criteria Description

Comprehensive evaluation: Camera's overall evaluation, including normal, abnormal, warning, and failure.
You can select one or more items.

Camera status: Including online, offline, and all.

Camera name: Search by keywords.

Camera ID: Search by keywords.

Failure error code: Search diagnosis failures based on error codes, e.g., 9498 for network packet loss.

Abnormal items: Search by offline, video loss, low brightness, high brightness, color, contrast, screen frozen,
image blurry, noise interference, reinforced cross-grain, scrolling, video masking, scene change, black and
white screen, drastic changes in a video, video jitter, PTZ control, real-time usage time, image capture, and
packet loss rate. You can select one or more items.

Select date: Select Latest or customize a time period as needed. When customizing, you can specify a start
and end date.

Include subordinate organizations: Select to include results from subordinate organizations.

Statistical Chart

Diagnosis result statistical chart: Displays the number of cameras for each evaluation and their percentage of
all cameras.

Diagnosis abnormal item statistical chart: Displays the occurrences of 16 types of video anomalies under the
search criteria. You can adjust the displayed anomalies by dragging the horizontal slider.
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Detailed Data

Detailed data includes online status, camera ID, camera name, organization, diagnosis time, diagnosis results,
comprehensive evaluation, abnormal items, and diagnosis details.

e Export: Click Export All to export all diagnosis results locally.

* View details: Click [5 to view the diagnosis result, diagnosis image, live video for the camera.

. Diagrosis Image  Live Video
Comprehenzive Result: gy

Diagnosis Time:
2025-12-D4 173445

Cffline 0 [|Abnoe. |
Video Loss 1]

Color 0 [Nat i)
Contrast 0 [NetDi..)

ScreenFrozen 0 lhetDol
Image Blurry o [NetDi.|
Moise Interfe. . o [Not Di. |
Reinfaorced C... o [NetDi.)
Scrolling 0 [NetDi.)

Video Masking 0 [Net Di.. |

Scene Change 0 et i ] Camera Name: MERSETRE] DRSFE Image Size: -
o Camera ID: 395659529518055970-0-2 File Lacatian: -
ATF el A INetmi, | Crganization: UG-500-H16-IN

28.6.3 Diagnosis Statistics

Perform statistics and analyze video diagnosis results. The results can be displayed in statistics chart or data list.

By Organization Area

Seevateal Meshod: Dhagnosts Task: Select Date;

#! By Organizational Area By Time st ek 025-12-01 20251205 | n 2.1 Dy . Tt Ml
Organizatiee, Araat Dlagnocis Pt
| satistical Chan A Ewpor a8

(Exgeption Count: times)

1

tast_org
| Detailed Data
ha Organieatios .. Tatal Dffise Vides Loss High Brightness  Low Brightness  Color Cantrest Sereen Frozen s Blumy Mase
1 5 5 n ] o o o o a a
x test_org 4 a o o e} o a a a a

e Search criteria: Diagnostic task, custom time period, organization area, and diagnostic item.
e Statistical chart: Displays the exception count under each organization in a chart.

¢ Detailed data: Displays the exception count under each organization is a list. Click Export All to export the
retrieved results locally.
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e Search criteria: Diagnostic task, custom time period, and organization area.
e Statistical chart: Displays the exception trend in a chart.

¢ Detailed data: Displays the exception count at each time point in a list. Click Export All to export the retrieved
results locally.
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